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FEATURE

 The requirement to be HIPAA 
Security compliant is quickly approach-
ing.  If you have not started your HIPAA 
Security compliance efforts, you need 
to get started NOW.  If you have started 
your efforts and do not have a detail 
mitigation plan in place, then you need 
to jump-start your efforts.  Time is 
running out.
 The HIPAA Security Rule is 
comprehensive and, to many, com-
plex, but it is flexible. Compliance 
is necessary by April 21, 2005. It is 
necessary because it is the law; but 
more importantly, it is good business for 
your organization.
 This article will discuss the HIPAA 
Security Rule, its key requirements, and 
highlight compliance implementation 
strategies and tips.

HIPAA Security Rule Background  

 The final HIPAA Security Rule was 
published in February of 2003 and 
became effective April 21, 2003.  All 
health organizations are required to be 
in compliance by April 21, 2005, except 
for small health plans who are required 
to be compliant by April 21, 2006.
 The purpose of the HIPAA Security 
Rule is to make sure sufficient non-
technical and technical security 
safeguards are in place to secure 
protected health information.  This is 
to ensure the confidentiality, availability, 
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and the integrity of “electronic 
protected health information”, or ePHI. 
If you maintain or transmit protected 
health information using an electronic 
medium, then the HIPAA Security Rule 
applies to your organization.  
 This means that the HIPAA Security 
Rule affects even small medical 
practices, health clinics, pharmacies, 
etc., that may only use a personal 
computer (PC).  For example, if they use 
a PC to submit claims to their carrier, 
they need to comply with the HIPAA 
Security Rule.  Furthermore, the HIPAA 
Security Rule also mandates that ePHI 
be protected throughout the life cycle.  
This includes the protection of computer 
print-outs, transmissions, ePHI stored 
on backup tapes, etc.

HIPAA Security Rule is Comprehensive 

 The HIPAA Security Rule is 
comprehensive and, frankly, daunting 
to anyone not familiar with information 
security principles and practices.  The 
HIPAA Security Rule outlines general 
rules regarding compliance.  A covered 
entity must ensure the confidentiality, 
integrity, and availability of ePHI that 
it creates, receives, maintains, or 
transmits. It must protect against 
reasonably anticipated threats to the 
security and integrity of ePHI.  A covered 
entity must protect against reasonably 
anticipated uses or disclosures. In 

addition, a covered entity must ensure 
compliance by its workforce members.  
Finally, a covered entity has several 
responsibilities regarding their business 
associates.
 The Security Rule is broken down into 
four sections, administrative, physical, 
technical safeguards standards, and 
organizational requirements.  Some of 
the standards are further broken down 
into detailed specifications; some are 
required and some are addressable.  
Addressable standards are those which 
you may not be required to implement 
based upon your organization’s exist-
ing structures. You are required, 
however, to address them, and must 
implement them if they are reasonable 
and appropriate safeguards for your 
business circumstance; further, you 
MUST document why they would not be 
reasonable and appropriate if you chose 
not to implement them. In total, there are 
over fifty standards and specifications, 
the majority of them are required and 
twenty-two are addressable. (Note: 
The complete rule can be read at 
www.cms.hhs.gov/hipaa.)
 The administrative section outlines 
the standards and specifications over 
the security management process, 
assigning security responsibility (yes, 
a HIPAA Security Officer is required), 
information access management, work-
force security training and awareness, 
incident handling, contingency plans, 
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ongoing evaluation, and contracting 
with business associates.
 The physical section outlines the 
standards and specifications over 
facility access, workstation use and 
security, device and media controls.  
The technical section outlines the 
standards and specifications over 
system access controls, audit controls, 
information integrity, person and entity 
authentication, and transmission security.
 Beyond these standards and 
specifications, the HIPAA Security 
Rule outlines other organizational 
requirements. These include required 
security responsibilities in regards to 
business associates, health plan 
standards, and policies and procedures 
documentation requirements.
 Security measures or safeguards 
must be documented, reviewed, and 
modified as needed to comply.  Periodic 
non-technical and technical security 
assessments are required to be per-
formed, and documentation must be 
maintained for six years.

HIPAA Security Rule is Flexible

 While the security rule is 
comprehensive, it is also flexible.  An 
organization may use any security 
measures that reasonably implement 
the standards and specifications. In 
deciding which security measures to 
use, an organization may factor its 
size, complexity, capabilities, technical 
infrastructure and software security 
capabilities, and the cost of the security 
measures against the probability and 
criticality of the potential risk. Having 
said all that, there is nevertheless a clear 
requirement that adequate security 
measures be implemented. 

HIPAA Security Rule Observations

 The bottom line is that the HIPAA 
Security Rule requires that each 
covered entity has a security program 
in place.  It is an ongoing process: it 
is one thing to become compliant and 
another to stay compliant. Covered 

entities must achieve compliance and 
stay compliant.
 In addition, it is not solely 
an Information Technology issue.  
Compliance to the HIPAA Security Rule 
affects everyone in the organization.  All 
workforce members must be trained.  
In addition, it involves the Legal 
Department for contracting, the Human 
Resource Department for employee 
background checking, the operating 
units for documenting and adhering to 
their security responsibilities, etc. 

HIPAA Security Compliance Challenges

 Organizations will face several 
challenges in complying with the HIPAA 
Security Rule.  First, organizations have 
limited resources.  The documentation 
requirements of the rule alone are 
daunting.  Security expertise is scarce 
and expensive, as are consultants.  
Many security professionals are not 
proficient at performing risk analysis.  
Similar to the Privacy Rule, the 
Security Rule affects everyone in the 
organization.  
 While the rule is flexible, it gives 
little guidance about which security 
measures or technical and non-technical 
security safeguards to implement, or 
which are necessary for your business 
circumstance.  Business circumstances 
and technology risks change all the 
time – keeping up will be a challenge.  
As a result, organizations will probably 
implement too many security controls 
and not enough of the right ones.

HIPAA Security Compliance Options

 You have several options to achieve 
compliance: you can ignore it, do it in 
house, hire a consultant, buy a solution, 
or you can use a combination of these 
options.

 Ignoring it.  This is not a very good 
option unless you want to expose your 
organization to regulatory fines and 
potential lawsuits.  In addition, ignoring 
it would negate the HIPAA Privacy 

compliance you have in place.  As the 
saying goes: No security, no privacy!  
Protecting ePHI is also good business.  
It is good for your organization as it 
ensure system and information integrity 
and availability.
 Do it in house.  This is an option if 
you have the resources available.  The 
obvious benefit of this option is that 
it cost less in hard dollar terms.  The 
potential drawbacks are that you will 
need to allocate resources to get up 
to speed on what needs to be done: 
learning the HIPAA Security Rule, 
developing risk analysis expertise, 
performing a risk analysis, etc. 
 Hire a consultant.  Hiring outside 
expertise is another option.  It will free 
up internal resources and guide you 
through the implementation process.  
One drawback is that it can be expensive.  
A HIPAA Security engagement can range 
from $10,000 to $100,000 or more, 
depending on the size and scope of 
the engagement. In addition, it may 
not build the organizational knowledge 
to maintain compliance when the 
consultant leaves. 
 Buy a solution. There are several 
solutions and systems that you can buy, 
with prices ranging from a few hundred 
to several thousand dollars.  The benefit 
of these solutions and systems is 
that they save time and money in real 
terms. 
 There are several types of solutions 
and systems available.  Some are pre-
filled templates such as project and 
policies that can be customized.  There 
are also HIPAA Rule gap assessment 
solutions that can be queried for various 
fields.  Both of these types of solutions 
have limited value and do not address 
all the compliance elements required by 
the rule. 
 There are also risk analysis systems 
available, some of which are customized 
to reflect HIPAA requirements. In 
addition, there are some systems 
specifically designed to address all the 
elements required by the HIPAA Security 
Rule.  (In the interest of full disclosure, 
the author of this article is President 
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of a security compliance software 
company.) 
 The key evaluation criteria when 
looking at a HIPAA security solution is 
what it will do for you.  For example, does 
it help you meet your documentation 
requirements?  Does it help you 
document your security safeguards?  
Does it perform a risk analysis?  Does it 
perform a rule gap assessment?  Does 
it prioritize security rule and security 
gaps?  
 Use a combination of tactics.  Using 
internal resources with a purchased 
solution is one example. Hiring a 
consultant with a purchased system 
so you can maintain it after she/he 
leaves is another approach.  The benefit 
of purchasing a solution and using 
internal resources is that you will save 
time and effort in determining what you 
need to do to get into compliance, build 
in-house expertise, and have a tool to 
maintain compliance going forward.  
The benefit of using a consultant with 
a purchase solution is that you gain 
expert advice and direction from the 
consultant, save on consulting fees 
because of the efficiencies gained 
from the solution, and you will have the 
solution going forward to maintain your 
compliance.  This could use more info 
– what are the pros/cons of adopting 
such an approach? 

HIPAA Security Compliance Tips

 If you have not started working 
on your HIPAA Security compliance 
effort, start NOW.  Do not wait until 

next quarter or next year: becoming 
compliant is more involved than you 
think: your immediate attention will 
better serve your organization in the 
long run.  HIPAA Security compliance is 
not a project; it is an ongoing process.  
While a project is necessary to achieve 
compliance, staying compliant is an 
ongoing effort.
 Document the security measures in 
place, security policies, procedures, risk 
analysis, gap assessment, etc.  Most 
importantly, document your rationale 
for not implementing addressable 
specifications or security gaps identified.  
Maintain your documentation.
 A documented risk analysis is 
required. Risks drive the security 
measures that you need to have in 
place. A qualitative or a quantitative risk 
analysis is acceptable. The rule requires 
that the risk analysis be conducted 
in a fashion such that it leads to the 
implementation or imbeds the standards 
and specifications of the rule.  Beware!  
Documenting Information Security 
Policies to meet the HIPAA Security 
Rule is not sufficient. They need to be 
based on the risks and circumstances 
of your organization while at the same 
time addressing the requirements of the 
Rule.
 A network risk or security 
assessment is not enough.  Performing 
a network vulnerability assessment is a 
good thing and is highly recommended.  
It is not, however, a non-technical and 
technical security assessment that 
security rule requires.  You must evaluate 
all your administrative, physical, and 

technical safeguards for the technology 
infrastructure you have in place.  Lastly, 
remember your business associates.  
You are now responsible to contractually 
ensure they, and their sub-contractors, 
maintain adequate security measures 
in place.  You are also out of compliance 
if you know of a pattern or activity that is 
in material breach of the HIPAA Security 
Standards and do not take reasonable 
steps to cure.

Conclusion

 Compliance with the HIPAA Security 
Rule is very near.  Compliance is 
necessary and it is good business 
for your organization. If you have not 
started your compliance efforts, start 
now.  Having the right security policies, 
procedures, and measures for your 
business circumstance is critical.  
Supporting documentation is just as 
important.  Remember, compliance is 
not a project, it is an ongoing program 
that changes as your business and 
technology circumstances change.  ■ 
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