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HIPAA Security Auditing: 
Employing a Practical Approach 
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Approaching Ongoing Compliance 
Audits 
The Health Insurance Portability 
and Accountability Act (HIPAA) for 
security standards went into effect in 
April of 2005 and is in its third year of 
enforcement. Most organizations have 
already taken the steps to comply with 
the mandates. However, many saw 
meeting the compliance deadline as a 
singular event without giving thought 
toward ongoing compliance practices. 
It seemed that before the mandates took 
effect, there was a rush to document 
and test security controls before the 
deadline, but after it passed, the focus on 
compliance waned. 

For this reason, internal audit 
departments should consider performing 
regular HIPAA security audits to ensure 
their organization continues to meet 
the requirements. Performing a HIPAA 
security audit may seem a daunting 
task considering the scope of the rules. 
The security rules contain 73 standards 
which cover most aspects of information 
security and general computer controls. 
Trying to review all the standards 
adequately within a single audit is very 
time consuming. In some cases they may 
be redundant to audits already scheduled 
or performed. The intent of this article 
is to suggest a better way to approach 

scoping and planning HIPAA security 
audits that are more effi cient and easier 
to plan and to perform, thereby helping 
you as auditors ensure your organization 
consistently complies with HIPAA 
security requirements.  

Identify Sources for Applicable 
Regulations
To begin any compliance audit it is always 
best to go to the regulatory source for 
a copy of the regulations on which the 
audit is based. Regrettably, the HIPAA 
standards were written as many other 
government mandates meaning that they 
are lengthy and indirect. Fortunately, 
there are several translations available on 
the internet that can help clarify what the 
regulations mean. 

The Centers for Medicare and Medicaid 
Services (CMS) web site, (www.cms.hhs.

gov) hosts the original HIPAA regulations 
as well as simpler guidance information. 
In addition, The National Institute of 
Standards and Technology (www.nist.
gov) has a detailed publication (SP-800-
66) that is very complete. Each of these is 
an immense help in learning what HIPAA 
is and in developing an audit plan. 

HIPAA Standards: Privacy verses 
Security
HIPAA is actually three sets of standards; 
(1) transactions and code sets, (2) privacy 
rules, and (3) security rules. Privacy and 
security are closely linked and sometimes 
are lumped together when defi ning the 
scope of an audit. However, they should 
each be considered separately because 
they address different issues and it is 
important to clearly understand the 
differences between the two. 

The Federal Health and Human Services 
(HHS) department defi nes the privacy 
rules as being important to “control the 
use and disclosure of patient information 
and sets the standard for who may have 
access to it.” They defi ne the security 
rules as “the processes and mechanisms 
an organization uses to protect patient 
information and ensure only those who 
should have access have it.”

In short, the privacy rules determine who 
can have access to protected information, 
while the security rules determine the 
how the information is protected from 
unauthorized access. Two key points to 
remember: 

Privacy rules cover all protected 
health information whether paper, 
oral, or in electronic form. 

Security rules apply exclusively 
to information in electronic form. 
Understanding this difference will 
help in determining where to focus 
audit resources. 

•

•

Executive Summary
HIPAA security is now in effect. But is your organization compliant in all regards? 
Only by incorporating HIPAA security audits in your annual audit plan or within 
portions of on-going IT reviews can you begin to provide assurance to your 
organization. This can be done by referencing the regulation or detailed publications 
that discuss the standards to gain understanding. To set the proper audit scope 
you will need to understand the three categories of security standards as well as 
what is meant by ‘required’ and ‘addressable’ specifi cations. Breaking HIPAA 
security into manageable components and including them as part of other audits is 
a good approach and in many respects fi t well with your other audits of transaction 
systems, particularly new clinical implementations.

To begin any 
compliance audit 
it is always best to 

go to the regulatory 
source for a copy of 

the regulations.
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Security Standards Overview 
HIPAA security standards include 
three categories of security standards 
1) administrative, 2) physical, and 3) 
technical safeguards. Administrative 
safeguards include the administrative 
functions such as policies, procedures, 
risk analysis, training, administrative 
agreements, and assignment or delegation 
of security responsibility. Physical 
safeguards include the mechanisms 
required to protect electronic systems 
and equipment from theft, environmental 
hazards, and unauthorized intrusion. 
They include restricting physical access 
to systems containing ePHI and disaster 
recovery processes. Lastly, technical 
safeguards consist of the automated 
processes used to protect and control 
access to private health data. This 
includes authentication controls, the 
use of virus software, encryption 
technologies, and inventory of data assets. 

The scope of the standards is broad 
and designed to cover most aspects of 
information handling. The standards also 
approach security governance from the 
top-down. HIPAA points out that proper 
governance and documented policies 
and procedures will drive a solid control 
environment for all the standards. 

Understanding Required versus 
Addressable Specifications
Many of the security standards contain 
implementation specifications, which 
are more detailed descriptions of the 
methods an organization can use to meet 
the standards. These implementation 
specifications are designated as either 
required or addressable. 

Required specifications must be complied 
with pretty much as they are written 
with little flexibility allowed. An example 
of such would be the requirement that 
users of patient information systems be 
assigned a unique name or number in 
order to access patient records. 

Addressable specifications allow more 
flexibility. However, it should be noted 
that addressable does not mean optional. 

Organizations still must address the 
controls by either implementing them 
as written in the rules or they must 
implement an equivalent alternative 
measure that allows compliance with 
the standard. If equivalent measures are 
not reasonable and appropriate within 
its environment, the organization must 
document detailed reasons as to why they 
cannot meet this requirement. The key 
term here is reasonable and appropriate. 
If a small healthcare provider has limited 
computer resources and limited financial 
resources then it might not be reasonable 
for them to spend a million dollars on a 
security system or to hire dedicated staff 
to comply with the standards. 

An organization may use any security 
measures that allow it to reasonably and 
appropriately implement the standard 
and implementation specifications. You 
will want to work with your management 
team to determine how they address the 
specifications and then adjust your audit 
universe accordingly. 

Practical Audit Planning 

As mentioned earlier, the scope of the 
HIPAA security rules are broad and 
trying to perform regular detailed 
audits may be overwhelming. Breaking 

the implementation specifications into 
manageable components and including 
those components in various audits may 
be the best approach. HIPAA is largely 
made up of general computer controls 
such as logical security or back-up and 
recovery controls. For any IT audit that 
you may have on your schedule, simply 
include steps which specifically address 
these HIPAA specifications. During a 
recent post-implementation audit of a 
new clinical system, I determined that the 
review should include steps to evaluate 
the system‘s security mechanisms. Using 
the HIPAA implementation specifications, 
I built the basis for the security portion of 
the audit. I have found that this ensures 
a thorough review of the system but also 
provides a sort of “stamp of approval” 
that the system is fully compliant. 

I also keep a running list of the 
specifications that I have reviewed 
throughout the year as I complete audits 
to maintain a sense of what has been 
covered and when. This will help as I 
begin the next annual risk assessments 
and reduces redundancy in audit work. 
Refer to the enclosed table “IT Audit to 
HIPAA Matrix” (see p.18) that illustrates 
how the implementation specifications 
can be allocated to various general 
computer control audits. 

This approach works well for the physical 
and technical safeguards and for most of 
the administrative safeguards; however, 
there are a few that fail to fit into a 
general control audit(s). In the past, I have 
grouped these together and performed 
a specific HIPAA administrative audit. 
These audits consist of HIPAA policy and 
procedure reviews and an evaluation of 
employee awareness and training on the 
policies. In addition, I review contracts 
for any clearinghouse functions the 
hospital may provide as well as perform 
an inventory and evaluation of Business 
Associate Agreements. 

Conclusion
Ensuring your organization remains 
compliant with HIPAA can be time and 
resource intensive. However, with a 
good knowledge of the standards and 
implementation specifications as well as 
an understanding of which standards 
are required verses addressable will go 
a long way in helping you set the proper 
scope for an audit. Last of all, integrating 
HIPAA elements into all your regularly 
scheduled IT audits will ensure thorough 
coverage of the mandates but ease the 
burden of regular HIPAA reviews. NP
Bryan Johnson, CISA is an IT Audit Senior 
Manager with CHAN Healthcare Auditors. He 
has over 20 years experience in the informa-
tion technology field. His experience as an 
IT director adds real-world perspective to his 
understanding of the challenges facing today’s 
IT executives. Bryan currently manages the in-
ternal IT audit functions for a healthcare system 
office as well as seven affiliate hospitals. Bryan 
can be reached at bjohnson@chanllc.com.

Addressable does 
not mean optional.

HIPAA security standards include three categories of 
security standards 1) administrative, 2) physical, and 3) 

technical safeguards.
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HIPAA Security Rule Standard
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164.306(a) Ensure Confidentiality, Integrity and Availability !

164.306(b) Flexibility of Approach !

164.306(c) Standards !

164.306(d) Implementation Specifications !

164.306(e) Maintenance !

ADMINISTRATIVE SAFEGUARDS
164.308(a)(1)(i) Security Management Process !

164.308(a)(1)(ii)(A)  Risk Analysis !

164.308(a)(1)(ii)(B)  Risk Management !

164.308(a)(1)(ii)(C)  Sanction Policy !

164.308(a)(1)(ii)(D)  Information System Activity Review !

164.308(a)(2) Assigned Security Responsibility !

164.308(a)(3)(i) Workforce Security !

164.308(a)(3)(ii)(A)  Authorization and/or Supervision !

164.308(a)(3)(ii)(B)  Workforce Clearance Procedure !

164.308(a)(3)(ii)(C)  Termination Procedures !

164.308(a)(4)(i) Information Access Management
164.308(a)(4)(ii)(A)  Isolation Health Clearinghouse Functions ! !

164.308(a)(4)(ii)(B)  Access Authorization !

164.308(a)(4)(ii)(C)  Access Establishment and Modification !

164.308(a)(5)(i) Security Awareness Training
164.308(a)(5)(ii)(A)  Security Reminders !

164.308(a)(5)(ii)(B)  Protection from Malicious Software ! ! !

164.308(a)(5)(ii)(C)  Log-in Monitoring ! ! !

164.308(a)(5)(ii)(D)  Password Management ! !

164.308(a)(6)(i) Security Incident Procedures
164.308(a)(6)(ii)  Response and Reporting ! ! !

164.308(a)(7)(i) Contingency Plan !

164.308(a)(7)(ii)(A)  Data Backup Plan !

164.308(a)(7)(ii)(B)  Disaster Recovery Plan !

164.308(a)(7)(ii)(C)  Emergency Mode Operation Plan !

164.308(a)(7)(ii)(D)  Testing and Revision Procedures !

164.308(a)(7)(ii)(E)  Applications and Data Criticality Analysis !

164.308(a)(8) Evaluation !

164.308(b)(1) Business Associate Contracts and Other Arrangements !

164.308(b)(4)  Written Contract !

PHYSICAL SAFEGUARDS
164.310 (a)(1) Facility Access Controls !

164.310(a)(2)(i)  Contingency Operations !

164.310(a)(2)(ii)  Facility Security Plan !

164.310(a)(2)(iii)  Access Control Validation Procedures !

164.310(a)(2)(iv)  Maintenance Records !

164.310(b) Workstation Use ! !

164.310(c) Workstation Security !

164.310(d)(1) Device and Media Controls !

164.310(d)(2)(i)  Disposal !

164.310(d)(2)(ii)  Media Re-use !

164.310(d)(2)(iii)  Accountability !

164.310(d)(2)(iv)  Data Backup and Storage !

TECHNICAL SAFEGUARDS
164.312(a)(1) Access Control !

164.312(a)(2)(i)  Unique User Identification !

164.312(a)(2)(ii)  Emergency Access Procedure !

164.312(a)(2)(iii)  Automatic Logoff !

164.312(a)(2)(iv)  Encryption and Decryption ! ! !

164.312(b) Audit Controls ! ! !

164.312(c)(1) Integrity !

164.312(c)(2)  Mechanism to Authenticate Electronic Protected Health Information !

164.312(d) Person or Entity Authentication !

164.312(e)(1) Transmission Security !

164.312(e)(2)(i)  Integrity Controls !

164.312(e)(2)(ii)  Encryption !

ORGANIZATIONAL REQUIREMENTS
164.314(a)(1) Business Associate Contracts or Other Arrangements !

164.314(a)(2)  Business Associate Contracts !

164.314(b)(1) Requirements for Group Health Plans !

164.314(b)(2)(i)  Implement Safeguards !

164.314(b)(2)(ii)  Ensure Adequate Separation !

164.314(b)(2)(iii)  Ensure Agents Safeguard !

164.314(b)(2)(iv)  Report Security Incidents !

164.316(a) Policies and Procedures !

164.316(b)(1)  Documentation !

164.316(b)(2)(i)  Time Limit !

164.316(b)(2)(ii)  Availability !

164.316(b)(2)(iii)  Updates !

CHAN Healthcare Auditors 
HIPPAA Compliance Audit Matrix


