
W
e have lived in fear as rumblings of a 
permanent HIPAA audit program gained 
momentum with every breach of sensitive 
information. Every lost or stolen laptop, 

snooping employee and major breach reported made the 
unpleasant prospect of a permanent HIPAA audit program 
inevitable. Now, as of March 2016, the permanent program 
is underway, further assuring that HIPAA audits are not a 
matter of if, but when.

You do not have to live in fear. You can take action 
today to help ensure your organization is fully prepared 
to demonstrate a rigorous and proactive approach to 
complying with the HIPAA Security Rule. When audited, 
you can help position your organization for success 
and focus on what matters most—protecting patients’ 
information.

Here are some ideas based on the experiences of numerous 
healthcare organizations, and on interaction with the 
Office for Civil Rights (OCR). These ideas will help clarify the 
expectations of your organization.

The HIPAA security requirements are not new. But 
implementing the requirements to protect against highly 
sophisticated cybercriminals and attacks facilitated by your 
employees can be complicated. It is important to document 
the security efforts, actions and results in preparation for an 
audit.

The World Privacy Forum reports that stolen medical 
information is 50 times more valuable to criminals than 
a Social Security number or a credit card. Other studies 
estimate the figure at closer to 100 times.

When your organization is audited, in a timely manner you 
should show the organization’s policies and procedures, 
the most recent gap evaluation, and a current security risk 
analysis. A current list of business associate relationships 
will also be necessary. The list must include key partners for 
which there is a business associate agreement (BAA), and 
relationships where BAAs should be in place but are not. 
Under the permanent program, you have ten business days 
to supply all requested information.
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Remember the theme song to 
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been menacing us in recent years 

concerning HIPAA audits.
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Strategies for compliance auditing
The state of your organization’s compliance will be 
determined by internal audits of HIPAA’s gap evaluation 
standard [164.308(a)(8)] and by risk analysis and 
management implementation specifications [164.308(a)(1)
(ii)(A) and (B)].

Gap evaluation
A gap evaluation contrasts current controls, compliance 
practices, and policies and procedures against the individual 
standards and implementation specifications required by 
the HIPAA Security Rule. The evaluation is a basic check 
for whether the organization is meeting the regulatory 
requirements.

The evaluation questions should include:

 • How effective are current policies, procedures and 
controls in meeting HIPAA requirements?

 • Is there documentation that shows how the organization 
determined it is in compliance? Are there gaps that need 
remediation, or are there improvement opportunities to 
consider?

 • For identified gaps or improvement opportunities, are 
there documented remediation plans or mitigating 
controls?

 • Is there evidence the evaluation is periodically updated 
or updated in response to environmental changes that 
could affect the outcomes of the evaluation? There is 
no specified timeframe within HIPAA, but OCR typically 
recommends updating or refreshing evaluations and 
documentation annually.

As part of the gap evaluation, it is important to understand 
whether your organization is meeting HIPAA’s requirements 
and intent. A number of requirements are vague.

For example, the information system activity review 
[164.308(a)(1)(ii)(d)] requires procedures to be in place to 
regularly review records of activity such as audit logs, access 
reports and security incidents. However, no specifics are 
included regarding the breadth/depth of review required 

or how often such reviews should occur, etc. As a result, 
organizations struggle to decide on a reasonable process 
to put in place. For further insights into the intent of these 
requirements, refer to Exhibit 1.

Risk analysis and management
Risk analysis and management tend to receive the most 
attention from the OCR in any investigation, and is an 
important focus area of the permanent audit program.

The OCR states that risk analysis and management should 
be the foundation for an organization’s security program for 
protecting electronic protected health information (ePHI). 
The HIPAA Security Rule authors understand the information 
security needs of covered entities and their business 
associates cannot be reasonably predicted or forecasted. As 

Exhibit 1 – HIPAA guidance on gap evaluation

 • The Security Rule Educational Paper Series, located 
on the Department of Health and Human Services 
website,* provides education on each of the HIPAA 
security standards, implementation specifications 
and insight into strategies for implementation.

 • The HIPAA audit protocols established by the 
OCR are also located on the HHS website,** to 
facilitate its pilot audit program in 2011. These 
protocols were updated in 2016 with the release 
of the permanent audit program. They address the 
requirements to be assessed through these audits. 
This detailed resource will help internal auditors 
understand the types of information the OCR may 
request during an audit. However, it is important 
to note that these protocols are not a checklist to 
guarantee compliance. Referring to the Security 
Rule Education Paper Series can provide additional 
insight.

*www.hhs.gov/ocr/privacy/hipaa/administrative/
securityrule/securityruleguidance.html

**www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/audit/protocol-current/index.html
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a result, the HIPAA Security Rule requires organizations to 
assess their own environment for those risks and to address 
them appropriately.

There are many ways to perform a risk analysis, and the 
OCR states no single way is correct. Some key elements are 
required, however. The OCR’s July 2010 Guidance on Risk 
Analysis Requirements under the HIPAA Security Rule is the 
starting point for what a risk analysis should include.

The guidance points to nine key elements minimally 
required for any risk analysis. The National Institute of 
Standards and Technology’s Special Publication (SP) 800-30, 
Risk Management Guide for Information Technology Systems, 
is the basis for these elements. Although the OCR does not 
require following the entirety of the NIST SP 800-30 process, 
they frequently refer to it.

Internal auditors should refer to it when assessing the 
sufficiency of the organization’s risk analysis.

Key risk analysis elements
Scope
The scope of the HIPAA risk analysis should include all ePHI 
in the organization. You should ensure all ePHI data on 
devices, systems and transmissions has been included. This 
step takes the most due diligence to get correct, but without 
it, the risk analysis may not provide proper insight into the 
organization’s ePHI risks.

The permanent program is 
underway, further assuring that 
HIPAA audits are not a matter 
of if, but when.

Has the organization included all devices and media that 
could contain ePHI (laptops, desktops, tablets, smartphones, 
USB storage devices, CD/DVDs, backup media, medical 
devices, printers/scanners, etc.)? Are all the systems in use 
that may have ePHI included (in-house as well as vendor-
hosted systems, email, electronic voicemail, shared drives, 
etc.)? This should encompass not only the data within the 
electronic medical records and electronic health records 
(EMR/EHR) but also all other ePHI within your environment.

Other compliance and business initiative uses for the HIPAA 
risk analysis range from meaningful use attestation to the 
assessment of the most critical technology and security 
needs. Look for insights into areas for cost savings when 
multiple systems or devices perform the same tasks.

Collect data
Determine if the organization has documented how 
it decided on the scope of the risk analysis. Look for 
documentation showing how the organization conducted 
their investigation, who was consulted, and what system 
reports, asset inventories, etc., were reviewed.

Identify and document potential threats and vulnerabilities
You can find definitions for threats and vulnerabilities 
within the OCR’s guidance. Ensure all these items are clearly 
identifiable within the organization’s documentation and 
that they cover the reasonable universe of threats (a person 
or thing that could exploit a particular vulnerability). Include 
vulnerabilities (flaws or weaknesses that could compromise 
ePHI) and the associated linkage of these.

Examples may include:

 • Threat = a hacker; vulnerability = unpatched systems

 • Threat = careless IT person; vulnerability = improperly 
disposed media

Assess current security measures
Identify controls or safeguards the organization has 
in place to protect against the threats from exploiting 
the vulnerabilities. Map these security measures to the 
previously identified threat-and-vulnerability pairs. Using 
the above examples, some controls to consider are:

 • Threat = a hacker; vulnerability = unpatched systems; 
security measure = conduct monthly system vulnerability 
scans, perform monthly server and system patching, 
undertake quarterly penetration testing, etc.

 • Threat = careless IT person; vulnerability = improperly 
disposed media; security measure = encrypt media; 
conduct routine training on disposal processes, etc.

Determine the likelihood of threat occurrence
Has the organization determined and documented a 
likelihood rating for each threat to exploit the vulnerability, 
given the security measures in place? The rating should 
take into account the motivation of the threat and the 
environment in which the threat could exist. The rating 
could be numerical or a ranking of high, medium or low. 
For example, the likelihood of a hurricane in Florida would 
be higher than in Wisconsin. The likelihood of a hacker is 
probably high for any healthcare organization.

Determine the potential impact of threat occurrence
Has your organization determined and documented a potential 
impact rating for each vulnerability threat with the current 
security measures? The rating could include a number of 
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variables, including the effect on patients, the financial effect on 
the organization and the effect on the organization’s reputation. 
The ranking could be numerical or high, medium and low.

Determine the level of risk
From the information gathered, determine the organiza-
tion’s risk level. The calculation could be the product of 
the likelihood and the impact, or it could require further 
investigation and assessment. However, it should be clear 
what the key risks are to the organization.

Finalize documentation
Documentation should exist for each step and be available at 
the request of an internal auditor.

If multiple documents are used to show the entirety of the 
risk analysis, it helps to include a narrative describing the 
complete process. This narrative can help in understanding 
the evidence and may limit the need for detailed conversa-
t ions with your information security officer and team. If the 
materials cannot be easily provided to internal auditors, or 
if internal auditors cannot make sense of them, the OCR will 
have the same problem.

Review periodically
The OCR’s 2010 Guidance on Risk Analysis Requirements under 
the HIPAA Security Rule states, “The risk analysis process should 
be ongoing. In order for an entity to update and document 
its security measures ‘as needed,’ which the Rule requires, it 
should conduct continuous risk analysis to identify needed 
updates. (45 C.F.R. §§ 164.306(e) and 164.316(b)(2)(iii).) The 
Security Rule does not specify how frequently to perform risk 
analysis as part of a comprehensive risk management process. 
The frequency of performance will vary among covered 
entities. Some covered entities may perform these processes 
annually or as needed (e.g., bi-annual or every 3 years) 
depending on circumstances of their environment.”

However, during various presentations (such as at the 2015 and 
2016 HIPAA Summits), the OCR has suggested that a typical 
approach would be to conduct these processes at least annually.

The leading practice approach, and a strategy that provides the 
most value to the organization, is to integrate it as an ongoing 
and routine part of information security and compliance 
programs. Doing so allows changes within the organization 
or the healthcare environment to occur when needed. Each 
update should be dated, in order to document the ongoing 
effort to recognize the changing risks to the organization’s ePHI.

Next steps – managing risk
When the organization has conducted due diligence to 
understand risks to the ePHI, the next step is to assess how to 
manage that risk.

Risk management is the process of determining whether 
identified risks warrant further mitigation through 
additional internal controls or security measures, 
or through transference by obtaining insurance or 
other means, or if risks will be accepted. The decision 
regarding the risk requires documented evidence that the 
organization is executing their risk management strategy.

Internal auditors’ important role is to help their organiza tions 
evaluate the sufficiency of their overarching HIPAA security 
programs by emphasizing the components highlighted here. 
Exhibit 2 provides risk mitigation actions to help alleviate 
security fears healthcare organizations are experiencing.

Conclusion
Organizations that have contact in any capacity with PHI 
should be taking action today. Their action ought to be more 
than a desire to pass a government audit. The ultimate goal 
should be to create a culture of compliance to protect the 
sensitive information created, received, maintained and 
transmitted within and by your organization.

In this era of sweeping change, we all have a responsibility 
to help achieve that goal, but we no no longer have to live in 
fear of what it means to us. 

Exhibit 2 – Some risk mitigation actions for HIPAA 
compliance

1. Monitor ongoing information published by the HHS 
and the OCR regarding HIPAA enforcement and the 
audit program, and confirm your organization is 
taking timely action. To remain current, sign up for 
OCR updates at the HHS website.

2. Ensure your organization has performed a 
sufficient evaluation.

3. Ensure your organization has implemented a 
robust risk analysis and risk management program 
and is addressing key areas to secure ePHI. Assess 
this program against the OCR guidance and the 
risk analysis strategies described above.

4. To demonstrate continuing progress, periodically 
assess the evolvement of your organization’s 
information security and compliance programs.

Do not stop at the HIPAA Security Rule. The 
permanent audit program also encompasses the 
requirements of the Privacy and Breach Notification 
Rules. Work with your organization to assess those 
compliance practices as well.
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