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LEGAL UPDATE

By Christopher Myers and Shannon Hartsfield

HIPAA Privacy

Compliance...

What Next?
INCORPORATING HIPAA INTO  AN

OVERALL COMPLIANCE PROGRAM

T
he Health Insurance Portability

and Accountability Act of 1996

(HIPAA) was, for many people, a

wonderful law that allowed employees with

chronic health conditions to change jobs

without loosing insurance coverage for a

preexisting health condition.  However, as

part of HIPAA, Congress tacked on

“administrative simplification” provisions

imposing several new, potentially

burdensome requirements.  First, the health

industry must begin using “standard

transactions” to communicate

electronically, with the idea that, eventually,

health care providers and payors will be

able to communicate quickly and efficiently.

Second, because of the concern that a

communications system built on

electronically stored health information

could lead to inadvertent or improper uses

and disclosure of individually identifiable

health information, HIPAA includes a

requirement that health care information

be kept confidential.  Until HIPAA, health

privacy regulation was left to the individual

states.

As a result, “covered entities” under

HIPAA (health care clearinghouses, most

health plans, and most health care

providers) are faced with extraordinarily

complex regulations, developed by the

federal Department of Health and Human

Services (HSS), specifying how “protected

health information” may be used and

disclosed (Privacy Rules).  The Privacy

Rules are designed to impose a baseline

level of protection for health data.  State

laws that provide greater protection by

being “more stringent” than HIPAA will

still apply.  Many covered entities are now

scrambling to comply with the Privacy

Rules by the April 14, 2003, compliance

deadline, especially in light of the recent

changes to the Privacy Rules announced on

August 9, 2002.  Compliance will involve

requiring health care providers to

implement written policies and procedures,

appoint privacy officials, maintain an

accounting of uses and disclosures, identify

the types of permissible uses and

disclosures, and comply with numerous

other specific provisions.

So what if an organization has

accomplished all of that?  It has developed

policies and procedures, the staff is trained,

the necessary “cultural change” is well

underway, its business associate contracts

are in place, and it has plugged all of the

potential privacy leaks identified in its “gap

analysis.”  What next?  How will the entity

know when it is “done” with HIPAA?

The bad news is that a covered entity

can never be done with HIPAA privacy.

Compliance with the Privacy Rules requires

an ongoing, concerted effort.  It is not

something the organization can do once and

then forget about.  HIPAA compliance does

not involve merely putting policies on a

shelf and assuming the requirements have

been met.  Privacy compliance will never

be finished.  Each new day will test an

organization’s ability to adhere to the

program that has been developed.  HHS’

Office of Civil Rights (OCR) has been

charged with enforcing the Privacy Rules.

Although the Privacy Rules do not

incorporate a private right of action, it is

highly likely the plaintiffs’ attorneys

bringing state law claims for breaches of

privacy will point to HIPAA as the

minimum requirements for maintaining the

privacy of protected health information.

Health care organizations may also see the

federal privacy standards enforced by

surveyors who determine whether these

entities meet the conditions of participation

for Medicare and Medicaid.

The good news is that health care

entities can set up a process to help protect

against violations of the Privacy Rules.

Incorporating HIPAA compliance into an

effective overall corporate compliance

program can go a long way toward ensuring

that an organization will adhere to the

Privacy Rules.  Additionally, if a company

is targeted in an enforcement action, the

prior existence of a compliance program

may help persuade the government not to

pursue criminal charges or may aid the

company in negotiating a favorable and cost

effective resolution of a government

investigation.

Some health care organizations may be

in the unfortunate position of not having

any type of compliance program in place.

For years, effective compliance plans have

been an important way to help ward off and

detect problems with Medicare and

Medicaid billing standards, overpayments,



Journal of the Association of Healthcare Internal Auditors, Inc.

24  NEW PERSPECTIVES  Fall 2002

and general regulatory requirements.  The

HIPAA Privacy Rules require health care

organizations to develop formal compliance

schemes.  In many organizations, privacy

programs can be easily integrated into

existing compliance programs.

If an organization does not have any

type of formal, documented compliance

program in place right now, it should

develop one as soon as possible, and

integrate its privacy practices into the

program.  Why have a compliance program

in place?  If a company has developed

written privacy policies and trained its staff,

isn’t that enough?  A formal compliance

program is vital if the organization wants

to minimize the risks that it will find itself

on the wrong side of the law, not just with

respect to HIPAA, but with respect to all of

the state and federal regulations applying

to a particular health-related business.

Substantial civil and criminal penalties

mean that a HIPAA compliance program

is mandatory.  Any violation of the Privacy

Rules carries a $100 civil penalty.  The

penalty for all violations of specific

requirements or prohibitions during a

single calendar year can reach as high as

$25,000.  Penalties can be avoided if the

person liable for the penalty did not know,

and using reasonable diligence would not

have known, of the violation, or the

compliance failure was due to reasonable

cause and not willful neglect.  In both of

those situations, however, the failure to

comply must be corrected within 30 days

of the date the failure became known or

should have become known.

The potential civil penalties alone

justify the need for an ongoing HIPAA

compliance program, but the criminal

penalties mean that such a program is vital

to any health care entity that is a covered

entity under HIPAA.  A person who

knowingly uses or causes to be used a

unique health identifier, who obtains

identifiable health information, or who

discloses identifiable health information in

violation of HIPAA can be subject to

criminal penalties.  “Knowingly” means

that the person has actual knowledge, is

willfully blind, or fails to inquire about the

violation even though the circumstances are

suspicious.  HIPAA has three levels of

criminal penalties:  (1) simple penalties of

up to $50,000 and/or one year in prison;

(2) violations under false pretenses have

penalties of up to $100,000 and/or five years

in prison; and (3) violations for commercial

advantage, personal gain or malicious harm

can result in penalties of up to $250,000

and/or ten years in prison.

Who will be subject to these penalties?

A health care organization can be held

liable for the illegal activity of an employee

if:  (1) the activity is consistent with the

employee’s general responsibilities; and (2)

the activity is intended by the employee to

benefit the employer.  A corporation can be

held liable based on the collective

knowledge and activities of its employees.

If an employee violates the law, at least one

court has held that corporate officers with

managerial authority over the employee can

be personally criminally liable if the officer

had the power or authority to prevent the

crime and failed to do so.  This is the case

even if the corporate officers had no

knowledge of the crime.

The best way a health care organization

can try to protect itself from these kinds of

liabilities is to implement a compliance

program.  The program must be more than

a book that sits on a shelf.  It must be an

effective program that is reasonably capable

of reducing the prospect of improper

conduct.  HHS’ Office of Inspector General

(OIG) has developed model compliance

programs for various industry segments.

SEVEN BASIC ELEMENTS OF

COMPLIANCE PROGRAMS:

1. Development and distribution of

written policies, procedures, and

standards of conduct that promote

compliance

2. Program management scheme,

including the designation of a

compliance officer and other

appropriate entities (such as a

corporate compliance committee)

3. Education and training of personnel

4. Staff communication channels to allow

an effective line of communication

between the compliance officer and

employees, including a hotline or other

reporting system to receive complaints

5. Monitoring and auditing to identify

problem areas

6. Discipline for violations by employees

and contractors

7. Investigation and correction actions

when the organization discovers

problems

No two compliance programs should

be identical.  An effective program must be

tailored to the particular entity.  Similarly,

how HIPAA fits into an existing compliance

program will vary by provider.  Large multi-

state organizations or companies with

hundreds of employees will need privacy

standards and compliance guidelines that

are much more detailed than those of a

small physician group, for example.  In

smaller organizations, the compliance

officer and the privacy official may have to

be the same person because of economic

and organizational limitations of the entity.

In larger health care enterprises, it may

make better business sense to have two

separate people performing these functions,

because privacy compliance will require

someone with a high degree of specialized

knowledge regarding HIPAA.  In addition,

if a compliance officer also wears an

operational hat, they may be put in the

awkward position of investigating and

reporting potential violations which occur

under their own supervision.

An organization may be able to achieve

significant efficiency by combining its

HIPAA employee training with training

regarding other corporate compliance

issues.  The organization should ensure that

employee training is tailored to the

audience.  Employees with significant

responsibilities involving medical records

and the use and disclosure of protected

health information might not have a need

HIPAA:  CRIMINAL

PENALTY LEVELS

1. Simple:  up to $50K and/or 1

year in prison

2. False Pretenses:  up to $100K

and/or 5 years in prison

3. Commerical Advantage,

Personal Gain or Malicious

Harm:  up to $250K and/or 25

years in prison
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for extensive corporate compliance training

with respect to the organization’s marketing

or third-party contracting practices, for

example.  Employees can be trained in

HIPAA and in general corporate

compliance at the same time, but the

training must be directed appropriately to

the audience.

Health care organizations

incorporating HIPAA into their overall

compliance programs should consider

whether to integrate staff communication

channels.  A general compliance plan

should provide a way for staff to

communicate with upper management

about potential violations of laws or

procedures.  Similarly, employees should

have a way to report potential privacy or

security breaches.  Keep in mind that in

addition to establishing staff

communication channels regarding HIPAA

violations, covered entities must also have

a system in place to handle patient

grievances concerning privacy, and a

person must be appointed to handle those

grievances.

Monitoring and auditing the

organization’s adherence to its privacy

practices and overall compliance program

is crucial.  Individuals in charge of internal

compliance auditing must have the stability

(in terms of knowledge and resources) to

effectively monitor HIPAA compliance.

HIPAA compliance will differ from

traditional compliance auditing.  It will

require a detailed examination of an

organization’s daily activities as they relate

to protected health information and the

myriad regulations that apply to the use and

disclosure of protected health information.

HIPAA compliance programs as well

as more traditional compliance plans must

incorporate internal systems for discipline.

The organization’s written disciplinary

guidelines must make it clear that the

organization will impost sanctions when

employees fail to adhere to the standards.

Historically, the OIG has required that

compliance plans “have teeth” when it

comes to compliance violations, and it is

likely that the OCR will be looking for

similar practice with respect to HIPAA

violations.

Traditional compliance programs may

differ from HIPAA compliance programs

when it comes to corrective actions.

Compliance with the Privacy Rules will

probably require a much quicker response

time for correcting breaches.  If a record is

improperly disclosed, the organization

should try to mitigate the potential damage

and minimize further improper uses and

disclosures as soon as possible.  If the

organization becomes aware of a breach by

a business associate, the organization must

quickly evaluate how the breach should be

AHIA LISTSERV...

a connector to nearly 500 AHIA

members.  You can learn more about

New  Perspective feature articles and

other healthcare topics by joining  and

interacting with AHIA members via  the

AHIA   Listserv.

These “On The Web...” options are

AHIA member-only  benefits.  You must

have a  password to  access this

information.  Go to www.ahia.org, and

follow the simple instructions on the

AHIA home page.

addressed.  As noted above, civil penalties

may be avoided if a HIPAA violation is

corrected during the 30-day period

beginning on the first day the person liable

for the penalty knew, or by exercising

reasonable diligence would have known,

that the failure to comply occurred.

The internal personnel infrastructure

of a HIPAA compliance program is similar

to and can be integrated with the

architecture of a traditional compliance

plan.  Both types of programs need a

defined organizational structure.  Written

organizational charges are often helpful to

document the structure.  The organization

must specify and delegate specific

compliance responsibilities to various type

of employees, with specific compliance

duties assigned to high level officers.  A

corporation’s board of directors should be

informed about HIPAA compliance and

should provide general oversight of the

entity’s activities.

HIPAA compliance and general

corporate compliance are similar in that

they will both require ongoing monitoring

and updating to keep pace with changes in

staff, organizational procedures, and

regulatory schemes.  Initial compliance

with the HIPAA Privacy Rules is only the

first step.  Health care organizations must

make compliance a priority, and

incorporating HIPAA compliance

requirements into an overall compliance

program is an important step in that

process.   !
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