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Absorb IT Into Your Audit Planning

 Leaning on traditional audit plans to cover 
all of your bases is like relying on a four-year-old 
to safely pass the milk, spill-free.  Good luck.  To 
avoid a mess, today’s auditors must develop audit 
plans to address the technology risks inherent in 
healthcare.  Very few hospitals have dedicated, 
experienced information technology (IT) audit 
resources available, says Roger T. Brown, CISA, 
MBA, senior information technology auditor for 
Jefferson Health System.
 Brown developed the following list of guidelines 
to help non-IT audit directors to understand and 
prioritize the basic IT risks facing the health care 
industry.

1.  Data Centers’ General Controls Review

Looking into data centers allows auditors to “poke 
around” into each IT sector, says Brown.  An 
experienced IT auditor will get the feel of whether 
security is part of the business plan, or an unfounded 
afterthought that won’t be addressed until the 
Health Insurance Portability and Accountability Act 
information security goes live. 

2.  User Owned and Controlled Application 
Systems

 This is when the user owns both the software 
and the hardware.  But when the file server resides 
in the user department, that’s trouble, says Brown, 
because, users who own an application system don’t 
realize that they “own” security, too. “ Most of these 
I have looked at have a dangerously high number of 
operating system level administrator accounts, or 
default IDs with their original passwords.”

3.  Other Critical Applications

These usually present a problem when the 
applications run on file servers that are not part of 
the disaster recovery plan.  Another consideration:  

Data centers that own the hardware may have the 
operating system secured, but the application 
security is probably not up to snuff, says Brown.

4.  Disaster Recovery (DR) Planning and Testing

 While some health care organizations may have 
planned for DR, their testing may have been weak 
or, worse, non-existent.  DR plans for most health 
care providers have not been tested to ensure 
that the back-ups they make on a daily, weekly, or 
monthly basis can be used for recovery, says Brown.  
In December 2002, the Securities and Exchange 
Commission announced that it is pushing for new 
regulations that would require financial services 
companies to provide two-hour recovery of data 
center capabilities in the event of a disaster.  “The bar 
is being raised significantly,” says Brown.  “Although 
this is not a health care specific regulation, it would 
raise the bar for disaster recovery in general.”

5.  Network vulnerability assessment (NVA). 

 If the data center staff does not run NVA 
software at least quarterly, no one will know the 
risks to which they are exposed.  On average, four 
new vulnerabilities are discovered each day, says 
Brown.  “Make sure the data center does some sort 
of NVA on a periodic basis, or your system could be 
hacked into,” says Brown.

6.  Peer-to-Peer (P2P)

 Downloading files off P2P Web sites opens your 
network to shared-use by everyone on the Internet.  
For example, one person would download a song 
from the servers Napster had on its free music Web 
site; everyone else downloaded the same song from 
someone who downloaded it earlier.  Therefore, if 
one person in your  company  downloads a music 
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from the system that processes the transaction; 
enables comparison of data and transactions 
across multiple platforms; is capable of processing 
large volumes of data; and, that provides prompt 
notification to management of transactions that 
represent control exceptions.
 Although some organizations have successfully 
implemented continuous monitoring systems, 
to date there has been no widespread move to 
adopt this enhanced control approach.  The main 
technological barriers have been practical – how 
to implement a system that doesn’t intrude on 
operational processes or compromise performance 
and also can be easily configured for specific risk 
tolerance requirements?
 The good news is that current transactional 
analysis technologies are much more versatile, 
allowing continuous monitoring applications to be 
implemented within virtually any business process 
cycle and customized to each organization’s needs.  
Since the concept was first discussed in the audit 
community new tools and techniques have been 
developed which make this process much more 
affordable and reliable.  Software now exists that 
can overcome challenges of data access, allowing 
transaction data to be analyzed in its entirety, 
all the while performing validation tests that are 
completely independent of the core system or its 
users.  Data may even be extracted from multiple 
disparate systems and brought together for 
sophisticated comparison analysis.  Best of all, with 
the appropriate expertise this type of technology 
can be configured and implemented in such a 
way that testing takes place automatically, with 
little or no human intervention.  When potentially 
invalid transactions or exceptions to business 
rules are discovered, the system can provide 
automatic E-mail notification to the appropriate 
parties to initiate further action.  Tests like these 
are being used today in an increasing number of 
organizations around the country, both inside and 
beyond healthcare circles. 
 All of this points to an exciting possibility.  The 
Internal Audit group can sponsor an initiative that 
essentially extends the best practices of the audit 
discipline–independent validation of transactions 
and processes–to other departments and functional 
areas within the enterprise.  Once the decision has 
been made to investigate continuous monitoring 
options, a number of questions will arise:  

• Which business process areas will be targeted 
first? 
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file, that worker’s computer is open to the Internet so 
everyone else can download it from their computer, 
says Brown.
 This raises scary implications.  Sure, it ties up 
the network; but what if one employee has a file of 
all of your patients on his computer or passwords 
and IDs?  That employee, or someone else, could 
potentially tweak downloading software to allow the 
“next user” to make a copy of any file on the open 
computer, says Brown.

7.  Wireless Networks

 For around $100, employees can set up a 
Wireless LAN (WLAN) on their computers so they 
can work on their systems from the park across 
the street, if they wish. However, employees who do 
this may not build strong security into their wireless 
access point, says Brown. “I recommend a monthly 
check by either auditors or IT staff for ‘rogue’ 
WLANs.”

8.  Incident Response Plan

 This would address what network services 
technicians should do if they discover that someone 
has hacked into the company in the middle of the 
night, and a member of the executive management 
team cannot be reached in less than a minute, says 
Brown.  Determine, before an incident happens, 
whether technicians should cut off all access to 
the Internet or trace the actions and identities 
of the hacker.  If your organization chooses this 
option, have your legal department document how 
to protect electronic evidence for future hacker 
prosecution, says Brown. §

• What technologies fit best with your business 
environment? 

• Who should lead implementation?  
• What budget will be available?  
• What should Audit’s role and involvement be?
 
 This is the first of a series of articles exploring 
these issues.  Whether you have an interest in 
extending the reach of your existing audits, or 
recommending a continuous monitoring solution 
approach to your financial executive team, these 
ongoing discussions will provide the information you 
will need to make an informed decision. §


