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The Internal Audit Profession: 
Yesterday and Today

From The IIA

by Richard F. Chambers, CIA, CGAP, CCSE

One of the enduring truths about internal 
auditing is that it is neither a static nor 
a constant profession. Instead, it is a 
profession that is continuously evolving, 
growing, and maturing. We, as internal 
auditors, often are led into uncharted 
waters by the expectations of our 
stakeholders—those whom we support: 
the Board of Directors, Audit Committee, 
regulators, executive management, and 
others. We must learn how to navigate 
those waters. I have had the privilege 
of working with some of the highest 
performing internal audit departments in 
the world, and I would like to share with 
you what I have seen and learned as a 
result. 

Risk-based Internal Auditing

Since The IIA’s inception, internal 
auditing has evolved into a robust 
profession. It has especially fl ourished 
over the past decade. In 1999, through 
a collective process with members 
from around the world participating, 
The IIA developed and adopted a new 
defi nition for internal auditing. Many 
practitioners, including those who have 
pursued their Certifi ed Internal Auditor 
(CIA) designation, have committed it 
to memory. The defi nition tells us that 
internal auditing is an independent 
and objective activity focused on risk 
management, controls, and corporate 
governance; and that it uses a systematic 
and disciplined approach.

That defi nition is ingrained in the minds 
of all practitioners who subscribe to The 
IIA’s practices and International Standards 
for the Professional Practice of Internal 
Auditing (Standards). But I think we have 
to remember that this defi nition is only 
10 years old. This is interesting because, 
prior to the change in 1999, internal 
audit practitioners in most parts of the 
world, including North America, were 
not doing a lot of the things that were 
defi ned as internal auditing. Also, that 

earlier defi nition did not focus on risk 
management, which is more strategic than 
a lot of internal audit departments were 
functioning. So, as I consider the past 
decade and start to identify the trends that 
have really characterized the progress of 
our profession, the fi rst thing that comes to 
my mind is an increased focus on risk.

In 2002, it was my privilege to serve as 
chairman of the Internal Audit Standards 
Board. That year, we adopted the new 
Standards. One of the Standards requires 
internal audit departments to conduct 
a comprehensive, enterprise-wide risk 
assessment at least yearly, and to design 
an audit plan that is based on the results of 
that risk assessment. In 2002, very few audit 
departments did that, but today virtually 
all internal audit activities implement some 
kind of risk assessment. This is a very 
signifi cant success story for our profession.
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It is my belief that the evolution of risk-
based auditing is the most significant 
advancement our profession has made 
over the past decade. Risk assessment 
ensures we are targeting the right areas in 
our companies. Surveys of IIA members 
in North America report that almost 90 
percent of internal audit departments now 
do a risk assessment at least once a year. 
It is safe to assume that high-performing 
internal audit departments are doing risk 
assessment on a more continuous basis, 
updating their audit plans, and ensuring 
that surprises do not occur.  

Internal Audit Independence

The second important change that 
occurred over the past 10 years is a greater 
emphasis on internal audit independence 
and stature. Much of this was a result of 
regulatory and legislative changes after 
corporate failures in 2001, 2002, and 2003. 
The most notorious failures—Enron and 
WorldCom in the U.S. and Parmalot and 
others in Europe—were primarily due to 
extraordinary accounting frauds. 

Requirement changes, such as those 
brought about by the U.S. Sarbanes-Oxley 
Act of 2005 (SOX) were very good news 
for internal auditing. Some people have 
referred to laws requiring assertion on the 
effectiveness of financial controls as “full-
employment acts” for internal auditors. 
Suddenly, internal auditing became and 
has continued to be a “hot” profession. 

In many cases, the position of chief audit 
executive (CAE) was elevated to having 
a reporting relationship to the audit 
committee. In fact, surveys reveal that 
while only about 55 percent of internal 
audit departments had a reporting 
relationship to the audit committee in 2002, 
the practice grew to almost 90 percent by 
2007. Ideally, the internal audit activity has 
a dual reporting relationship—directly to 
the audit committee and administratively 
to executive management, preferably in a 
non-financial area.

The IIA’s Standards do not mandate a 
specific reporting structure for internal 
auditors. They simply state that the 
internal audit activity will report to a level 
that allows it to conduct its work free of 
interference. Often, internal auditors who 
report to the CFO must contend with the 
perception that this reporting relationship 
is a conflict that could compromise 
internal audit independence.

This is a delicate matter for those of us 
who might work for the CFO, for we 
cannot simply announce, “We should 

no longer work for you!” Instead, this is 
something that needs to slowly evolve. 
When such a change does occur, it most 
often is driven by the audit committee.  

Internal Audit Staffing

Today we are seeing a lot of innovation 
in staffing practices and human resources 
for internal auditing. In particular, large 
multinational companies are recognizing 
the value of internal audit knowledge and 
are viewing the internal audit activity as 
a source of rich talent for the enterprise. 
Often, they will select individuals for 
internal auditing, have them spend three 
to five years learning about risks, controls, 
and governance; and then move them into 
some other element of the business.

For example, a number of global 
companies based in North America, 
including General Electric, The Home 
Depot, Time Warner, and Coca Cola, 
have rotational programs for their staff. 
In fact, in the US, almost 80 percent of 
the internal audit activities at Fortune 
500 companies say that they have some 
rotational staffing. 

Troubling to me, though, is what I refer to 
as the rotational CAE, who perhaps comes 
from the CFO’s organization, spends only 
three years in internal auditing, and then 
goes back to the CFO area. This might 
compromise internal audit independence 
and objectivity, or at least, open the 
door to the perception of a compromise. 
Recently, I had meetings in the U.S. 
with key regulators and governmental 
representatives who also are troubled by 
this practice.

The Impact of IT

Today, there is an enhanced focus on 
internal audit proficiency in the area of 
information technology (IT). It was almost 
10 years ago that I first recognized just 
how important IT is to our profession. 
At that time, I was the Deputy Inspector 
General for The United States Postal 
Service—the largest postal service in the 
world, which handles about 40 percent of 
the world’s mail. We had almost 1 million 
employees and 38,000 retail operation 
branches. At one point, when there was 
concern that people might use postal 
money orders to launder drug money, 
new legislation—the Bank Secrecy Act—
was passed in the U.S. 

In compliance with the new law, I 
assigned the analysis to my audit staff. 
When they came back, after completing 
the work, they reported to me that they 
had evaluated 526,000 transactions and 
had identified the anomalies. When they 
told me that—thanks to the technology 
we were using—the process took only 
three hours, I was, of course, very 
impressed. This success story exemplifies 
how IT can make internal auditing more 
efficient and effective.  

Embracing Change

One of the greatest sources of my pride 
in our profession, particularly over the 
past five years, is its versatility and agility. 
By that, I mean internal auditors’ ability 
to change directions very rapidly, and to 
shift the focus of audit coverage when 
the risks change very significantly and 
quickly. 
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One of the trends that requires internal 
auditors to adapt well to change is 
globalization. Internal audit activities 
are increasingly becoming global as 
more companies are expanding their 
operations around the world. I once had 
the opportunity to work on a team to set 
up a global internal audit function for a 
large company in Europe. We established 
a worldwide internal audit activity with 
almost 500 internal auditors dispersed 
around the globe. The activity had 
one CAE, one set of practices, one risk 
assessment, and one annual audit plan. 
It has become a very significant mandate 
for our profession that we learn how to 
operate globally. This is a challenge that I 
am taking very seriously in my role at The 
IIA. 

General Charles De Gaulle, the great 
general who helped lead the French 
armies during World War II, observed that 
generals are often fighting the “last war”. 
What he meant, and this observation 
has been made by many others, is that 
generals in the army sometimes think 
that the next military threat will be like 
the previous one. They can be caught off 
guard if they expect and prepare for only 
the type of battle they’ve fought in the 
past, rather than being constantly on the 
lookout for new threats that may emerge. 
Likewise, we, as internal auditors, need 
to be careful not to fall into the trap 
of thinking that the next great risk or 
problem might be just like the last one we 
confronted.

The “Seesaw Effect”

In the late 1990s, internal auditors 
around the world began to embrace the 
idea of being consultants, becoming 
business partners to management, 
working with management to help 
identify business solutions. Then, as 
a result of financial and accounting 
scandals around the world, we suddenly 
found ourselves going back to our 
roots, focusing on financial controls. 
After that, in 2007 and 2008, while 
we were busy looking at the financial 
controls, our companies fell prey to 
poor risk management—particularly in 
the financial services arena. In spite of 
these years of rapidly altering priorities, 
it’s interesting to note that the most 
successful internal auditors were those 
who successfully maintained a balanced 

view of the risks and conducted the 
annual risk assessment.

In 2005, I found it very disturbing to see 
how many internal audit activities in 
the U.S. were totally focused on SOX. I 
wrote a white paper about the risks of 
unbalanced audit coverage—while no one 
was looking at operational risks, no one 
was looking at financial risks, and no one 
was looking at business or strategic risks. 
Many internal audit activities had become 
the SOX office, leaving all of these other 
areas open and vulnerable. 

Starting in 2002, when the act went into 
effect, internal auditing rapidly became 
totally entrenched in SOX, with internal 
audit activities spending more than 50 
percent of their resources on SOX testing. It 
peaked in 2004 at almost 70 percent. Since 
that time, it has been on a downhill slope.

Changing Expectations

Internal audit stakeholders are defined 
differently in different places. My 
view is that they include Boards of 
Directors and Audit Committees, 
management, shareholders, external 
auditors, regulators, and employees of 
the company. Stakeholder needs and 
expectations constantly evolve, and 
evidence of this fact was crystal clear in 
our surveys. 

I could write a book about internal audit 
departments that I have seen in my years 
in this profession—departments that 
appeared to be very good, only to later be 
eliminated because they did not continue 
to meet stakeholder expectations. They 
failed to meet the evolving needs of 
the company and address the changing 
risks. There’s a story in the U.S. about a 
Civil War leader who used to warn his 
lieutenants, “Do not think you are more 
important than I think you are.” We, as 
internal audit professionals, have to be 
careful not to think we are more important 
than our stakeholders think we are. 
Although we have a very critical mission 
and a vital role, we must understand that 
stakeholder expectations will change. We’d 
better change with them, or we will find 
ourselves on the back side of what I call 
“the maturing curve”.

What’s Happening at The IIA

Recently, IIA Global Headquarters has 
been extremely busy conducting surveys, 

holding roundtables, issuing Practice 
Advisories and other guidance, and 
advocating for the profession globally.  

For the convenience and ease of use by 
our members, we have made The IIA’s 
authoritative guidance, the International 
Professional Practices Framework, 
available online in interactive format. 
Included in the Framework (IPPF) 
is mandatory guidance—Definition, 
Standards, and Code of Ethics—and 
strongly recommended guidance—
Practice Advisories, Position Papers, and 
Practice Guides. 

Technology continues to play a key 
role in The IIA with our certification 
examinations now being offered through 
computer-based testing. And our 
prestigious, award-winning Internal 
Auditor magazine is now available online. 
I also have a blog in the magazine’s 
section of the website. Every few days, 
or at least every couple of weeks, I post 
my thoughts and observations about the 
global profession to the blog. 

The IIA global organization’s strategic 
plan is continually progressing. The 
overarching objective is that internal 
auditing will be universally recognized 
as a profession. In accordance with the 
plan, we will define the principles of the 
profession and show adherence to the 
professional requirements. In addition, 
The IIA and its institutes around the world 
will operate as one global organization, 
serving as the preferred provider of 
research, development, and dissemination 
of knowledge for the profession.

For more about IIA Global Headquarters 
and to stay up to date on the news of the 
profession, please bookmark the website, 
www.theiia.org. NP
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Know yourself and you will win all battles.
~Sun Tzu


