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Healthcare Internal Auditing
Today’s challenges and opportunities
Provided by The IIA

P
robably more than any other time in the history of 
healthcare, change is in the air. News of advances 
in diagnoses, screening, vaccines and treatment 
modalities regularly makes its way to the public, 

and today’s patients are empowered with options that were 
heretofore unthinkable. 

Accompanying the myriad medical and associated 
technological advancements of the 21st century, however, 
are challenges that require and deserve careful attention. 
This article focuses on a few healthcare-related issues 
that are—or should be—of particular concern to internal 
auditors.  

Healthcare industry and technology consultants Jack 
Flaherty, MBA, CISSP, and Nelson Gibbs, CIA, CRMA, witness 
and confront the challenges of change on a daily basis, and 
they talked to The IIA for this article. 

“The landscape is changing so rapidly—not only from a 
technological perspective, but also from a regulatory and 
scientific perspective—that it is essentially impossible for 
an organization to stay on top of everything,” says Gibbs. 
“One of the most critical processes an organization can 
develop is a strong risk assessment process that links 
business environment needs to technology investments 
and allows for the prioritization of initiatives to most 
effectively support the organization.”

A case in point is the use of what Flaherty calls legacy 
patient care technologies. 

Flaherty says that many older technologies are not in 
compliance with security requirements and regulatory 

standards, and do not allow for gathering data for business 
intelligence purposes.

 “As a result, manual mitigating processes and controls 
are required to protect patient and healthcare provider 
information,” he says. 

He points out that patient health records are electronically ex-
changed among different care providers through an integrat-
ed delivery model that is unique to healthcare and introduces 
a broad range of legal, compliance, privacy and security issues. 
“It’s the role of the internal auditors and compliance profes-
sionals to make sure patients are protected throughout their 
journey from one healthcare provider to another,” he says.

Gibbs agrees that one of the most challenging technological 
issues in today’s healthcare arena is the scale of the data 
management and integration efforts underway. 

“It’s difficult enough to get all the disparate systems and 
functions within a single organization to effectively coordinate 
the exchange and consolidation of information in a meaningful 
manner,” he says. “Trying to do this—across not only one 
organization, but an entire industry that includes providers of 
different types, payers, manufacturers, the government and 
others—is unbelievably complex and difficult.” 

He elaborates by citing the International Statistical Classifi-
cation of Diseases and Related Health Problems (ICD-10) as 
an example that hardly scratches the surface of the overall 
challenges facing the industry. 

“Although we are moving toward a service-oriented society,” 
says Gibbs, “we are still trying to address our problems using 
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a manufacturing-process mindset, in which volume and 
throughput are more important than quality. This simply 
does not work—especially in healthcare! It’s the square-peg/
round-hole syndrome.” 

In regard to technology’s true potential for working in concert 
with a patient-centered philosophy, however, Flaherty is 
hopeful. “I believe we are in the early stages of change, as we 
already have health plans incentivizing physicians to follow a 
standardized approach to patient care,” he says. 

“Advocate Health Care is a great example,” Flaherty says, 
because “their Accountable Care Organization utilizes physi-
cian leadership committees, who are able to develop recom-
mended care plans for their members through data analysis 
that focuses on improved quality and reduced costs. As a 
result, health plans then reward physicians who adhere to the 
recommended practices and thereby achieve the correspond-
ing quality, productivity and cost-reduction ratings.” 

Flaherty goes on to suggest that physician insurance 
premiums will likely correlate to the doctor’s quality ratings 
and adherence to the established care plans. To allow for 
variation, when the physician chooses to deviate from 
the plan, the doctor will be asked to document his or her 
approach, including any coordination with other physicians 
and measures taken to monitor the results. 

“When true clinical integration is in place, the use of EMRs 
is increased, and state and national health information 
exchanges are established,” says Flaherty, “healthcare 
practitioners will be able to more efficiently share patient 
information—such as physician notes, test results, images 
and patient history. This process will promote collaboration 
in the development of a patient’s care plan and reduction of 
duplicative tests.”

Flaherty and Gibbs will facilitate additional discussions 
about the challenges covered in this article as well as other 

issues in internal auditing in the healthcare industry with a 
new type of professional development event being offered 
September 23-24 by The Institute of Internal Auditors. 

“Industry Labs: A Mosaic of Ideas” is designed exclusively 
for chief audit executives and audit directors in six 
specific industries to share and discuss the unique talent 
management, regulatory, governance, and risk management 
challenges impacting the profession. Facilitated by 
experienced industry leaders such as Flaherty and Gibbs, 
this event offers an exclusive opportunity for participants 
to pioneer innovation in their industry and profession by 
driving the content of each industry lab—all in an intimate, 
hands-on format. 

For more information about The IIA’s upcoming Industry 
Labs, visit www.theiia.org/goto/industrylabs. NP

Flaherty’s Tips for Effective Change Management

In today’s fast-paced, technology-dependent and 
regulatory-driven healthcare environment, organizations 
face a faster pace of change than ever before. It is important 
for healthcare organizations to consider a program’s effect 
on physicians, nurses, clinicians, vendors and, even more 
importantly, patients. 

As part of their program management processes, healthcare 
organizations should consider

1  Developing modifications to existing practices

2  Providing education and communication to patients, 
physicians, employees and other stakeholders

3  Cultivating the support of those impacted by 
recognizing and acknowledging their needs

4  Communicating the value the new program will deliver 
to stakeholders 

The landscape is changing...rapidly—not only from a technological 
perspective, but also from a regulatory and scientific perspective.
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