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Artificial Intelligence Risks
By Mike Fabrizius, CIA, CPA

From the Editor

A
rtificial intelligence (AI) commentary invariably describes this 
technology as disruptive. AI certainly has the potential to dramatically 
transform the way professions and businesses operate. Internal audit 
(IA) and healthcare will be among those disrupted.

In this issue David Sems, our Technology columnist, shares his thoughts on 
what emerging technology merits our watchful eye. Artificial intelligence ranks 
at the top of his list. David’s columns are an important AHIA member resource 
and are available in our searchable online archives at www.ahia.org/news/new-
perspectives/new-perspectives-issues/ (login required).

Will artificial intelligence displace internal auditors? Not likely, because internal 
auditors work with common sense, professional judgment, skepticism and many 
other soft skills. But AI will change the nature of the work that is performed. IAs 
will eventually have powerful new tools to perform their responsibilities.

Sophisticated analysis, routine documentation, initial report drafts and other 
administrative tasks will become more automated and result in time savings, 
which should provide the opportunity for more valued audit outcomes. These 
time savings can also be allocated to auditing other organizational risks that 
might otherwise have been unaddressed. AI has the potential to multiply the 
productivity of existing staff.

However, the feasibility of applying AI to the practice of IA does not appear 
imminent. A lot of investment in research and development is needed, and who 
will be committing the necessary resources is not yet clear. In the meantime, 
IA needs to begin preparing to assess the deployment of AI in the business of 
healthcare.

The use of AI for clinical diagnostic and treatment processes is going to be 
widespread. Considerable current spending in this area is producing noteworthy 
results. Applications are coming that will give warnings of impending patient 
hospitalizations, evaluate test results and images, diagnose illnesses, and decide 
treatment plans—often faster and more proficiently than a physician.

The use of AI in these clinical care processes will require IA to reconsider risks 
in these areas. An accident or mistake in diagnosis or treatment where an AI 
application was used could cause widespread questioning of the technology’s 
integrity—both internally and externally.

Accountability and liability issues will focus on design, implementation and 
operation of AI. The algorithms that power AI are complex and will need to be 
evaluated. Governance, security and privacy risks will also be important internal 
audit considerations.

IA will need to have a seat at the table when our organizations begin their 
journey into AI. Since AI is a computer program, precedent exists for IA to provide 
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consulting and assurance services as with other technology, like electronic medical record and enterprise resource planning 
systems.

Ignorance of AI and its complexities will not be an excuse for avoiding involvement or lagging organizational AI initiatives. IA 
is professionally compelled to have enough knowledge of key information technology risks and controls to give necessary 
assurance and consulting services.

Today, you need to begin preparing for AI. Obtain education and training, find and develop talent, and 
stay abreast of organizational AI strategies to prepare for your contribution. Educate your board and senior 
management on risks, join steering and operational committees that provide governance, and continually 
update your risk assessment of this technology. Then play an active role in ensuring the success of 
implementation and operation.

Savvy internal auditors will not be complacent. Embracing the challenges and opportunities presented by 
AI will make your role more relevant, valued and trusted. 
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