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The Merriam-Webster Dictionary defi nes 
privacy as:

pri·va·cy 

Prononciation: ‘prI-va-sE

Function: noun

Infl ected Form(s): plural -cies

1 a: the quality or state of being 
apart from company or observation: 
SECLUSION b: freedom from 
unauthorized intrusion <one’s right 
to privacy>

Every day newspapers and television 
newscasts lead with headline stories 
about security breaches resulting in the 
loss or disclosure of consumer’s personal 
information. Auditors and privacy 
offi cers must understand the importance 
of privacy and balance the needs of 
organizations and businesses with those 
of consumers. Privacy issues are not 
just confi ned to the United States. It is a 
signifi cant global issue, and many people 
are worried about losing all control over 
their personal information. 

Data can be an organization’s most 
valuable asset and simultaneously, one 
of its most challenging. It is a refl ection 
of the dramatic changes during the 
past decade in how businesses operate. 
There is a proliferation of technology 
housing data and a widespread use of 
electronic data interchange, particularly 
in healthcare. These factors have led 
to concern about how businesses and 
organizations use and protect private 
information. Furthermore, terrorist 
acts have led governments to work 
feverishly to protect their citizens 
against future threats, sometimes 
prompting a government to secure 
personal information. Additionally 
many companies need to obtain personal 
information about their employees to 
comply with anti-money laundering laws. 

Despite this gloomy reality, all 
of this news about privacy is not bad. 
Auditing privacy and its associated 
risks is manageable and can earn 
organizations the trust of their customers 

and employees. Also, it can enhance an 
organization’s credibility and provide a 
very important competitive advantage. 

The Global Technology Audit Guide 
(GTAG) 5: Managing and Auditing 
Privacy Risks brings all of these 
confl icting challenges into focus and 
addresses how an organization should 
collect, use, retain, and under what 
circumstances, disclose personal 
information. The Institute of Internal 
Auditors (IIA) has a threefold reason 
for developing this guide for chief audit 
executives (CAEs). The fi rst is to showcase 
the benefi ts of good privacy controls; 
second, to illustrate how to sustain 
effective privacy practices; and third, to 
explain the role of the internal auditor in 
privacy protection. In addition, the GTAG 
details how to deal with privacy within 
the audit process and provides a general 
outline for a privacy audit program. 

GTAG 5 covers the following topics:
What Is Privacy

Privacy Principles and Frameworks

Privacy Impacts and Risk Model

Privacy Controls

Defi ning Good and Bad Performers

Internal Auditing’s Role

Auditing Privacy

CAE’s Top 10 Privacy Questions

What Is Privacy?
Privacy can take on several meanings, 
and is often discussed in many contexts 
based on the organization’s culture, the 
political environment and where the 
organization conducts business. Privacy 
is the protection of personal data and is 

!

!

!

!

!

!

!

!

considered a fundamental human right. 
More recently, however, the defi nition 
has evolved further, giving individuals 
the right to know how their personal 
information is handled, collected, 
used, and accessed. In addition, some 
information, although not personal by 
itself, becomes personal and sensitive 
when combined with other information. 
Examples of sensitive and private 
information are:

Medical records.

Financial information.

Racial or ethnic origin.

Political opinions.

Religious or philosophical beliefs.

Privacy Principles and Frameworks
Organizations today have the benefi t 
of several decades of privacy principles 
because of the rapid growth of technology 
and a world connected by the Internet. 

A broad range of privacy frameworks 
and methods of protection began to 
surface when the United Nations, in 
1968, predicted that electronic privacy 
would become a global issue. There was a 
realization that internal auditors needed 
to know and understand applicable 
frameworks and whether an organization 
was subject to—or expected to follow—
any specifi c framework on privacy 
controls and risks.

In 1980, the Organization for 
Economic Cooperation and Development 
(OECD) member states agreed on 
fair information practices and placed 
restrictions on the collection, use and 
disclosure of personal information. These 
practices include:

Limiting the collection and use 
of personal information for the 
purposes intended.

Ensuring data quality and accuracy.

Establishing security safeguards.

Being open and transparent about 
the practices and policies regarding 
personal data.
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Managing and Auditing Privacy Risks
By Martha Johnson

Data can be an 
organization’s most 

valuable asset.
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Allowing individuals access to 
personal data and the ability to have 
it corrected.

Identifying persons to be accountable 
for adherence to these principles. 

GTAG 5 goes into detail about 
nonbinding transnational frameworks, 
legally binding transnational frameworks, 
national legislation, nongovernmental 
frameworks, standardization bodies, 
professional and business frameworks 
and privacy seals. 

Privacy Impacts and Risk Model
Privacy impacts all areas of business 
activities. An individual’s personal 
information can be used for market 
research, customer ratings, direct 
marketing, and data trading. In all cases, 
whatever the use of privacy information, 
good business governance recommends 
that organizations consider privacy risk 
as just good business practice. Threats 
to data require organizations to protect 
personal information adequately, thereby 
avoiding adverse consequences and 
litigation. 

There are many privacy associated 
risks, for the individual and the 
organization, when collecting and 
processing personal data. Some of 
these risks include excessive collection, 
collection of incomplete information, 
damaged data, excessive sharing, 
incorrect processing of data and undue 
disclosure. 

Privacy threats and risks can be 
analyzed using a layered model that 
depicts the organization, stakeholders, 
individual, and society. Privacy failures 
will have severe consequences with 
regard to business function, reputation, 
fi nance, and the involved individual 
or organization. Internal auditors are 
positioned to evaluate the privacy 
framework in an organization and make 
recommendations on how to avoid 
signifi cant risks. 

GTAG 5 includes examples of key 
privacy risks internal auditors should 
address. One of those examples is below: 

!

!

Privacy Controls
Basic privacy control activities include 
setting objectives, establishing policies, 
and establishing monitoring and 
improvement mechanisms. Many 
organizations use COSO’s Internal Control 
– Integrated Framework –and its Enterprise 
Risk Management – Integrated Framework. 
The COSO enterprise risk management 
(ERM) guidance consists of three 
dimensions: the organization, objectives 
and risk management components. 

It is critical that the organization 
implements an effective privacy program 
that includes:

Privacy governance and 
accountability.

A privacy statement.

Written policies and procedures.

Controls and processes.

Roles and responsibilities.

Training and education of employees.

Monitoring and auditing.

Information security practices.

Incident response plans.

Privacy laws and regulations.

Plans for responding to detected 
problems and corrective action. 

Evaluating Performance Levels
An internal auditor needs criteria to 
evaluate where an organization stands 
in regard to its privacy practices. The 
performance level of an organization can 
be determined by employing a maturity 
model in addition to benchmarking 
against general principles, a control 
framework, or best practices. A maturity-
model-based evaluation of privacy 
practices will focus on maturity levels 
with regard to either a set of privacy 
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principles or specifi c criteria from work 
program or benchmarking questionnaire. 

Benchmarking privacy principles 
include: collection limitation, data quality, 
purpose specifi cation, use limitation, 
security safeguards, openness, individual 
participation, and accountability. A broad 
variety of best practices can be found from 
existing privacy frameworks, research, and 
guidance from numerous organizations 
and industry associations. Several 
examples of good privacy management 
from these organizations are included in 
the GTAG 5 and include ideas such as:

Conduct risk assessments of access 
controls, physical security access 
restrictions, and change controls.

Implement intrusion detection and 
prevention technologies.

Develop awareness around key data 
handling and identity theft risks.

Supervise and train call center staff 
to prevent social engineering and 
similar risks. 

Internal Auditing’s Role
Internal auditors play a role in assuring 
that adequate controls are in place and 
that control functions are reliable. The 
internal auditors also are accountable 
if their organizations do not use this 
information effectively to achieve their 
goals and objectives. 

Auditing the organization’s privacy 
practices involves risk assessment, 
engagement planning and performance, 
communication of results, and follow-up. 
However, there are additional aspects 
that the CAE should take into account, 
including possible privacy breaches, staff 
management, and record retention issues. 
Some areas that the internal auditor may 
review include: 

Management oversight.

Privacy policies and controls.

Applicable privacy notices.

Types and appropriateness of 
information collected.

Systems that process personal 
information.

Collection methodologies.

Uses of personal information 
according to stated intent.

Applicable laws. 

Other regulations and security 
practices covering personal 
information. 
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Privacy Risks Actions 

The organization is 
not complying with 
its privacy policy.

Conduct a review of 
the organization’s 
privacy practices to 
ensure the organiza-
tion is following the 
commitments made 
to customers in its 
privacy notice. 

COSO
The Committee of Sponsoring 

Organizations of the Treadway 
Commission, COSO is a voluntary 
private sector organization dedicated 
to improving the quality of fi nancial 
reporting through business ethics, 
effective internal controls, and corporate 
governance. COSO comprises fi ve 
major professional associations in the 
United States, The Institute of Internal 
Auditors, the American Accounting 
Association, the American Institute of 
Certifi ed Public Accountants, Financial 
Executives International, and the Institute 
of Management Accountants.
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An organization’s rules and 
regulations are responsible for 
establishing an appropriate privacy 
framework. Internal auditing can evaluate 
that framework, identify signifi cant risks, 
and make appropriate recommendations. 
When evaluating an organization’s 
privacy framework, the internal auditor 
considers such things as:

Laws and regulations in all 
jurisdictions where business is 
conducted. 

Internal privacy policies and 
guidelines.

Privacy policies intended for 
customers and the public.

The maturity of the organization’s 
privacy controls. 

Liaising with information technology 
specialists and business process 
owners to understand information 
security implications.

Liaising with in-house legal counsel 
to understand legal implications.

Auditing Privacy
Several legal and regulatory regimes 
require or recommend privacy 
assessments. An organization’s private 
data can be well controlled, appropriately 
used, and considered a corporate 
asset. Should this data be disclosed or 
mishandled, it then becomes a liability 
and increases the risk of legal activity and 
possible litigation. 

The internal auditors should identify 
the threats to the organization’s data 
through research, benchmarking, and 
brainstorming. Assigning a sensitivity 
level to data—such as proprietary, 
confi dential, or public—also assists in 
evaluating the proper controls over 
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the technology and the accompanying 
business practices. 

The common steps for an audit 
are described in detail in The IIA’s 
Professional Practices Framework, which 
includes the International Standards for the 
Professional Practice of Internal Auditing. 
The organization’s objectives, the types 
of data handled, and the legal framework 
must be understood for an audit program 
to be developed. The audit team then 
will gather information, perform tests, 
and analyze and evaluate the test 
work to prepare the report and make 
recommendations.

A privacy audit may include: 

Understanding personal data 
processing.

Identifying the threat and its impacts 
to the organization.

Identifying controls and 
countermeasures to protect personal 
data.

Audit work to test the effectiveness 
of controls.

Drawing a conclusion.

Because of the increasing risk of 
damage to an organization’s reputation 
and the possibility of litigation, the 
CAE has to take a signifi cant variety of 
privacy issues and ramifi cations into 
account when managing the internal 
audit function. Key areas of concern are 
the staff management process, audit 
planning, collecting, handling and storing 
information when performing and 
reporting audit results, and potential data 
leaks. 

A CAEs Top 10 Privacy Questions
What privacy laws and regulations 
impact the organization?

•

•

•

•

•

1.

What personal information does 
the organization collect?
Does the organization have privacy 
policies and procedures with 
respect to collection, use, retention, 
destruction, and disclosure of 
personal information?
Does the organization have 
responsibility and accountability 
assigned for managing a privacy 
program?
Does the organization know where 
all personal information is stored?
How is personal information 
protected?
Is any personal information 
collected by the organization 
disclosed to third parties?
Are employees properly trained 
in handling privacy issues and 
concerns?
Does the organization have 
adequate resources to develop, 
implement, and maintain an 
effective privacy program?
Does the organization complete a 
periodic assessment to ensure that 
privacy policies and procedures are 
being followed?

You can access more information 
about privacy auditing by reading the 
full GTAG 5 document. All GTAGs are 
available on The IIA’s Web site for free 
download. Visit http://www.theiia.org/
index.cfm?doc_id=4706 to learn more. NP

Martha Johnson is a writer with The 
Institute of Internal Auditors. She may be 
contacted at pr@theiia.org.
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reputational losses, and so on—but 
perhaps you’ll never have to fi nd out.

For an organization whose culture 
can tolerate that kind of risk this may be 
an option. But it’s also a risk for those 
who recommend it; if something bad does 
happen they may fi nd themselves out of a 
job, or if they are independent consultants 
or lawyers defendants in a lawsuit for 
giving bad advice. Offi cers and directors, 
or trustees who chose to avoid reasonable 
spending on reasonable auditing and 

assessment might also fi nd themselves 
facing an accountability moment, as 
regulators or stakeholders might consider 
that a failure to exercise appropriate care 
in governance. 

There’s enough that’s unknown in 
any major IT implementation. It will 
never be possible to identify and know all 
possible risks, nor would it be reasonable 
to try. But that won’t excuse the failure to 
use due diligence in information security 
auditing and assessment—that’s one 
thing we know for sure. NP

John R. Christiansen, JD, is a principal 
in Christiansen IT Law. He focuses on health-
care information technology with emphasis on 
privacy, security regulatory compliance, and 
risk management. He co-chairs the American 
Bar Association’s Committee on Healthcare 
privacy, Security, and Information Technol-
ogy. An author and frequent speaker, he can 
be reached at john@christiansenlaw.net or 
(206) 301-9412.

Laws, Risks, and Legal Risks — continued from page 48
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