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FROM THE IIA

 Is there anything within our organizations for 

which we are all responsible and accountable, 

or does each buck stop in the specifi c area most 

closely aligned with the issue under consideration?  

In today’s business environment, employees often 

work in narrowly defi ned roles that might actually fl y 

in the face of and even negate the bigger picture of 

corporate accountability.  And yet, with legislative 

actions demanding the ultimate in accountability 

from those at the top, does any organization have 

the luxury of not holding each and every person 

throughout the enterprise responsible for his or her 

part in the compliance process?

 The Institute of Internal Auditors (IIA) believes 

that controls are everybody’s business.  Of course, 

upper management is theoretically responsible 

for setting organizational objectives, identifying 

the risks that might prevent accomplishing those 

objectives, determining the level of risk that is 

acceptable, and establishing an appropriate 

system of internal control to mitigate the risks.   

But because any enterprise is only as strong or as 

ethical as its weakest or most unethical employee, 

the blame for a poor control environment must be 

shouldered throughout the entire organization.  

This means the entire organization, and each and 

every person who works there, must be “tuned in” 

to internal control.

Corporate Culture

 What can you do to help ensure your 

organization meets its objectives and effectively 

manages risk?  How can you create awareness and 

bring greater accountability to your organization?  

Internal Controls Are Everybody’s Business

What steps can you take to change the hearts and 

minds of everyone in the organization?

Management and the board must set a tone at 

the top of the organization for a corporate culture 

that acknowledges and maintains an effective 

internal control environment.  In order for strong 

internal controls to be an integral part of day-to-day 

operations, management must take steps to ensure 

there is a clear organization-wide understanding 

and appreciation of the important elements of 

internal control; the internal control environment, 

risk assessment, internal control activities, 

information and communication, and internal 

control monitoring.  This can be achieved by staff 

education on internal control categories and tools, 

red fl ags, and the hallmarks of an effective internal 

control environment. 

The self-test below will help those who lead 

your organization determine whether the existing 

internal control environment provides the discipline 

and structure necessary to infl uence the corporate 

consciousness.  If you answer yes on the following 

questions, your organization is well on its way to 

establishing a well-controlled organization.

1. Is the organization’s ethical tone, as established 

by upper management, communicated in words 

and deeds?

2. Is an ethics program in place and does it 

include a meaningful code of conduct?

3. Is the board of directors active, independent, 

and well informed?

4. Are positions in the organization structured for 

optimum effectiveness in regard to productivity 

and communication?
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5. Are all responsibilities and accountabilities 

clearly defi ned?

6. Is delegation of authority commensurate with 

responsibility?

7. Does a formal or informal job description 

include an analysis of the knowledge and skills 

needed to perform each position?

8. Does the organization hire qualifi ed, ethical, 

and well-trained personnel?

9. Do frequent interactions occur between senior 

and operating management?

10. Are appropriate policies and procedures 

in place for hiring, training, promoting, and 

compensating employees?

11. Are background checks conducted for new 

hires, especially those in sensitive positions?

The Internal Control Mystique 

Because there are many misconceptions 

about internal control, knowledge sharing is vitally 

important in maintaining an effective control 

system.  Part of the educational process is to dispel 

the myths about internal control and present the 

straight story.  Here are a few of the common myths 

and corresponding facts. 

Internal Control Categories

The most useful internal control categories 

comprise preventive, detective, directive, and 

mitigating or compensating controls. 

Preventive controls are built into, not onto the 

system.  Preventive controls, such as separation 

of duties, passwords, authorization requirements, 

and physical safeguards, are designed to prevent 

undesirable events from occurring.  Detective 

controls, such as output reviews, exception reports, 

reconciliations, physical inventories, and audits, 

are deferred to the end of the process.  Designed 

to cause or encourage a desirable event to occur, 

policy statements, performance guidelines, training 

programs, and incentives to compensate—at least 

partially—for a missing or excessively costly control.  

Examples include supervisory review where 

separation of duties is impractical, and monitoring 

budget variances in lieu of transaction processing 

controls. 

As employees become familiar with the 

internal control categories, they are more apt to 

use the tools and adhere to the policies set forth 

by management, and with a sharper eye for gaps in 

the internal control system.  In addition, they will be 

predisposed to work within the framework dictated 

by these internal control categories.  This is all a 

part of creating a control conscious environment.

Internal Control Consciousness

 Studies indicate that approximately one-third 

of American employees have witnessed unethical 

or illegal conduct in their workplace.  Of these, 

over half did not disclose what they observed.  

Seventy-one percent of respondents expected 

that people who reported corruption would suffer 

for reporting it.  For this reason, whistleblowers 

have typically been reluctant to come forward and 

disclose inappropriate acts.  In fact 69 percent of 

public and private sector whistleblowers studied 

experienced reprisals in the form of lost jobs or 

forced retirement. 

 Enter the Sarbanes-Oxley Act of 2002, which 

requires audit committees to establish procedures 

for receiving and handling complaints about internal 

controls and auditing matters; i.e., a hotline.  Here 

again is an opportunity to shift the corporate culture 

to a higher level of internal control consciousness.  

Internal auditing plays an important role in this 

process by overseeing how it is set up, how it 

is publicized internally, and how employees are 

trained.  In order for hotlines to work as intended, 

management must provide reassurance that 

whistleblowers will be protected from retaliation, 

and that legal safeguards are in place to help 

create an environment in which employees feel 

that disclosing their concerns is acceptable and 

encouraged. 

 Section 404 of Sarbanes-Oxley addresses 

Management’s Report on Internal Controls over 

Financial Reporting and requires public companies, 

other than registered investment companies, to 

include in their annual report a certifi cation from 

management that the company has established 

internal controls for its fi nancial reporting process.  

Covered public companies are also required 

to publish a similar fi nancial reporting controls 

certifi cation from the registered public accounting 

fi rm that audited its fi nancial statements.

Management’s Report on Internal Controls over 
Financial Reporting 

• State that management is responsible for 

establishing and maintaining adequate internal 

control over fi nancial reporting. 
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MYTH FACT

Internal control starts with a strong set of 

policies and procedures

Internal control starts with a strong control environment.  Such 

an environment is created by management and based on 

management’s philosophy of internal control (e.g., if management 

views profi t as more important than protecting investments 

and managing risks, the environment would not support strong 

controls). 

Internal control is why there’s an internal 

auditors department.

Management is the owner of internal control and is responsible 

for setting an ethical tone , as well as ensuring that controls are in 

place and risks are effectively managed.  The internal auditor’s role 

is to monitor those controls to ensure they are, in fact, adequate to 

mitigate the risks.

Internal control is fi nancial in nature; 

actions are based on what the controller’s 

offi ce dictates.

Internal control is integral to every aspect of the business.  Case 

in point – fi nance is one aspect of the organization just as the 

weakest link in the chain can cause a break.  Anyone within the 

organization who does not follow policy and procedures and 

operates according to the established system of control can render 

the organization vulnerable to fraud, waste or loss. 

Internal controls are essentially negative, 

like a list of “thou shalt not’s.”

Internal control ensures the right things happen the fi rst time, and 

every time. 

Internal controls are a necessary evil, which 

detract from core activities.
Internal controls which are integral to core activities and business 

processes should be built into, not onto, business processes.  

Internal control is relinquished with 

downsizing and empowerment.

Different forms of internal control are needed to address 

downsizing and empowerment.

If internal controls are strong, one can be 

sure there will be no fraud, and fi nancial 

statements will be accurate.

Internal controls provide reasonable, but not absolute assurance 

that the organization’s objectives will be achieved.

• State that management has assessed the 

effectiveness of internal controls over fi nancial 

reporting and state whether or not it is 

effective. 

• Identify the framework that management 

uses to evaluate the effectiveness of internal 

controls.

• State that the registered public accounting 

fi rm that audited the fi nancial statements also 

issued an attestation report on management’s 

assessment of its internal control. 

Bottom Line

Today’s organizations must make a concerted 

effort to step boldly forward with a commitment to 

internal control.  This is no longer a choice, but a 

necessity for internal control conscious organizations 

dedicated to meeting their objectives, complying 

with laws, operating effectively and effi ciently, 

and protecting stakeholder interests.  That’s 

reason enough to make sure that internal controls 

are everybody’s priority in your organization.  !


