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From the IIA

By Martha Johnson

Information Security:  What You Should 
Know to Protect Your Business

Who can access your company’s data? 
What procedures do you have to protect 
your most valuable information assets? As 
e-business continues to grow, so does the 
need for identity and access management 
(IAM). But what exactly is IAM and why 
should it matter to you?

Simply put, IAM is the process of 
managing who has access to what 
information and for how long. IAM 
processes help initiate, capture, record, 
and manage: user identities, system 
usage, and security levels, as well as 
protect proprietary information. IAM also 
addresses how and to what degree users 
utilize information, as it applies to their 
role within the organization.

Along with the convenience and increased 
accessibility of electronic records, comes 
the heightened risk of mismanagement 
and abuse. Organizations dealing with 
sensitive information like medical records, 
fi nancial data, or trade secrets, can be held 
liable for breaches in security and protocol. 
Consequently, businesses can no longer 
afford to operate without safeguards. 

“According to a recent International Data 
Group (IDG) Forecast Report, spending 
on IAM and related systems is expected 
to grow rapidly,” said Sajay Rai, CISSP, 
COSM, a partner in Ernst & Young’s Risk 
Advisory Services Practice. “This increase 
is being driven primarily by Sarbanes-
Oxley, the European Privacy Directive, 
and other regional laws and regulations,” 
said Rai, the project leader of The Institute 
of Internal Auditors Global Technology 
Audit Guide #9 on Identity and Access 
Management. 

Though primarily viewed an information 
technology (IT) responsibility, IAM 
impacts every aspect of an organization—
from management to HR, employees to 
fi nance, vendors to clients. Because of 
IAM’s far-reaching effects, chief audit 
executives (CAEs) should actively 

contribute to the development of an 
IAM strategy. Without a defi ned plan, 
organizations risk undue fi nancial and 
operational harm, making themselves 
vulnerable to noncompliance or misuse of 
company information. 

Business Drivers
Across the board, companies are using IAM 
to decrease liability, increase productivity, 
and manage internet usage. Fear of 
hackers and slow user account termination 
times are important drivers in the IAM 
revolution, while rising administrative 
costs and complex regulatory requirements 
only strengthen the demand. 

Obvious benefi ts of IAM include:

Compliance with regulatory 
procedures

Stronger information security

IT operating and development 
savings

Clear and effi cient operating 
procedures/transparencies

More satisfi ed end-users

Increased success with key initiatives

Hidden benefi ts of IAM include:
A defi ned and automated workfl ow 
process

Reduced calls to help desk and other 
key personnel

Improved employee start times: 
faster access to email and company 
fi les

Quicker fulfi llment times

Establishing the IAM Process
Successful IAM strategies require 
careful consideration of many factors. 
Organizational needs, objectives, and risk 
tolerances weigh heavily in the equation, 
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as does a thorough understanding of 
existing processes and procedures. 

A solid IAM plan should consider:

Your organizational needs

The risks connected to the IAM 
process

The types of users in your 
organization (by category, group, 
subgroup)

The current process to identify, track, 
create, delete and approve users

How access permissions are granted

The appropriateness of user 
accessibility

How information is stored and 
protected

Establishing Your Needs
Before beginning the IAM process, carefully 
examine your needs as an organization. 
Are you able to effectively manage the 
identities and permissions granted to 
users? Does deleting users or terminating 
user access take three or four months? 

Regardless of your business goals, 
IAM’s main objective serves to identify 
everyone’s role in the operational process. 
From employees to partners, customer to 
suppliers, IAM strives to answer three key 
questions:

Who has access to what information?

Is the access appropriate for the job 
being performed?

Is the access and activity monitored, 
logged, and reported appropriately?

Questions reprinted with permission from The Institute of 
Internal Auditors (IIA)

Adoption Risks
Although an IAM strategy can alleviate 
many risks, implementing the process can 
be disruptive. Risks of adopting an IAM 
policy include:

•

•

•

•

•

•

•

1.

2.

3.



54 New Perspectives Association of Healthcare Internal Auditors May 2008

Organization complacency—Will 
your organization be open to change, 
or would they rather just “go with 
the flow?”

Participation—Can your company 
commit the time needed to ensure 
success?

Planning—Is your company ready to 
create a plan for success, including 
milestones, processes, timelines, and 
commitments?

Communication—Can you get the 
cooperation and feedback needed 
from all of the key players: IT, CAE, 
Auditor?

Incorporation of all systems into the 
process—Do you have the patience 
to develop the IAM process and the 
insight to prioritize the risks?

Process complexity—Will the process 
be too complex? Will users avoid 
using the new system? 

Making the process too weak—Can 
you clearly define the rules of the 
IAM process?

Lack of enforcement—Will you be 
able to enforce the process, once 
implemented?

Consideration topics reprinted with permission from The 
IIA

Although many threats can be done 
away with or lessened, they must be 
acknowledged and carefully considered 
before inventing or revising an IAM 
process.

Choosing a Path of Protection
Successful IAM initiatives create 
processes to identify, authenticate and 
grant access to users. Users can take many 
forms within an organization, including, 
but not limited to:

Employees who use IT resources

Vendors (e.g., subcontractors)

IT devices (e.g., hardware devices 
that perform functions similar to 
a user, such as fixed and mobile 
applications)
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Application service accounts (e.g., 
pre-defined accounts provided by the 
software vendor) 

Machine accounts (e.g., IT hardware 
devices that perform functions 
within and across IT environments or 
applications, such as a floor machine)

Functional or batch accounts (e.g., 
those used to execute batch processes, 
such as overnight report generating 
batches)

User types reprinted with permission from The IIA

Effective IAM policies identify users 
and establish documented strategies 
to approve, monitor, and log activity. 
Commonly addressed user concerns 
include: setting password parameters, 
creating processes to initiate, terminate, 
and monitor accounts, as well as 
establishing identifiers to ensure different 
rules apply to different types of users.  

Before granting access to users, three 
factors should be considered: 

Provisioning—Is there a written 
company policy regarding identity 
creation, change, termination, 
validation, approval, propagation, 
and communication?

Identity management— How will 
passwords, systems, processes, 
monitoring, auditing, reconciliation, 
and reporting be managed? 

Enforcement rights—Who will 
handle authentication, authorization, 
logging identities and access rights? 

Once an identity is established, a well 
designed IAM process evaluates and 
grants access rights through the pre-
determined provisioning process. 
Depending on the technology, access 
rights may be granted manually or 
automatically. And all accounts should 
be periodically reviewed to ensure 
which users have which rights to which 
resources. 
Organizations should manage identifiers 
and association with user accounts and 
determine:

How requests are made
Where requests are routed
When requests are filled
How identities will be used
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How access will be granted (based on 
rules, roles, or individual needs)

To alleviate unnecessary risks, 
organizations should assign temporary 
passwords and require users to change 
passwords after initial log-in. 

Strategies for Protection
To determine the effectiveness of an IAM 
strategy, periodic audits, reconciliations 
and reviews are recommended. 

Audits
The annual audit planning process—
born from the Internal Auditor’s risk 
assessment—establishes how often audits 
are performed. Regardless of frequency, 
each audit should include:

An identification of highest to lowest 
risk identity concentration
A re-examination of the IAM process 
design
An examination of the IAM process 
operating effectiveness
A review of the provisioning process, 
which encompasses the evaluation 
of a sample of identities representing 
a cross-section of those that were 
active for any portion of the audit 
period
An examination of IAM enforcement 
activity effectiveness
An examination of IAM 
administrative activity effectiveness

List used with approval from The IIA

Reconciliations
Another strategy to prevent inappropriate 
access includes verifying or reconciling 
user  identities with their related access 
rights. This process of checks and balances, 
separate from regular IAM policies and 
procedures, promotes a segregation 
of duties, providing an added layer of 
protection that ensures policy adherence. 
Reconciliations can reveal: 

Discrepancies between assigned and 
current user rights
The frequency in which user access 
rights have been reviewed and 
approved
If users possess access rights they 
were not approved to have
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Simply put, IAM 
is the process of 
managing who 

has access to what 
information and for 

how long.

Before beginning the IAM process, carefully examine your 
needs as an organization.
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Terminated or deactivated users still 
living within the system

Who’s still waiting for an identity 
to be assigned or access rights 
approval?

Organizations who find discrepancies 
during the reconciliation process should: 
determine a plan for reporting these 
problems, decide what curative actions 
will be taken, and obtain the required 
approval to correct the problem.

Entitlement Reviews
Finally, in an established IAM processes, 
inappropriate access can be determined 
by managers and application owners. 
During entitlement reviews, managers 
review the access of their direct reports 
and application owners review access 
for all users using the system. Performed 
annually or more often for high-risk 
situations, entitlement reviews are used 
to recognize and invalidate unauthorized 
users. 

Understanding Different Roles
With numerous policies, procedures, 
activities, and technologies, IAM’s 
complex process requires company-
wide support from various 
departments. Processes are developed 
and maintained—electronically and 
manually—requiring great cooperation 
within the administration. 

Technology can often replace many 
manual activities within the IAM process. 
To simplify the process, technology tools 
can be used to:

Generate access request forms

Route access request forms to 
approvers

Perform a preliminary segregation of 
duties conflict review

Communicate the creation, change, 
and termination of identities

Perform authentication and 
authorization of identities to 
applications

Generate logs of identities and their 
use
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Generate passwords 
List used with permission from The IIA

To ensure a thorough understanding of 
the IAM process and its ultimate success: 

CAEs should: help develop the IAM 
strategy, give input on how the process 
can increase effectiveness or liability, and 
work with key personnel to identify what 
processes are currently in place and how 
they are being administered.

IT departments or internal strategy 
groups should: establish a comprehensive 
plan for all aspects of IAM processes, 
components, and activities including: plans 
for deployment, changes, and maintenance; 
current and future risks; organizational 
involvement; and whether manual or 
electronic solutions should be used.

Internal Auditors should: understand 
the current IAM structure (including 
policies, laws, regulations, and mandates), 
evaluate and document the existing 
process, conduct risk assessments, 
help develop an effective IAM strategy 
(including budgets, plans, timelines, and 
management/business alignment), and 
supervise the plan’s implementation. 

12 Questions to Consider
To determine your need for an IAM 
process, consider the following: 

Is there an IAM strategy in place?

Are the regulations governing the 
organization well understood?

Are there defined methods to 
appropriately account for issues 
related to segregation of duties?

•

1.

2.

3.

Is the IAM environment centralized 
or distributed appropriately to reflect 
the structure of the organization?

How are password policies 
established, and are they sufficient 
for the organization?

Can auditors uniquely identify the 
individuals who are granted access 
to the organization’s systems based 
on the sign-on credentials they are 
assigned?

Is employee productivity degraded 
because it is too difficult to gain and 
maintain system access?

Who should approve access for a user 
in the environment?

Can the organization demonstrate 
that only appropriate people have 
access to the information?

When people leave the organization, 
does it identify what system access 
they have and revoke it in a timely 
manner?

How strong are the controls in place 
to prevent people from bypassing 
authentication and authorization 
controls?

How is information logged, collected, 
and reviewed?

Questions used with permission from The IIA

If you don’t know the answers, an 
IAM strategy could potentially save 
you time, save you money, and greatly 
enhance your organization’s security and 
efficiency. NP

Source: The IIA’s Global Technology Audit 
Guide (GTAG®)-Identity and Access Man-
agement. Project Leader: Sajay Rai, Ernst & 
Young LLP. Authors: Frank Bresz, Ernst & 
Young LLP; Tim Renshaw, Ernst & Young 
LLP; Jeffrey Rozek, Ernst & Young LLP; 
Torpey White, Goldenberg Rosenthal LLP. 
For a free download of the GTAG 9 guide 
and other GTAGs, please visit www.theiia.
org/technology. 

Martha Johnson is the Communications Man-
ager with The Institute of Internal Auditors 
Global Headquarters. She may be reached at: 
Martha.Johnson@theiia.org.
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Across the board, 
companies are using 

IAM to decrease 
liability, increase 
productivity, and 
manage internet 

usage.

If you have ten thousand regulations you destroy all respect for the law.
~Winston Churchill


