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Privacy Risks: What You Need to Know
Privacy questions you should ask
Provided by The IIA

O
ne of the top risk management issues faced 
by healthcare organizations today is the need 
to protect the privacy of patients’ personal 
information—not to mention the personal 

information of the organization’s employees and business 
partners. Because healthcare providers have a regular 
need to collect personal and sensitive information for 
clinical research, medical services, payment processing, 
medical testing and disease management, privacy risk is a 
particularly critical issue for the healthcare industry.

In the United States, the Health Insurance Portability and 
Accountability Act of 1996 protects patients’ personal 
information, and applies to health plans, healthcare 
clearinghouses, healthcare providers and employers. The 
legislation includes key elements such as limiting the 
use and disclosure of personal information and requiring 
administrative, technical and physical safeguards to prevent 
intentional or unintentional use or disclosure. 

Many other countries around the world have adopted 
similar comprehensive privacy legislation governing the 
use of personal information, as well as the export of this 
information across borders. For businesses to operate 
effectively in this environment, they need to understand and 
comply with these privacy laws.  

Still, despite the laws, media headlines have demon-
strated that the privacy and protection of personal 
information is not absolute. There are countless news 
stories relating to security breaches involving the loss or 
disclosure of personal information. More organizations 
are outsourcing business processes and applications 
that contain personal information, and are using newer 

technologies. Both practices can increase their privacy 
risk profile. 

auditing privacy risks
Internal audit stakeholders such as chief executives and 
boards of directors turn to interman audit for assurance that 
the organization’s processes will protect private information. 

Beyond the obvious benefit of facilitating compliance with 
laws and regulations, a privacy audit may:

1. Help improve compliance with the organization’s data 
protection system

2. Identify potential inconsistencies between policies and 
practices

3. Increase the level of data protection awareness among 
management and staff

4. Provide information for a data protection system review

5. Provide assurance over reputational risks

6. Improve procedures for responding to privacy 
complaints

To guide internal auditors in the performance of these 
crucial audits, The Institute of Internal Auditors (IIA) 
publishes a 32-page Practice Guide, which complements 
and expands on Practice Advisory 2130.A1-2, and 
provides auditors with insight into privacy risks the 
organization should address when it collects, uses, 
retains, discloses and disposes of personal information. 
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It also includes an overview of key privacy frameworks 
and outlines how to complete privacy assessments and 
communicate the results.

Practice guide highlights
One particularly noteworthy section of the guide is a list of 
12 privacy questions chief audit executives (CAEs) should 
ask. Among these are:

1. What privacy laws and regulations currently impact the 
organization or may likely be required in the near future?

2. Does the organization have responsibility and 
accountability assigned for managing a privacy program?

3. How is personal information protected at various levels—
databases, networks, system platforms, application layers 
and business process/functional levels?

4. Is any personal information collected by the organization 
disclosed to or processed by third parties?

5. Does the organization complete a periodic assessment 
to ensure that privacy policies and procedures are being 
followed and meet new or current requirements?

The appendix also includes a comprehensive listing of 
specific control weaknesses that could be uncovered 
during the audit (e.g., “The organization does not have an incident response plan in place”). Beside each weakness is a 

corresponding recommended action item, guiding auditors 
on what to do should they encounter that weakness.

in the arsenal
Without a doubt, “Auditing Privacy Risks” is a valuable tool 
internal audit practitioners can use to provide assurance on 
the adequacy of their organization’s processes for protecting 
private information. Still, remember to take regulations and 
risks into account when planning, performing and reporting 
assurance and consulting assignments. 

Many other professional bodies, legislators and supervisory 
authorities issue a broad variety of guidance and 
regulations. The privacy of personal information and how 
the organization manages this asset should be considered 
when developing the risk-based audit plan. NP

Practice Guides are strongly recommended guidance 
endorsed by The IIA through a formal approval process, 
overseen by an international oversight council. As with all of 
The IIA’s Practice Guides, Auditing Privacy Risks is available 
on www.theiia.org as a free download to IIA members. 
Nonmembers may also purchase printed copies of the 
guides from The IIA Research Foundation Bookstore, www.
theiia.org/bookstore.  

Personal and sensitive information examples

 • Name
 • Gender
 • Date of birth
 • Home address
 • Telephone number
 • Email address
 • Government identifier (e.g., identity card, social security 

number)
 • Biometric identifier
 • Photograph or video identifiable to an individual
 • Behavioral information (e.g., in a customer relationship 

management system)
 • Medical records
 • Health plan beneficiary information
 • Physical or mental health information
 • Provided health services or any information collected 

during the health service
 • Account numbers (e.g., bank accounts, credit cards)
 • Financial history
 • Salary information

IIA guidance on evaluating an organization’s 
privacy framework

The IIA’s Practice Advisory 2130-A1-2: Evaluating an 
Organization’s Privacy Framework is a seven-point advisory 
that includes the following key messages*:

 • The board is accountable for identifying the principal 
risks to the organization and for implementing 
appropriate control processes to mitigate those risks.

 • The internal audit activity identifies the types and 
appropriateness of personal or private information 
gathered by the organization as well as the collection 
methodology used.

 • Internal audit determines whether the organization’s use 
of personal or private information is in accordance with 
its intended use and applicable legislation.

 • Internal auditor considers the laws, regulations and 
policies relating to privacy in the jurisdictions where the 
organization operates.

 • When conducting an evaluation of the organization’s 
privacy framework, the internal auditor liaisons with in-
house legal counsel and IT specialists.

*Visit the Standards and Guidance pages of www.theiia.org to view  
the complete Practice Advisory.
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