
Will They Ever Get It?
By Kenneth E. Spence

From the Editor

T
he thing about the human experience is that you learn from what you 
experience. Most often, if an unwanted outcome occurs, you adjust 
your decision making to prevent a repeat. You can’t say that about the 
business experience. For sure, some businesses react like an individual 

and take steps to prevent a recurrence of an unwanted consequence. But not 
always, unfortunately.

Take Anthem, for instance. They had a data breach of 200,000 members in 2006 
when unencrypted backup tapes were stolen from a vendor’s office. Then in 
2008, the private information of 128,000 members was exposed causing a second 
reportable data breach. In 2013, inadequate online safeguards left the information 
of 612,000 members exposed, achieving a litany of compromised personal 
information of almost 1 million people in seven years. Unfortunately, it did not 
end there.

At the end of this past January, 80 million people had their unencrypted personal 
information stolen from Anthem’s computers. Personally, I get no solace when 
Anthem’s President says his information was stolen, too, along with mine, and 
that of President Obama’s Chief Cyber Security Advisor. The cost to deal with their 
latest faux pas is estimated to be over $100 million and will likely exceed their 
cyber insurance coverage. Perhaps now, after four major breaches in less than a 
decade, Anthem will finally get it.

Now begin the explanations, excuses, blame and damage control. There is no 
reason for heads not to roll here. Too often when breaches happen, the bad guys 
are blamed and organizations whose data was breached are portrayed as guiltless, 
outmaneuvered victims.

I don’t buy it. People get paid lots of good money to keep the bad guys at bay, 
and when they blow it, and blow it continually, as in Anthem’s case, shouldn’t 
there be a price to pay by the company executives, and not just their company’s 
liability insurers? Unencrypted data is symptomatic of a security culture that 
is substandard. Encryption of data is particularly important in today’s world of 
cyberattacks where mitigation—not prevention—is emerging as the new norm.

It is estimated that a skilled hacker needs just 20 minutes to lay out the attack 
steps that will allow him to roam a network. Once in, according to FireEye, a US 
cybersecurity firm, the median length of time hackers lurk in victim’s computers is 
229 days before discovery.

An April 2014 FBI report pointed out that healthcare lags behind other industries 
in taking proper data security measures. This is despite it being well known 
that medical credentials are worth up to ten times the value of stolen credit 
cards. A 2013 Ponemon Institute survey revealed that 94 percent of healthcare 
organizations experienced one breach over the last two years, and 45 percent 
were struck by more than five.
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to get off the committee and how this volunteer stuff works 
is you either find your replacement or die in the position—
those are the only two exit strategies.

No matter how or why I got involved, I realized just being 
present isn’t enough. You have to follow through on your 
commitments and get things done.

I can say that at least two of the great jobs I have had 
were a direct result of relationships built while serving as 
a volunteer. I can also say that I have learned more from 
my peers in these organizations about internal audit and 
healthcare than from any other source. If you are not 
involved with AHIA or another professional organization, 
you are missing some fun, learning, and making great 
connections that could help advance your career.

The third thing I have done is take career risks. I have 
left steady, solid jobs I liked, for more challenging and 
sometimes intimidating opportunities where success 
was not guaranteed. I have failed at times, and at least 
two of the job changes I made were not what I hoped for 
(understatement), and I moved on.

However, with each job I have learned more about internal 
audit, more about healthcare and more about myself. I have 
also been fortunate to have bonded with many people 
along the way who have been supportive, and I try to be 
there for them too—with a reference, a template or tool, or 
just a “you can do it!”

If you are in a job you don’t like, it’s easy to say, “Change it.” 
I say even if you like your job, take the leap—you might 
like it even more, and if you don’t, you’ll undoubtedly learn 
something that you can apply to the next great opportunity. 
I am not encouraging changing jobs for the sake of changing 
jobs—it is not easy, and I have had moments of sheer panic 
when things did not look good. However, if you are growing 
stale or not seeing a path to that next level, it might be time. If 
you are doing something you enjoy and you have built good 
relationships along the way, odds are you will do well.

Finally, you may read these words and say that is not how I 
did it or that is not the right way to succeed. I won’t disagree, 
as there are probably hundreds, no thousands, of books, 
articles and blogs on the topic with 
many different approaches. That to me 
means there is no recipe and nothing 
certain about any of this. Sometimes it 
is a great plan and career management, 
and sometimes it is luck and a lazy 
summer. NP

Cavell

So how are you doing in ensuring that all the right IT 
security controls are present and operating at your 
organization?

Proper security measures are well known, and your 
organization should have them deployed—including having 
adequate insurance in place to help defray the costs of a 
data breach.

But don’t let your management decide that the annual 
insurance premium is the least costly alternative to 
doing the right thing and employing the right measures. 
Today security has become a corporate expense, not an 
IT expense. One fact should be eminently clear: today’s 
minimal decisions about IT security can have very significant 
and unintended consequences. Just 
ask Target, JP Morgan Chase and 
Anthem. Your task is to make sure your 
management gets it.

We hope you enjoy reading New 
Perspectives today. We have loaded 
it with information that you will find 
beneficial. NP
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