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Feature

Everyone in the Pool!  
Involve Leadership in Assessment  
of Compliance Risk
By Julie Hamilton, MBA, CHC

Why a compliance risk assessment  
is important

A risk assessment is one of the 
components of an effective 

compliance program as noted by the 
United States Sentencing Commission: 
“(c) In implementing subsection (b), the 
organization shall periodically assess the risk 
of criminal conduct and shall take appropriate 
steps to design, implement, or modify each 
requirement set forth in subsection (b) to 
reduce the risk of criminal conduct identified 
through this process.”1

In addition, the OIG Supplemental 
Compliance Program Guidance for 
Hospitals,2 published on January 31, 
2005, identifies the following questions 
under Section III—Hospital Compliance 
Program Effectiveness: 

• Has the hospital developed a risk 
assessment tool, which is re-evaluated 
on a regular basis, to assess and identify 
weaknesses and risks in operations?

1 Chapter 8, Sentencing of Organizations section 
8B2.1 Effective Compliance and Ethics Program 
[http://www.ussc.gov/Guidelines/2007_guidelines/
Manual/8b2_1.html]

2 http://oig.hhs.gov/fraud/docs/complianceguidance/012705
HospSupplementalGuidance.pdf

• Is the audit plan re-evaluated annually, 
and does it address the proper areas 
of concern, considering, for example, 
findings from previous years’ audits, 
risk areas identified as part of the annual 
risk assessment, and high volume 
services?

A risk assessment is intended to provide 
you a logical and comprehensive 
framework to identify gaps in a 
compliance environment. Ultimately, 
the objective is to assess whether the 
level of control in place for a risk area 
is reasonable and appropriate. An 
assessment also serves to enhance your 
awareness of compliance risks across 

clinical and non-clinical departments. The 
purpose of an assessment is to accomplish 
the following:

• Identify areas where the organization 
has compliance risks.

• Identify department/service unit’s 
specific compliance risks.

• Assess risks for their potential 
impact.

• Assess the probability of occurrence 
for the identified risks.

• Prioritize identified risks.

• Identify roles and responsibilities, 
as well as internal controls for risks 
designated as high priority.

• Create a ‘living’ compliance 
inventory that will evolve with 
the organization and with changes 
in the regulatory/compliance 
environment.

How my hospital improved our  
risk assessment

For six and a half years, I was the 
Corporate Compliance Officer of a 
specialty hospital with a workforce 
of 2,000+ individuals. In this role, I 
completed what I would consider 
‘subjective’ risk assessments on an 
annual basis when I developed the 
compliance work plan. After a few years, 
I felt it was time to conduct a more 
formal risk assessment and that other 
leadership in the organization should 
be involved. Our organization did not 
have an Internal Audit department, but 
I believe involving an Internal Audit 
function in this process would add 
significant value.

Thinking about the factors involved 
in a formal risk assessment can be 
daunting. Those of us who work in the 

Executive Summary

You can conduct a compliance risk assessment a number of ways, ranging from 
informal subjective determination of risks by the compliance officer/team, to a 
formal, sophisticated, analytic assessment conducted by an external consultant 
or internal auditors. The approach will depend on the organization’s structure, 
business model, current financial status, and leadership support, among other 
factors. 

It is important however, that you carry out a periodic risk assessment. It is 
noteworthy that various government agencies have indicated in compliance 
guidance and other communications that assessment of risk is an expectation of 
healthcare organizations. The article describes one hospital’s approach to conducting 
a compliance risk assessment that turned out to be a useful experience for all 
involved.

The objective is to 
assess whether the 
level of control in 

place for a risk area 
is reasonable and 

appropriate.
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compliance field know that the number 
of regulations is massive, new laws are 
created all the time, and the existing 
laws and regulations continue to change. 
Putting together a comprehensive risk 
assessment tool that included all of the 
risk areas for our organization seemed 
an overwhelming task. So, I engaged a 
consulting firm to help me. 

Develop an effective risk  
assessment tool

Our risk assessment tool consisted of a 
comprehensive list of all applicable rules, 
regulations, accreditation standards, 
business practices, and organizational 
policies and procedures. If you are 
creating your own tool or need to update 
one that exists, a good starting point is the 
OIG compliance guidance found on the 
OIG website. The OIG guidance includes 
specific questions to be asked in many 
risk areas. 

Table 1 reflects some of the questions built 
into our tool for anti-kickback and self-
referral regulations.

Different strokes for different folks

Various approaches can be used 
to conduct a risk assessment. Each 
approach should be tailored to the needs 
of your organization. One approach is to 
have the Compliance Officer and/
or compliance team perform the 
risk assessment, based on their 
understanding of the organization’s 
risks. The Compliance Committee or 

another leadership committee can review 
the assessment results for additional 
input. I used this as the process for 
the first few years of our compliance 
program.

A different approach was employed 
when our first formal risk assessment 
was performed. The compliance team 
felt a better way would be to actively 
involve the leadership in conducting 
the assessment. Our compliance team 
presented this approach to the director-
level leadership to obtain their buy-in and 
support.

Our first step was to update the assessment 
tool to reflect the latest OIG Work Plan 
items and any new regulatory actions. 
Then, the Compliance Manager met with 
each of the directors of key departments. 
The Compliance Manager had a discussion 
with each director concerning their 
thoughts on the risks; explained how the 
assessment worked; and reviewed the 
compliance risks identified on the tool. The 
tool was left with the directors to work on 
with their staff. Each tool was completed 
by ranking each risk.

Score for impact, likelihood, and 
stage of completion

Our organization evaluated risk on the 
basis of impact, likelihood, and stage of 
completion. Our risk tool used a 1–5-point 
scoring scale (any other scale that will 
provide enough of a numerical range to 
categorize risks will work, too). Scoring 
should provide the ability to segment risks 
into low, moderate, and high components. 
In addition to scoring by the three 
descriptors (see below), it is also helpful to 
gather information regarding the functional 
risk area and the person responsible for risk 
mitigation. The information will be useful 
in future discussions and when developing 
action plans. 

Score descriptors: 

Impact: What is the potential impact? 
(compliance, financial, safety, 
reputation, etc.) Assign risk using the 
numerical scale. 

Likelihood: What is the probability of 
the risk occurring? Assign risk using 
the numerical scale. 

The OIG has published 
guidance for the following 
sectors of healthcare:  

• Hospitals 

• Home health agencies

• Laboratories

• Third party medical billing 
companies

• DME/prosthetics/orthotics/
suppliers

• Hospices

• Medicare+Choice organizations

• Nursing facilities

• Small group physician practices

• Ambulance suppliers

• Pharmaceutical manufacturers 

Table 1: Risk Assessment Tool Questions

Anti-Kickback and Self-Referral Rules

Is there a comprehensive list of all financial relationships with potential referral sources, such as:

• Payments to physicians for specified services like medical directorships?

• Consulting services and physician recruitment?

• Leases of office space and/or equipment to or from referral sources?

Are written and signed contracts in place for all of the above noted financial relationships with 
referral sources? 

Do all of the hospital’s contracts and arrangements with referral sources comply with physician 
relations’ guidance including a review of whether the arrangement has: 

• The potential to interfere with or skew clinical decision making?

• The potential to increase costs to the federal health care program, beneficiaries or enrollees?

• The potential to increase the risk of overutilization or inappropriate utilization?

• The potential to raise patient safety or quality of care concerns?

Are policies and procedures in place to help identify and avoid contracts and financial arrange-
ments that are designed to induce referrals that violate the anti-kickback statute, Stark physician 
self-referral law, and similar federal and state statutes?

Are courtesy discount policies set in compliance with anti-kickback statutes? List any courtesy 
discounts provided.

Provision of free or discounted goods and services, including the provision of free staffing, 
space and/or supplies?

Is the appropriateness of providing any free or discounted services documented?

Have all relationships with referral sources been reviewed for compliance with safe harbor 
regulations?

Are all referrals and consultations properly documented?

Are audits conducted? If so, what type and how often?

Are monitoring systems in place? If so, what are they?

Have all staff/management (who are responsible for overseeing the physician contracting pro-
cess) been educated on Physician Transaction Policies and Procedures?
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Stage of Completion: Select the state of 
the current processes in place to reduce 
or mitigate risk for each specified issue. 
Assign risk using the numerical scale:

• Not Started

• Just Started

• Mid-Way

• Near Completion

• Completed

Risk definitions: 

Low Risks: Should receive attention, 
but will not need immediate action. 
Degree of risk appears reasonable; 
however, opportunities may exist to 
reduce risks further.

Moderate Risks: Requires attention, but 
do not immediately pose a risk. Action 
is needed in order to reduce risks to a 
more desirable level.

High Risks: Requires immediate 
attention and corrective action. Degree 
of risk is unacceptable and poses 
signification risk to the organization.

Functional Unit: Select the functional 
area(s) affected:

• C = Compliance

• F = Finance

• O = Operations

Person responsible & specific measures 
to ensure compliance: Assignment of 
responsibility and work plan to mitigate 
risks. 

One of the lessons learned from this 
process was that it is better to have 
the compliance individual rank the 
risks separate from the operational/
financial managers. The two scores can 
then be averaged. The reason for this is 
that sometimes operational leadership 

believed a compliance risk was not as 
high as the compliance manager thought 
the risk was. By averaging the two scores 
I believe a better result can be attained.

Risk scores and mitigation plan

To determine the final score for each line 
item, an average was calculated from the 
scores for ‘impact, ‘likelihood’, and ‘stage 
of completion’. The 10 highest risks (those 
with the highest average scores) were 
identified as well as the second 10 which 
were entitled ‘moderate’ risks. 

For each of these high risks, the 
previously identified responsible person 
was asked to develop an action plan 
to mitigate the risk accompanied by a 
timeline. The risk score and the mitigation 
action plans were presented to the 
Compliance Committee for their input on 
prioritization of resources, accountability, 
and timelines. 

A presentation was then made to the 
Board Compliance Committee (BCC), 
highlighting those risks that would be a 
focus for the current year. Our rationale 
for delaying addressing some risks 
until a later time was also part of the 
presentation.

The BCC was confident with the 
risk assessment process due to the 
collaboration between the compliance 
and operational areas. They obtained 
assurance that the plans were reasonable 

and appropriate because they were based 
on the organization’s priorities and 
resources.

Summary

A compliance risk assessment can be very 
useful for all healthcare organizations 
because the process can:

• Bring departments together to 
work towards a common goal. Help 
leadership and staff understand the 
risk areas. 

• Provide an opportunity to discuss 
how to best minimize risks.

• Ensure accountability and recognition 
for all efforts.

It is important for every organization 
to think about the key departments 
whose skills would enhance the risk 
assessment process. These will likely 
include compliance, internal audit, 
quality, legal counsel, operational 
leadership, financial leadership, and 
perhaps others. 

Once this process is initially completed, 
leadership and staff will become 
more knowledgeable about risks the 
organization needs to address, and they 
are more prepared to participate in the 
process in successive years.

Julie Hamilton, MBA, CHC is the owner and 
managing partner of Integrity First Consult-
ing (i1C). Ms. Hamilton’s consulting business 
is focused on assisting healthcare organiza-
tions with building, implementing, and 
managing their compliance programs. Prior 
to starting her consulting business, she served 
as the Corporate Integrity/Compliance Officer 
at a comprehensive cancer center/hospital in 
Seattle. She is based in Boston, MA and you 
can reach her at 206-300-5791 or at julie@
i1consulting.com. NP

Various approaches 
can be used to conduct 

a risk assessment.

The early bird might get the worm, but the second mouse gets the cheese. 
Anon


