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The Culture Thing
Boards fall short on their oversight role
By Marianne M. Jennings, JD

M
y youngest son, a college senior, is out and 
about looking for a job. During one interview, 
a recruiter showed him the company’s five core 
values. My son looked at the five values and 

noted that “Ethics” was one of them. He perked up because, 
as he and his siblings phrased it, “Mom does ethics stuff for a 
living.” With “ethics stuff” flying about in the household over 
the years, he had picked up enough to ask questions.

However, when the recruiter reached that value in her 
discussion of the company’s five core values, my son learned 
that ethics was not truly a core value. “Ethics,” the recruiter 
said, then paused, and finally added, “Don’t worry about this 
one. That’s just something managers and leaders talk about.”

My son puzzled over that one for days. Does it mean he will 
not have to worry about ethical conduct if he goes to work 
for this company? Does it mean employees do what they 
want because managers and leaders only talk about ethics? 
Does it mean employees think ethics at the company are a 
joke? Does it mean the company gives lip service to ethics 
for PR purposes?

My son had many questions, questions he never asked 
because he knows enough to spot danger and run the other 
way. Despite their aggressive recruiting, he headed in a 
different direction.

In an interview with another company the recruiter asked 
my son if he had any questions. My son responded, “How 
is the ethical culture at your company?” The recruiter 
responded, “What do you mean? Do we like do shady 
stuff?” My son explained he wanted to know whether, as 

a supervisor, he could talk about ethical issues, discipline 
employees for ethical breaches, and raise concerns if they 
came up.

The recruiter said, “Good question. You probably should ask 
that question when you get to the general manager level of 
interviews.” In this company, ethics and ethical culture are for 
the higher-ups to handle.

The insights my son gained during his job search run parallel 
to the insights that have been showing up in the business 
press over the past few months as the higher-ups wake up 
to the notion of ethical culture, not just ethics on paper.

The Wall Street Journal published an article entitled, “Boards 
Wake Up to Company Culture.”1 The funny part is the study 
by the National Association of Corporate Directors (NACD) 
that concludes boards need to monitor corporate culture as 
“vigilantly as they do risks.”

Therein lies the confusion. Just as the recruiters were 
confused about or detached from ethics, so also are the 
researchers for the NACD study. Ethical lapses are one of 
the highest forms of corporate risk. They are not actions 
to be monitored like risk; they are the risk. Just ask Wells 
Fargo. Or Uber. Or SoFi. Or—well, the list goes on, and my 
book The Seven Signs of Ethical Collapse2 described and 
documented the components of an ethically risky culture 
nearly a decade ago.
1 www.wsj.com/articles/after-uber-boards-wake-up-to-company-

culture-1507046401

2 www.scu.edu/ethics/focus-areas/business-ethics/resources/seven-signs-of-
ethical-collapse/
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Effective board oversight of the risk of ethical lapses 
requires intervention, early and often. Boards simply do not 
understand or use the tools, skills, and information available 
that would allow them to intervene before the indictments, 
the security breaches, or the fraud in sales. Boards do a 
crackerjack job (for the most part) once the company has 
newspaper-headline problems.

Witness the board at Whirlpool—Johnnies-on-the-
spot once the Justice Department started investigating 
antitrust violations. The Wells Fargo board is making all 
kinds of changes after terminating 5,300 employees for 
making up new accounts to meet their sales goals. And 
Uber, well, that board got itself a new CEO following 
sexual harassment suits.

Too little, too late. These boards had opportunities to spot 
the signs of ethical lapses percolating. Even without the 
inside information board members have, the signs are 
detectable by an outsider with an annual report and a 
couple of interviews here and there.

Limited space precludes going through all seven signs in the 
book, but a look at a few of the signs as applied to headline 
cases offers some guidance on what boards should be 
monitoring in order to understand their cultures.

That iconic CEO problem
CEOs in organizations that end up in the headlines for 
ethical issues (that too often ripen into legal issues) have 
one telling thread in common: they are iconic. How they get 
to that label of iconic may differ, but they do arrive. One sure 
path is for the CEO to also serve as chairman of the board. 
The board will struggle to investigate or rein in its own boss.

Even worse is the situation in which the CEO is the chairman 
and the majority shareholder. American Apparel went into a 
tailspin as its board tried to remove a CEO/chairman whose 
conduct would have made Hugh Hefner blush. Uber’s 
former CEO/co-founder was also a tough leader to dislodge, 
and all while the company struggled with everything from 
sexual harassment charges to federal investigations.

Jamie Dimon at Chase has remained in the dual role 
despite the series of problems with trading losses and other 
regulatory issues that took years to resolve.

Equifax’s Richard Smith was chairman and CEO when 
a security breach that exposed 143 million consumers’ 
personal data occurred, a breach that occurred despite 
warnings from analysts a year before. Harvey Weinstein 
was fired by the board of the company he chaired and 
co-founded, along with his brother, after decades of 
settlements with women who accused Mr. Weinstein of 
sexual harassment.

Other CEOs gain their iconic status through the performance 
of their companies and resulting fawning from the 
business press. Al Dunlap at Sunbeam, most of the senior 
management team at Enron, Dennis Koslowski at Tyco, 
Jack Welch at GE, Bernie Ebbers at WorldCom—the list is 
long. Board deference to the image of their CEOs thwarts 
supervision and clouds board members’ judgment on the 
CEOs’ actions and behavior.

Ethical lapses are one of the 
highest forms of corporate risk.

Boards should implement controls on CEOs for their own 
good. Simple controls that rein in behaviors and save the 
CEOs from abuses of the power they wield include regular 
audits of everything from travel expenses to private flights 
(and what companies hold the private flights contracts), logs 
of meetings (when, with whom, length), and email reviews. 
Other general organizational changes (covered below) also 
serve to rein in the iconic CEO.

Precursor issues
No organization ends up in the headlines for an ethical lapse 
as just a one-time thing.

Warren Buffett explained the headline issue as but one of 
many issues in the culture: “What you find is there’s never 
just one cockroach in the kitchen when you start looking 
around. Anytime you put focus on an organization that has 
hundreds of thousands of people. . . You may very well find 
that it wasn’t the one who misbehaved that you find out 
about.”3

3 www.cnbc.com/2017/08/30/warren-buffett-on-wells-fargo-theres-never-just-
one-cockroach-in-the-kitchen.html

If it sounds too good to be true, it is too good to be true.
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Board members should, therefore, monitor all regulatory 
issues, no matter how minor the breach. When the company 
has a regulatory issue, the CEO (and other officers) should 
be accountable for the misstep. One of the more interesting 
headlines following the Equifax announcement of the 
143-million security breach was, “Equifax Board Weighs 
Clawbacks.”4 The headline for a board in control should have 
been, “Equifax Announces Clawbacks.”

Boards should implement 
controls on CEOs for 
their own good.

A board on top of issues also knows when and how to take 
definitive enforcement steps. Those enforcement steps are 
the mark of the organization’s integrity. Those enforcement 
steps are evidence for employees what it means when the 
value of “ethics” is supposed to be part of the culture.

How are you so far ahead?
Boards should be closely following industry stats and media 
coverage. For example, Wells Fargo had an average of 6.1 
products per customer. The banking industry average was 
2.7 products per customer. Wells had a mantra of “Go for 
Gr-eight!” an indicator of the goal of reaching eight products 
per customer.

A board member who seeks to understand what the bank’s 
culture looks like would ask, “Are we almost three times as 
good as any other bank out there on getting customers to 
buy products? How are we making these numbers?” That the 
company is doing better than any competitor is not the time 
for board members to relax and enjoy. When a company 
is doing better than any competitor is the time to ask 
questions and understand what is happening in the culture.

In healthcare, boards should review surveys from patients, 
employee engagement surveys, and even take a peek at 
websites that post anonymous reviews from patients and 
employees. The numbers are the least important part of the 
surveys. The comments are the most telling. For example, 
most companies that have made the headlines for ethical 
lapses have previous year surveys that nearly always have an 
employee or patient describing the problem that made the 
headlines.

For the most part, that one comment was dismissed as 
a one-time, one-employee issue. Therein lies the error. 

4 http://quotes.wsj.com/bond/BX/TMUBMUSD10Y

Assume the comment is true and follow up accordingly. 
For example, at Wells Fargo in 2004, 680 employee reports 
indicated that employees were gaming the system on the 
bank’s compensation plan that rewarded employees for new 
accounts and new account services obtained during the 
quarter.

Evaluations and compensation
A study by the Bureau of Labor Statistics found that the number 
of injuries reported to the Department of Labor are 24–49 
percent lower than the number of worker compensation claims 
made by the same organizations. The measurement in most 
compensation plans is based on the Labor measurements (lost 
work day, all injury rate, etc.). However, a significantly higher 
number of employees are injured as reflected by the actual 
workers compensation claims.

Be careful what you incentivize. You will get reported results, 
but the numbers may not be real. If employees always meet 
their numbers under performance and incentive plans, you 
have not reached the time to relax. You have reached the 
time to ask, again, “How are they getting these numbers?”

A board’s work here is three-fold. If it sounds too good to 
be true, it is too good to be true. Dig deeper on the results. 
Begin by questioning the metrics: Is the bar set too low? 
How are we reaching the goal each time? Then, follow with 
introspection: Is what we are measuring a realistic indication 
of what we are trying to achieve?

Board members should monitor 
all regulatory issues, no matter 
how minor the breach.

For example, what you really want is a safe workplace. What 
you are measuring is injuries, as classified, screened, and 
reported by those who stand to benefit if the numbers are 
low. What might be a more realistic measure is one that gets 
at prevention of the injuries.

Measure safety by every injury being reported, along with 
an analysis for how the injury occurred and thoughtful 
suggestions for prevention. Once the number of thoughtful 
reports and their implementation reaches a goal number, 
release the bonus pool. As the suggestions are implemented, 
determine whether the number of injuries is declining. You 
are measuring the conduct that will reduce the number of 
injuries.
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system to the house allows the alarm company to provide 
an alert as soon as the burglar intrudes.

The home alarm might not stop the theft. However, the 
alarm does allow the homeowner to respond more promptly 
and put corrective measures in place. The SOC would 
serve a similar purpose for the organization’s cybersecurity 
environment.

Not only will this type of example provide board members 
with an understanding of the purpose and benefit of the 
SOC, the analogy can provide a way for them to remember 
the discussion. The retained understanding will permit 
them to recall the discussion more readily if questions 
arise from outside parties about their knowledge of the 
cybersecurity risk.

Documented involvement
Another factor for consideration is how the board’s 
involvement in the oversight of cybersecurity program is 
documented. This can prove to be either highly beneficial or 
highly detrimental in demonstrating the board’s oversight. 
The documentation will often appear in the minutes of the 
board meetings.

Minutes that reflect discussion of the information security 
risks and recommendations for addressing those risks over 
a period of years and multiple meetings but a lack of action 
could be problematic. A “sustained or systematic failure” of 
the board to exercise oversight may be demonstrated by the 
lack of documented action.

Alternatively, if the minutes reflect a robust discussion 
of the risks and possible solutions with action items for 
implementing those solutions, this would be viewed as 
evidence of the good faith oversight required of directors. 
The case law around director liability provides clarity that 
if the director acted in good faith, even if the decisions are 
later discovered to be faulty, a breach of duty likely did not 
occur.

Conclusion
Cybersecurity risks in healthcare are only continuing to 
grow. It is imperative that organizations, particularly their 
governing bodies, understand that cybersecurity is an 
enterprise risk, not just an IT issue. Getting the board’s 
attention for this issue can be difficult. Helping them 
understand they could be personally liable for not addressing 
key risk areas like cybersecurity can be a helpful motivator.

Presentations by CISOs and internal auditors to boards 
must be in terms that are understandable and that allow 
those in leadership roles to make informed decisions. 
When discussing cybersecurity with the board and senior 
leadership, you should avoid jargon to the extent possible. 
Layperson terms and relatable analogies—the simpler 
the better—should be used to make presentations and 
discussions more easily understood. 

The CISO and auditors need to 
present cybersecurity information 
in easily understood terms.

Thoughts in conclusion
My son experienced his ethical epiphany because the two 
companies did not have leadership, either management 
or boards, that were monitoring their ethical culture. The 
concept of ethics through application did not exist. Ethics was 
not tied to business. Ethics was a peripheral, idealistic value.

Those serving on boards should be providing the leadership. 
Employees are not touched by ethics because their jobs 
are their jobs and ethics are ethics and ne’er the twain shall 
meet. Until ethics are part of compensation, measurements, 
and enforcement, the recruiters will continue to be 
flummoxed when a new generation wants to know what 
kind of a culture they would be joining. And the risk that 
comes with ethical lapses remains. 
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