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Feature

Establishing the Foundations:  
Effectively Assessing and Reporting 
Monitoring Procedures

Background and Introduction

For monitoring to provide supported 
conclusions on control effectiveness, it 
must be based on three broad elements 
(see Chevron diagram)1. 

Part 1 of this series focused on the first 
element Establishing the Foundations: 
Effectively Monitoring Internal Control 
Systems, Vol. 28, no. 3. In that article, we 
discussed that an effective monitoring 
internal control system is vital to 
protecting a healthcare organization 
from unnecessary risks. Effective 
monitoring allows organizations to gain 
reasonable assurance that their internal 
control systems continue to operate 
effectively over time, and that internal 
control deficiencies are identified and 
communicated in a timely manner to the 
appropriate parties, management and/
or the Board of Directors as appropriate.2 
Monitoring evaluates the internal 
control system’s ability, in its entirety, to 
manage or mitigate meaningful risks to an 
organization’s objectives. 

Part 2 of this series focused on the 
second element, Establishing the 
Foundations: Designing and Executing 

Monitoring Activities Effectively, Vol. 28, 
no. 4, and discussed that to implement 
effective monitoring, organizations need 
to: 

• identify and prioritize meaningful 
risks, 

• identify controls to address those 
risks, 

• identify persuasive, reliable, timely 
information to support those controls 
and finally, 

• identify ongoing monitoring and 
specific evaluation procedures to 
assess the effective operation of the 
control.

Properly designed and executed 
monitoring provides persuasive 
information to evaluators regarding the 
internal control system’s effectiveness 
and identifies and communicates 
internal control deficiencies in a timely 
manner to those parties responsible 
for taking corrective action.3 This also 
allows the organization to correct 
control deficiencies before they 
materially affect the organization’s 
ability to achieve its objectives.

In Part 3 of the series, we will finally 
look at the third element: Assessing and 
Reporting the results of Monitoring. In this 
article, we will first provide a summary 
of COSO’s Guidance on Monitoring Internal 
Control Systems (the Guidance) specific 
to assessing and reporting monitoring 
procedures effectively. The second part of 
this article will demonstrate how example 
healthcare organizations have effectively 
reported monitoring procedures and 
results. 

Assess and Report Results

Monitoring includes reporting results to 
the appropriate people to either confirm 
expectations already established, or 
bring to light deficiencies for possible 
corrective action. Principle 20 of COSO’s 
2006 Guidance (Reporting Deficiencies) 
identifies three attributes that specifically 
address the role of monitoring when 
deficiencies are identified4:

• Report findings

• Report deficiencies 

• Correct problems on a timely basis

These three attributes reinforce the 
need for the right people to receive 
the information, so that action can be 
taken to correct the deficiency and 
management can provide sufficient 
oversight to ensure corrective action has 
been taken5.

The Guidance discusses assessing and 
reporting the results of monitoring 
in three steps: (1) Prioritizing and 
Communicating Results, (2) Report 
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1The Guidance primarily focuses on the three elements described in each our articles. However, the Guidance also describes “Other Considerations” and organizations 
should determine how these “Other Considerations” impact their monitoring activities. The “Other Considerations” described in the Guidance include: Monitoring 
Controls Outsourced to Others, Formality and Level of Documentation, Scalability of Monitoring and Assessing the Effectiveness and Efficiency of Monitoring.

2COSO Guidance on Monitoring Internal Control Systems (2009).
3COSO Guidance on Monitoring Internal Control Systems (2009), Volume I, paragraph 73.
4COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 94.
5COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 95.

Editor’s Note

This is the third of a three-part series of articles that summarizes the newly issued 
COSO Guidance on Monitoring Internal Controls Systems (2009) with specific 
reference to healthcare internal auditors and provides examples from healthcare 
contexts. Part 1 focused on establishing the foundations of monitoring internal 
control systems. Part 2 dealt with designing and executing monitoring procedures 
effectively. Part 3, which is presented here, will cover how the findings from 
monitoring activities are assessed and reported for timely action.
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Internally, and (3) Report Externally. 
These steps are summarized below.

1. Prioritize and Communicate Results

Consistent with Principle 20 of COSO’s 
2006 Guidance, monitoring includes 
identifying potential control deficiencies 
and communicating them to the right 
people in a timely manner.6 Prioritizing 
the control deficiencies identified from 
monitoring procedures can help with 
the reporting process and determining 
possible corrective actions. An 
organization can chose to use a formal 
mechanism or more informal process of 
reporting. Regardless of the mechanism 
used, there are several factors that 
may influence the prioritization of the 
identified deficiencies, including:

• The likelihood that the deficiency will 
materially affect the achievement of 
an organizational objective

• The effectiveness of compensating 
controls

• The aggregating effect of multiple 
deficiencies7

There are many factors organizations 
consider when determining who 

prioritizes the deficiencies. However, the 
factor that matters the most is that the 
person who performs the prioritization 
process is competent and objective.8

2. Report Internally

Reporting protocols vary depending 
on the purpose of the monitoring 
activities conducted and the severity of 
the identified deficiencies. Generally, 
results related to the evaluation of the 
internal controls over the organization’s 
entity-wide objectives are reported to 
senior management and the board.9 In 
situations where the monitoring only 
relates to a part of the organization, 
reporting may be limited to the 
management personnel for whom the 
goals are relevant.10

In any case (except, perhaps, where 
fraud is suspected), control deficiencies 
should be reported to the person directly 
responsible for the control’s operation 
and to management that has oversight 
responsibilities and is at least one level 
higher.11 Following this reporting process 
helps to ensure the appropriate person gets 
the necessary information to correct the 
control operation and that objective people 
are involved in the severity evaluation and 

follow-up. If a control deficiency is severe 
enough, it may warrant discussion with 
the board. The level of severity that would 
warrant this type of reporting should be 
discussed between management and the 
board in advance.12

In situations where fraud is suspected, 
reporting should occur to higher levels, 
including senior management and the 
board, as appropriate, and not to the 
person directly responsible.13

3. Report Externally

A properly designed and executed 
monitoring program provides persuasive 
information that the internal control 
system operated effectively at a point 
in time or during a particular period 
and as a result, helps to support 
external assertions or certifications.14 An 
organization subject to external assertion 
requirements may design and execute 
monitoring activities differently than one 
who isn’t required to report publicly.15

External reports that assert as to the 
effectiveness of an internal control 
system may need to withstand scrutiny 
by outsiders who (1) do not have 
management’s implicit knowledge of 
controls, and (2) require enough persuasive 
information to form their own opinions 
about the effectiveness of internal control.16 
As a result, an organization may chose 
to compare its scope with the needs of 
external parties to ensure that all parties 
understand the monitoring information 
available, enabling them to maximize 
its use. In some instances, modifying 
the monitoring program may be needed 
or beneficial to the organization when 
external reporting is required. When 
working with external parties, the most 
effective approach may be to implement a 
more objective monitoring process, such 
as using evaluators with a higher degree 
of objectivity or increasing the use of direct 
information. This will make the external 
party’s work more efficient.17

The decision to use indirect rather than 
direct information in the monitoring 
program could involve a cost-benefit 

6COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 96.
7COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 96.
8COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 97.
9COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 98.
10COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 99.
11COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 100.
12COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 100.
13COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 101.
14COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 102.
15COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 103.
16COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 104.
17COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 104.
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evaluation with respect to external 
party requirements. For example, if an 
organization’s external auditors decide 
to evaluate the design and operating 
effectiveness of certain controls, the use 
of direct information in monitoring those 
controls may provide sufficient information 
for the auditors to use the results as support 
for their audit conclusions. However, if the 
organization uses indirect information, the 
independent auditors may need to perform 
their own test using direct information, 
possibly increasing the cost of the audit. For 
that reason, the organization may want to 
consider the overall costs involved both in 
monitoring and supporting any third-party 
evaluations when designing its monitoring 
procedures.18

Applicability to Healthcare Industry
The next section of this article is intended 
to provide an overview of how example 
healthcare organizations have assessed 
and reported results.

1. Prioritize and Communicate Results

Going back to the Guidance, prioritizing 
the control deficiencies identified from 
monitoring procedures can help with 
the reporting process and determining 
possible corrective actions. An 
organization can chose to use a formal 
mechanism or more informal process for 
prioritization and communication. In 
Table 1, two organizations of differing 
size and complexity implemented 
different approaches to prioritizing and 
communicating results.

In the first example, Internal Audit at 
a mid-sized health system classifies 
control deficiencies identified during the 
course of an audit as Minor Deficiencies, 
Reportable Deficiencies or Significant 
Deficiencies. The organization’s 
communication structure for 
communicating deficiencies requires that:

• Minor Deficiencies—are reported at 
the end of each audit, in detail to the 
manager responsible for the control.

• Reportable Deficiencies—are reported 
at the end of each audit, in detail to the 
manager responsible for the control 
AND to the senior-management team 
and on a quarterly basis, in summary 
to the Audit Committee.

• Significant Deficiencies—are 
reported at the end of each audit, in 
detail to the manager responsible 
for the control AND to the senior-
management team and on a quarterly 
basis, in summary to the Audit 
Committee.

This approach enables the organization to 
move quickly, and with greater resources 
if necessary, addresses deficiencies 
that may have the greatest effect on 
organizational objectives. 19 Since Internal 
Audit is performing the evaluations, 
the organization is using a competent 
and objective source for these separate 
evaluations.

In the second example, a small, rural 
hospital, has implemented a less 
formal approach to prioritizing and 

communicating results than the mid-
sized health system in the first example. 
The hospital does not have a formal 
control-deficiency prioritization protocol, 
but it does track issue identification and 
resolution through a “Corrective Action 
Status” report that is updated continuously 
and reviewed at the monthly management 
meeting. This approach is flexible enough 
to allow the results of monitoring to be 
communicated to the proper levels quickly 
and accurately.20 Deficiencies that have 
the greatest effect on the organization are 
identified by the management team and 
acted upon.

2. Report Internally

As previously discussed, reporting 
protocols vary depending on the 
purpose of the monitoring activities 
conducted and the severity of the 
identified deficiencies. In Table 2, two 
organizations of differing size and 
complexity implemented different 
approaches to reporting results 
internally.

In the first example, Internal Audit at 
a mid-sized health system logs, tracks 
and communicates all identified control 
deficiencies and assesses their impact 
to the organization. Control deficiencies 
are reported to the management team 
responsible for the audited department or 
location. Executive management and the 
Audit Committee receive quarterly status 
updates. This approach helps ensure 
that the right people are aware of control 
deficiencies and improves the likelihood 

Table 1: Examples of Prioritizing and Communicating Results for Healthcare Organizations

Prioritize and Communicate Results

Company Type Risk/Issue Response Example

Mid-Sized Health System

Prioritizing control deficiencies 
based on severity can make the 
correction of deficiencies more 
effective and efficient.

Established grading scale and 
reporting protocol for identified 
deficiencies.

Internal Audit classifies control 
deficiencies identified during the 
course of an audit as:  
1) Minor Deficiencies,  
2) Reportable Deficiencies or  
3) Significant Deficiencies.

Each classification has a required 
communication protocol.

Small, Rural Hospital Track and continuously update is-
sue identification and resolution.

Management tracks issue identi-
fication and resolution through a 
“Corrective Action Status” report 
that is updated continuously and 
reviewed at the monthly manage-
ment meeting.

18COSO Guidance on Monitoring Internal Control Systems (2009), Volume II, paragraph 107.
19COSO Guidance on Monitoring Internal Control Systems (2009), Volume III: Examples, pg. 23, example 34.
20COSO Guidance on Monitoring Internal Control Systems (2009), Volume III: Examples, pg. 60, paragraph 24.
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that such deficiencies will be properly 
addressed. 

For this same mid-sized health system, 
the management team works with 
Internal Audit to develop a remediation 
plan, if necessary. An individual within 
the department is assigned responsibility 
for remediation of specific control 
deficiencies. Internal Audit assigns a 
time frame to each control deficiency 
based on its ranking (See Prioritize and 
Communicate Results Examples in Table 
1). Deficiencies must be remediated 
within the specified time frame, or a 
clear plan must be in place to address 
the deficiency. This helps ensure that 
identified control deficiencies are properly 
addressed.

To take this example further, in Part 2 
of this series21, for the activity “Perform 
charge capture” we identified the 
following key control: 

“An automated charges error report 
is reviewed daily and corrections are 
recorded.” 

When Internal Audit performed a 
separate evaluation of this key control, 
they noted that on eight of the 30 days 
selected for testing, the error report 
was not completed or reviewed. This 
control deficiency was reported to the 
management team responsible for the 
department and management worked 
with Internal Audit to develop a 
remediation plan. This control deficiency 
and remediation plan was reported 
to Executive Management and the 
Audit Committee in Internal Audit’s 

quarterly status update. Ultimately, 
the organization corrected the control 
deficiencies before it materially affected 
the organization’s ability to achieve its 
objectives.

In the larger, more decentralized health 
system in the third example, technology is 
used to help ensure that identified control 
deficiencies are properly addressed. A 
large, decentralized health system utilizes 
a prepackaged tool for internal controls. 
The tool serves as a repository for:

• Control owners to document control 
self-assessments and for other 
evaluators to document the results of 
their monitoring efforts;

• Documentation concerning process 
and control workflows; and 

• Remediation plans, status and 
completion based on management’s 
plan.

The tool also provides senior management 
and the board with a dashboard report 
showing the status of monitoring 
procedures throughout the organization 
and their related results.

3. Report Externally

As discussed in the Guidance and above, 
a properly designed and executed 
monitoring program helps to support 
external assertions or certifications. The 
example in Table 3 below, describes 
one health system’s approach to 
coordinating with their external auditors 
to more efficiently support the auditor’s 
audit.

In this example, Senior Management 
and the Internal Audit Department of a 
mid-sized health system hold an annual 
audit planning meeting with the external 
auditors to:

• Discuss management’s approach to 
the evaluation of internal control over 
financial reporting.

• Consider modifications to that 
approach in areas where doing 
so might increase the external 
auditor’s ability to use the work of 
management and/or internal audit 
in the conduct of their external audit 
procedures.

For example, Internal Audit decided 
to increase its sample sizes of tests of 
key controls in certain areas slightly, 
in order to provide a large enough 
sample to meet the external auditor’s 
needs. This enables management to 
modify monitoring where beneficial 
and increases the likelihood that the 
external auditor can use the results of 
monitoring22.

Conclusion

In summary, the world of healthcare is 
in a constant state of flux, so monitoring 
internal control systems in a healthcare 
organization’s context has special relevance 
for internal auditors and AHIA members. 
Monitoring internal control systems is 
vital to protecting organizations from 
unnecessary risks. 

Effective monitoring allows organizations 
to gain reasonable assurance that their 

21Forrest Frazier, Jay Brietz & Jessica Dill. “Establishing the Foundations: Designing and Executing Monitoring Activities Effectively”. AHIA New Perspectives, December 2009
22COSO Guidance on Monitoring Internal Control Systems (2009), Volume III: Examples, pg. 24, example 35..

Table 2: Examples of Internal Communication for Healthcare Organizations

Report Results Internally

Company Type Risk/Issue Response Example

Mid-Sized Health System

Control deficiencies should be 
reported to appropriate personnel.

Established reporting protocols 
for identified deficiencies.

Internal Audit logs and tracks and 
communicates all identified con-
trol deficiencies and assesses their 
impact to the organization.

Identified control deficiencies 
should be considered for correc-
tion, and any determined cor-
rections should be implemented 
properly.

Use of a spreadsheet to track and 
report deficiencies.

For this same mid-sized health 
system, the management team 
works with internal audit to 
develop a remediation plan, if 
necessary.

Large, Decentralized Health 
System

Use of a monitoring-status track-
ing tool and dashboard report.

Health system utilizes a prepack-
aged tool for internal controls.  The 
tool serves as a document reposi-
tory and is used for reporting to 
senior management and the Board.
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internal control systems continue to 
operate effectively over time and that 
internal control deficiencies are identified 
and communicated in a timely manner to 
the appropriate parties, management or 
the Board of Directors as appropriate.23 
Monitoring evaluates the internal control 
system’s ability, in its entirety, to manage 
or mitigate meaningful risks to an 
organization’s objectives. 

Additionally, monitoring can improve the 
organization’s overall effectiveness and 
efficiency by providing timely evidence 

of changes that have occurred, or might 
need to occur, to the design or operation 
of internal control. With their often 
decentralized and highly complicated 
operations, and growing use of information 
technology, healthcare organizations stand 
to benefit greatly from a robust monitoring 
controls program. In doing so, it assists with 
the correction of control deficiencies before 
they materially affect the organization’s 
ability to achieve its objectives.

To assist with the monitoring process, 
management must be engaged and 

expected to exercise reasonable judgment 
in determining the optimal approach to 
monitoring. Once control deficiencies are 
identified, they should be evaluated as 
to their severity, reported to appropriate 
personnel, and considered for corrective 
action.
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Table 3: Examples of External Communication for Healthcare

Report Results Externally

Company Type Risk/Issue Response Example

Mid-Sized Health System
External auditor requirements 
may lead to avoidable duplication 
of efforts.

Benefits of joint planning between 
the organization and the external 
auditor.

Senior Management and the 
Internal Audit Department of a 
medium-sized health system hold 
an annual audit planning meeting 
with the external auditors.

23COSO Guidance on Monitoring Internal Control Systems (2009).
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Imagination is more important than knowledge.
~Albert Einstein




