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Background and Introduction
In Part 1 of this series, “Establishing 
the Foundation for Monitoring Internal 
Control Systems Effectively,” we 
discussed that an effective monitoring 
internal control system is vital to 
protecting a healthcare organization 
from unnecessary risks. Effective 
monitoring allows organizations to gain 
reasonable assurance that its internal 
control systems continue to operate 
effectively over time and that internal 
control deficiencies are identified and 
communicated in a timely manner to the 
appropriate parties, management and/
or the Board of Directors as appropriate.1 
Monitoring evaluates the internal 
control system’s ability, in its entirety, to 
manage or mitigate meaningful risks to an 
organization’s objectives.

Additionally, monitoring can improve 
the organization’s overall effectiveness 
and efficiency by providing timely 
evidence of changes that have occurred, 
or might need to occur, to the design 
or operation of internal control. With 
their often decentralized and highly 
complicated operations and ever-
expanding use of complex information 

technology applications, healthcare 
organizations stand to benefit greatly 
from a robust monitoring controls 
program.

The first part of this article provides 
a summary of COSO’s Guidance on 
Monitoring Internal Control Systems 
(the Guidance) specific to designing 
and executing monitoring procedures 
effectively. The second part of this article 
will demonstrate how an example 
healthcare organization has effectively 
implemented monitoring procedures. 

Designing and Executing 
Monitoring Procedures (Adapted 
from COSO Guidance on 
Monitoring Internal Controls)

According to the Guidance, the design 
and execution of monitoring procedures 
can be implemented using a four-phased 
approach:

Prioritize Risks1. 

Identify Key Controls2. 

Identify Persuasive Information3. 

Implement Monitoring Procedures4. 

This approach is depicted in Figure 1.

1. Prioritize Risks

COSO’s Guidance on Monitoring Internal 
Control Systems, defines meaningful risks 
as those risks that “in a given time frame, 
might reasonably have a consequential 
effect on organizational objectives.” 2 

These meaningful risks are the ones that 
cause your CEO, Board of Directors, CFO, 
Chief Risk Officer and other members 
of the C-Suite to lose sleep at night 
wondering if they have done all they can 
to protect their organization.

The most common method to identify 
and prioritize the meaningful risks to 
an organization’s objectives is through 
a risk assessment. The frequency and 
formality of risk assessment can vary 
greatly among organizations, depending 
on the organization’s size and complexity. 
In an initial risk assessment, you would 
perform a comprehensive analysis of 
meaningful risks at both the entity-level 
and activity-level. The results of the risk 
assessment process will influence the 
type, timing and extent of monitoring3. 

Regardless of the form of the risk 
assessment, the organization should 
assess the inherent risk of the processes 
without regard for the controls in place 
to mitigate the risk. Considering the 
inherent risk apart from the expected 
control effectiveness helps ensure that an 
organization monitors the risks that they 
are concerned about the most. Risk factors 
to consider in your risk assessment include: 

The nature of your organization’s •	
operations (i.e. volume of 
transactions, complexity, 

1 COSO Guidance on Monitoring Internal Control Systems (2009)
2 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 28
3 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 29

Editor’s Note
This is the second of a three-part series of articles that will summarize the newly 
issued COSO Guidance on Monitoring Internal Controls Systems (2009), with 
specific reference to healthcare internal auditors, and provide examples from 
healthcare contexts. Part 1, published in the September issue of New Perspectives, 
focused on establishing the foundations of monitoring internal control systems. 
Part 2, which is presented here, deals with designing and executing monitoring 
procedures effectively. Part 3 will cover how the findings from monitoring activities 
are assessed and reported for timely action.
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materiality, location, centralization/
decentralization)

Extent of changes in operations (e.g. •	
mergers, joint ventures, acquisitions, 
system changes, personnel and other 
changes)

Environmental factors that may •	
increase the need for monitoring 
(e.g. competition, changes in 
technology, supply chain, customer 
base or economy, regulation and 
areas with heightened risk of 
litigation or loss)

Susceptibility to fraud•	 4

We are not proposing a separate 
risk assessment process specifically 
for monitoring as there may be risk 
assessments that your organization is 
already routinely performing that can 
be utilized for monitoring (i.e. internal 
controls risk assessment, internal 

audit risk assessment, Enterprise Risk 
Management risk assessment, fraud risk 
assessment, etc.). However, your ability 
to effectively design and implement 
monitoring controls is dependent on 
having a good prioritized inventory of 
meaningful risks to your organization.

2. Identify Key Controls 

Once you have identified and 
prioritized the meaningful risks to your 
organization, the next step is to “obtain an 
understanding of how the internal control 
system is designed to mitigate these 
meaningful risks, 5 which includes:

Identifying which controls will •	
contribute most to the monitoring 
conclusion (“key controls”) 

Understanding how the internal •	
control system could fail with the 
failure not being detected in a timely 
manner.”  

This is not to imply that these key controls 
are more important than other controls 
in the internal control system, but rather 
to help organizations allocate monitoring 
resources where they can provide the 
most value6—to focus on the key controls 
for the meaningful risks. “Key controls 
often have one or both of the following 
characteristics:7 

Failure of the control could materially •	
affect achieving the control objective, 
but might not be detected in a timely 
manner by other controls

The control might prevent other •	
control failures or detect these 
failures before they become material 
to the organization’s objectives”

Factors to consider when determining key 
controls include: complexity, judgment, 
manual vs. automated, known control 
failures, competence/experience of 
personnel, risk of management override 
and likelihood of control failure detection. 
These factors influence the risk that 
the internal control system will fail to 
properly manage or mitigate a given risk.8 

3. Identify Persuasive Information

Once key controls are selected, you 
can begin the process of identifying 
persuasive information that will support 
your conclusion of whether the key 
controls are in place and are operating 
effectively.9 “To be effective, monitoring 
must evaluate a sufficient amount of 
suitable information. Suitable information 
is relevant, reliable, and timely.”10

“Relevant information tells the evaluator 
something meaningful about the 
operation of the underlying controls.”11 
“Reliable information is accurate, 
verifiable and from an objective source.”12 
“Timely refers to producing and using 
information in a time frame that makes 
it possible to prevent control deficiencies 
or detect and correct them before they 
become material.”13 A sufficient amount 
of suitable information would support an 
accurate conclusion on the internal control 

4 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraphs 56-58
5 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 50
6 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 33, Volume II: Application, paragraph 51
7 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 50
8 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 62
9 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 63
10 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 35
11 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 68
12 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 77
13 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 80

Figure 1
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system’s ability to manage or mitigate 
identified risks.14

When considering the relevance of 
the information, there is a distinction 
between direct and indirect information. 
Direct information is obtained from 
observation, re-performance, or other 
firsthand evaluation15 and confirms 
that a control did or did not operate as 
designed. Generally, direct information 
is highly relevant and can be useful in 
both ongoing monitoring and separate 
evaluations, which are described below in 
the “Implement Monitoring Procedures” 
section.

“Indirect information is any other 
indication of change or failure in 
operation of controls including operating 
statistics, key risk indicators, key 
performance indicators, and comparative 
industry metrics.”16 Indirect information is 
used to identify anomalies that may signal 
a control change or failure that warrants 
additional investigation.17 However, 
indirect information is less relevant than 
direct information as it is less able to 
identify specific control deficiencies18 
For instance, a specific control deficiency 
has not yet resulted in errors significant 
enough to be considered an anomaly and 
thus would not be identified. Regardless, 
indirect information can be valuable 
in monitoring. “The value of indirect 
information depends on the following 
factors: (1) its level of precision, (2) the 
degree of variability in the outcomes, (3) 
the adequacy of the follow-up procedures 
and (4) the length of time since the 
operation of the underlying controls was 

last validated through persuasive direct 
information.”19 

4. Implement Monitoring Procedures

After risk prioritization, key control 
assessment and identification of 
persuasive information, your organization 
will be positioned to implement 
monitoring procedures to gather 
and analyze persuasive information 
supporting conclusions about the 
effectiveness of internal controls. The 
two methods that organizations use for 
monitoring are ongoing monitoring and 
separate evaluations. 

Ongoing monitoring includes regular 
management activities, peer comparisons, 
trend analysis, reconciliations, and 
other recurring operating activities. It 
may also include automated tools that 
electronically evaluate controls and/
or transactions. As they are performed 
routinely, ongoing monitoring can offer 
the first opportunity to identify and 
remediate control deficiencies, often on a 
real-time basis.20 

Separate evaluations use the same 
techniques but they are performed 
periodically instead of routinely and are 
often performed by people other than 
the employee typically involved in the 
operation of the control (i.e. Internal 
Audit). As an objective person performs 
the separate evaluations, they provide 
more objective feedback than ongoing 
monitoring.21 “Separate evaluations also 
provide feedback on the effectiveness of 
the ongoing monitoring procedures.”22 
The frequency of separate evaluations 
depends on the likelihood and/or 
potential significance of a control’s 
failure between evaluations and the 
persuasiveness of the information used 
in monitoring. As the risk/significance of 
control failure increases/decreases, the 
frequency increases/decreases.23

Many organizations use a combination 
of ongoing monitoring and separate 
evaluations through which management 

can validate their day-to-day beliefs 
about control effectiveness and 
have specific evaluations providing 
confirmation of effectiveness. 
Management may need to adjust scope 
and frequency of separate evaluations 
depending on feedback from both 
ongoing monitoring and separate 
evaluations.24

A major component of implementing 
monitoring is assessing and reporting of 
results (internal and external reporting). 
We will focus on reporting in the third 
article in this series.

Applicability to Healthcare Industry

The remainder of this article is intended 
to provide an overview of how an 
example healthcare organization has 
effectively designed and executed 
monitoring procedures, using the four 
phases summarized above.

1. Prioritize Risks

Going back to the Guidance, the first 
step in designing and executing effective 
monitoring procedures is to identify 
and prioritize risks. For healthcare 
organizations, examples of meaningful 
risks typically include: 

Revenue recognition (especially •	
estimating contractual allowances for 
doubtful accounts) 

Capitalization of costs•	

Insurance-related risks (e.g., self-•	
insurance, captives, etc.) 

Valuation of investments and •	
derivatives

Joint ventures and equity method •	
investments

Acquisition accounting•	

HIPAA and other regulatory •	
compliance

In Table 1, the Organization prioritized 
the following risks as having the highest 
inherent risk: determine insurance 
eligibility, obtain pre-certification, collect 
co-pay, and perform charge capture. 

14 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 35
15 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 36
16 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 37
17 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 38
18 COSO Guidance on Monitoring Internal Control Systems (2009), Volume I: Guidance, paragraph 39
19 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 85
20 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 86-87
21 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 88
22 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 91
23 COSO Guidance on Monitoring Internal Control Systems (2009), Volume II: Application, paragraph 90

COSO Guidance on Monitoring 
Internal Control Systems
“An appropriate cost-benefit analysis—
one that weighs the effort to gather the 
information against the ability of the 
information to persuade the evaluator 
that the controls continue to operate 
effectively—is an important part of 
effective, sustainable monitoring.”
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Each of these risks was characterized by 
a high volume of transactions, high or 
moderate materiality, susceptibility to 
fraud and other factors. The Organization 
assessed the inherent risk of the processes 
without regard for the controls in place 
to mitigate the risk. For instance, when 
determining insurance eligibility as a high 
risk process, there was a comprehensive 
control structure in place that is operating 
effectively, but the Organization still 
assessed the risk as high. 

2. Identify Key Controls 

The second step of the Guidance is to 
identify key controls. As “Perform Charge 
Capture” is a common activity to almost 
every healthcare organization and one 
which is commonly understood across 
the industry, we will use this activity 
to further our example of how to apply 
design and execution of monitoring 
procedures. Table 2 below is an excerpt 
from a key controls identification matrix 
for the Perform Charge Capture sub-cycle 
for a healthcare organization.  

As indicated in Table 2, the Organization 
identified the following internal controls 
as key:  Control No. 4 automated charges 
error report is reviewed daily and 
corrections are reconciled and Control 
No. 6 Daily reconciliations are reviewed. 
Control No. 4 was selected as key because 
the effective operation of this control 
would catch errors on a timely basis. 
Control No. 6 was selected as key because 
the effective operation of this control 

would catch errors in other controls 
(Controls No. 2, 3 and 5) on a daily basis.  

Control No. 1 Documented policies and 
procedures exist that require all charges 
to be posted the day service is rendered 
does establish the expectation that all 
charges will be posted timely. If personnel 
know that timely entry is expected, then 
the risk of untimely entry will be reduced. 
However, this control may not identify a 
control failure before it becomes material. 
Thus, Control No. 1 was not identified as 
a key control.

Controls No. 2, 3 and 5 might be 
considered “key”, but the effective 
operation of control No. 6 would catch 
their failure on a timely basis. Therefore, 
these controls are not selected as key 
controls, thus reducing the potential 
to develop unnecessary monitoring 
procedures.  

The analytics in Control No. 7 could 
determine the major reasons for claim 
denials in order for them to be corrected 
and which areas of the practice generate 
the most denials to allow for retraining in 
charge capture. However, these high-level 
analytics would not necessarily assist in 
detecting control failures; thus, Control 
No. 7 was not identified as a key control.

3. Identify persuasive information

The third step of the Guidance is  
to identify persuasive information.  
When determining the persuasiveness 
of the information, it is important  

to consider whether the information is 
suitable (relevant, reliable and  
timely) and sufficient. For each of the 
key controls identified in Table 2  
above, we have shown examples  
of available information in Table 3.

The following commentary describes the 
suitability and sufficiency of the available 
information shown in Table 3.

Suitability and Sufficiency of Available 
Information for Control No. 4

Available Information:  Completed and 
documented charges error report; 
Signature evidencing review by manager 
performed.

Suitability

Relevance c —Reviewing a signed 
approval is the most direct form of 
supporting information available, 
short of witnessing or participating 
in the approval process. 

Reliable c —This available 
information is reliable, because 
the error report is produced 
from a well-controlled computer 
system, and thus is from an 
objective source. The manager’s 
review is performed to ensure 
that information is accurate and 
verifiable.

Timely— c The daily error report 
review by the manager allows 
errors to be detected and 
corrected before they become 
material to the organization. 
Therefore, the available 

Table 1: Activity-Level Risk Assessment for Revenue Cycle of an Example Healthcare Organization

Activities and Processes Volume 
 of 

Transac-
tions

Complexity 
of Process

Materiality Central-
ization  

of Process

Changes in 
Operations

Suscepti-
bility  

to Fraud

Other 
Environ-
mental 
Factors

Overall 
Risk  

Assess-
ment

Patient Admitting

Determine insurance 
eligibility

High Moderate High Low High Moderate High High

Obtain pre-certification High Moderate High Low High Moderate High High

Collect Co-pay High Low Moderate Low High Moderate High High

Generate admission record High Low High Low Low Moderate High Moderate

Maintain Master patient 
index (Masterfile)

High Moderate Moderate Low Low Moderate High High

Perform Charge Capture

Perform Charge Capture High Moderate High High High High High High

Record services revenue in 
general ledger

High Low Moderate Low Low Low Low Moderate
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information is also considered 
timely.  

Sufficiency—•	 The completion of the 
Daily Report of Delayed Charge 
Posting and review by management, 
and a periodic testing by internal 
audit, would provide sufficient 
information to conclude whether the 

internal control system is effective in 
addressing the risk.  

Suitability and Sufficiency of Available 
Information for Control No. 6

Available Information: Completed and 
documented reconciliations; Signature 
evidencing review of manager 
performed.

Suitability•	

Relevance c —Reviewing a signed 
approval is the most direct form of 
supporting information available, 
short of witnessing or participating 
in the approval process. 

Reliable c —A manager’s detailed 
review of the daily reconciliations 
provides the evaluator with reliable 
information, in that the evaluator 
can discern that the information is 
accurate and has been verified.  

Timely— c The daily manager 
detailed review of the 
reconciliations allows errors 
to be detected and corrected 
before they become material to 
the organization. Therefore, the 
available information is also 
considered timely.  

Sufficiency—•	 The performance of the 
daily reconciliation and review by 
management and a periodic testing 
by internal audit, would provide 
sufficient information to conclude 
whether the internal control system is 
effective in addressing the risk.  

4. Implement Monitoring Procedures

The fourth and final step of the Guidance 
is to implement monitoring procedures. 
Based on the persuasive information 
identified, management would 
determine the most effective monitoring 
procedures for each key control. For 
each of the key controls identified in 
Table 2 and discussed in Table 3 above, 
the example healthcare organization 
implemented the following monitoring 
procedures:

Control No. 4 “An automated charges error 
report is reviewed daily and corrections are 
reconciled.”

Ongoing Monitoring Procedure•	 : 
Obtain evidence that the daily 
charges error reports are performed 
and reviewed by management.

Specific Evaluation•	 : Every year, 
Internal Audit selects a representative 
sample of charges error reports and 
tests for propriety.

Control No. 6 “Daily reconciliations, as 
described above, are reviewed in detail by 
appropriate management on a daily basis.”

Table 3: Available Information for the Key Controls in the Perform Charge Capture 
Sub-cycle for an Example Healthcare Organization

Table 2: Key Controls Identification for the Perform Charge Capture Sub-cycle for an 
Example Healthcare Organization

Note: This table is not meant to be a comprehensive listing of all controls in the Perform Charge 
Capture sub-cycle. For brevity, certain controls have been purposely omitted (i.e., Charge Capture 
Maintenance).
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Ongoing Monitoring Procedure•	 : 
Obtain evidence that the daily 
reconciliations are performed and 
reviewed by management

Specific Evaluation•	 : Every 
year, Internal Audit selects 
a representative sample of 
reconciliations and tests for 
propriety

As mentioned above, Management may 
need to adjust scope and frequency 
of separate evaluations depending on 
feedback from both ongoing monitoring 
and separate evaluations and changes in 
the underlying processes.

Conclusion

Effective monitoring is a key component 
of the internal control environment of 
every healthcare organization, given 
their often decentralized and highly 
complicated operations and ever-
expanding use of complex information 
technology applications. To implement 
effective monitoring, organizations need 
to identify and prioritize meaningful 
risks, identify controls to address those 
risks, identify persuasive, reliable, timely 
information to support those controls and 
finally, identify ongoing monitoring and 
specific evaluation procedures that can be 
applied to this information to assess the 
effective operation of the controls. 

In the June issue of New Perspectives, 
we will discuss how the findings from 
monitoring activities are assessed and 
reported for timely action and key 
aspects of that to healthcare entities. 
Additionally, we will focus on how 
leveraging ongoing monitoring 
and focusing on the cost-benefit of 
evaluating controls can enhance the 
efficiency of your organization. NP
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