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Establishing The Foundations: Effectively 
Monitoring Internal Control Systems 

Background and Introduction

Unmonitored internal control systems 
deteriorate over time. Moreover, the mere 
existence of internal controls that are 
‘stale’ and do not appropriately reflect 
the organization’s dynamic environment 
encompassing changes in strategy, risks, 
technology, people and processes, may 
give a false sense of security about being 
‘in control.’ Former GE CEO Jack Welch 
remarked that, “when the internal rates of 
change within an organization fail to keep 
up with the external rates of change in the 
organization’s environment, the end is in 
sight.” In other words, it is critical that 
organizations track their changing risk 
profiles and design responsive internal 
controls that can help mitigate risks to an 
acceptable level. Such mapping of risks 
to mitigating controls and the design/
re-design of mitigating controls needs to 
occur continuously so that organizations 
pre-empt risks from maturing and 
perhaps becoming material or even 
catastrophic. 

The world of healthcare is in a constant 
state of flux, so monitoring internal 
control systems, including the risk 
assessment and management processes 
and the design and implementation 
of responsive controls in a healthcare 
organization’s context has special 

relevance for healthcare internal auditors 
and AHIA members.

Monitoring, as defined in COSO’s 1992 
Internal Control-Integrated Framework, is 
implemented to help ensure that internal 
control continues to operate effectively. 
When monitoring is properly designed 
and executed, a host of benefits typically 
accrue to a healthcare organization:

Timely identification and correction •	
of internal control problems.

More accurate, timely, decision-•	
relevant information is provided 
through reliable financial reporting 
(as well as enhanced operational 
effectiveness and improved 
compliance activities).

The ability to furnish periodic •	
certifications or assertions on the 
effectiveness of internal control, 
where required.

The original COSO Internal Control-
Integrated Framework (1992) had 
five elements of internal control: 
control environment, risk assessment, 
control activities, information and 
communication, and at the apex, 
monitoring. Nevertheless, over the 
years, it became evident that either 
companies implemented monitoring 
for which they did not or could not take 

credit (inefficiency), or they did not 
implement effective monitoring and 
simply presumed that well-designed 
controls continued to operate effectively 
over time. In either case, the COSO Board 
determined that it would be useful to 
provide specific guidance on monitoring 
so that the internal control framework 
could be optimally utilized and relied 
upon. In the U.S., the challenges posed 

for public companies subject to internal 
control reporting requirements under the 
Sarbanes-Oxley Act of 2002 provide an 
additional impetus to understand and 
implement effective monitoring activities. 
Monitoring, as a re-validation function, 
provides a critical feedback loop; as 
such it is an indispensable activity for 
all organizations. Just as, “an ounce of 
prevention is worth a pound of cure,” 
timely and effective monitoring can help 
ensure that internal controls remain 
robust and in line with an organization’s 
constantly changing risk environment, 
so as to prevent potentially costly and 
damaging controls failures down the road.

COSO’s Monitoring Guidance (2009) 
builds on two fundamental principles 

Editor’s Note: 
This is the first of a three-part series of articles that will summarize the newly issued 
Committee of Sponsoring Organizations (COSO) Guidance on Monitoring Internal 
Controls Systems (2009) with specific reference to healthcare internal auditors and 
provides examples from healthcare contexts. Part 1 focuses on establishing the foundations 
of monitoring internal control systems. Part 2 will deal with designing and executing 
monitoring procedures effectively. Part 3 will cover how the findings from monitoring 
activities are assessed and reported for timely action.

Developing and 
maintaining a best-

class system of 
monitoring controls 

is a testament to 
an organization’s 
commitment to 

excellence.
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established in COSO’s 2006 Guidance 
(which reduced all of the COSO 1992 
guidance into a set of 20 foundational 
principles):

Ongoing and/or separate evaluations 1. 
enable management to determine 
whether the other components of 
internal control continue to function 
overtime.

Internal control deficiencies are 2. 
identified and communicated in 
a timely manner to those parties 
responsible for taking corrective 
action and to management and the 
board as appropriate.

Effective monitoring relies on the 
development of persuasive information—
information that is both of suitable quality 
and in sufficient quantity—about the 
continued operation of controls or control 
elements, as evaluated by competent 
and objective evaluators. Properly 
designed and executed monitoring not 
only furnishes persuasive information to 
evaluators regarding the internal control 
system’s effectiveness, but also identifies 
and communicates internal control 
deficiencies in a timely manner, enabling 
corrective action. Persuasive information 
needed for evaluating internal control 
systems is important to addressing two 
critical questions: what to monitor, and 
how to monitor.

Monitoring, to be effective, must be based 
on three broad elements (see Figure 1): 

Establishing a foundation for 1. 
monitoring, including a proper 
tone from the top, an effective 
organizational structure, and a 
starting point or “baseline” of known, 
well-designed and implemented 
controls. 

Designing and executing monitoring 2. 
procedures focused on persuasive 
information about the operation of 
key controls that address meaningful 
risks to organizational objectives,

Assessing and reporting results, 3. 
including evaluating the severity 
of any identified deficiencies and 
reporting the monitoring results to 
appropriate parties to enable timely 
corrective action.

Increasingly, in healthcare organizations 
that are heavily reliant on Information 
Technology (IT), the persuasive 
information required for monitoring is 
highly dependent on automated systems 
and processes (involving information 
production or collection, analysis, and/
or dissemination). Monitoring activities 
frequently need to be focused on control 
processes that have been automated. 
Moreover, many monitoring tools and 

techniques, to be truly effective, need 
to be IT-enabled. Hence information 
technology can be seen as both a driver as 
well as an enabler of effective monitoring 
(Weidenmier & Ramamoorti, 2006). The 
Board and management’s IT strategy must 
factor in not only the need for continuous 
monitoring but also the key role that 
IT plays in such strategy formulation. 
IT governance considerations typically 
would cover matters such as control 
environment, including tone at the top, 
data security, privacy and confidentiality, 
as well as access privilege issues, and 
the determination of the snapshot of 
baseline internal controls at a point in 
time to evaluate changes in people, 
policies, processes, and technology that 
may need to be considered as part of 

monitoring activities. In this regard, 
evaluator characteristics, such as their 
competence and objectivity, including 
the understanding of the “systems 
environment” are also important 
considerations.

Applicability to Healthcare Industry

Now, more than ever, it is imperative for 
healthcare organizations to clearly and 
consistently follow a set of governance 
practices. Historically, these governance 
practices may have been less formal 
and sometimes applied inconsistently. 
Important healthcare stakeholders, 
including the IRS, Senate Finance 
Committee, Catholic Health Association 
and states’ Attorneys General, are placing 
increased emphasis on transparency and 
accountability in the tax-exempt sector. 
Additionally, bond rating agencies are 
analyzing the governance practices 
of healthcare organizations as part of 
their analysis of an organization’s credit 
worthiness. Monitoring internal control 
systems is one aspect of the overall system 
of good corporate governance practices 
that organizations are beginning to utilize 
to support strategic, financial, regulatory 
and operating objectives. As discussed 
above, the first aspect of the monitoring 
process is establishing a foundation for 

Figure 1

Healthcare organizations inherently have unique  
challenges with organizational structure. 
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monitoring, including tone from the top; 
organizational structure; and a baseline of 
effective internal control.

Foundation for Monitoring, Including 
Tone from the Top

In your organization, how do the 
executives charged with monitoring 
finance and compliance get comfortable 
that the internal control environment is 
keeping pace with changes that affect 
your business and operations? We 
regularly meet with Chief Financial 
Officers and Compliance and Internal 
Audit Directors who are asking 
themselves this question. Typically, 
their organizations have performed, 
at some point in the past, various 
forms of exhaustive internal controls 
documentation and assessments. After 
becoming comfortable that the internal 
control environment is designed and 
operating effectively, these executives 
are often distracted as other initiatives 
take priority, leading the focus on 
internal controls to wane and the 
documentation to become dated and 
stale over time. Internal Audit can 
serve as a backstop to help prevent this, 
but the first line of defense should lie 
with the process and control owners 
themselves. These executives would be 
well served by designing, implementing 
and documenting a comprehensive 
monitoring controls program to ensure 
controls change as the underlying 
business changes, controls failures are 
brought to the attention of the appropriate 
individuals, and appropriate focus on 
internal controls is maintained at the 
process owner level. 

The Board also plays a critical role in 
establishing tone from the top required 
for effective monitoring. Most Boards 
maintain mature compliance and audit 
oversight activities. To have a best-class 
monitoring program, it must be ardently 
championed by the Board and be seen 
by them as a critical part of an internal 
control system supporting their oversight 
activities. 

Leading organizations known for 
providing high-quality healthcare want 
to continuously improve all aspects of 
their business practices. Developing 
and maintaining a best-class system of 
monitoring controls is a testament to an 

organization’s commitment to excellence. 
In this way, these organizations are not 
only ensuring their continued ability to 
provide exceptional patient care, but they 
are also setting an industry benchmark 
for internal controls and governance 
standards best-practices. 

Organizational Structure

Monitoring involves establishing 
appropriate roles and responsibilities 
of management and process owners 
regarding the design and operation of 
internal controls and placing evaluators 
with the appropriate competencies and 
objectivity in the right positions within 
the organization. Healthcare organizations 
inherently have unique challenges with 
organizational structure. For instance, 
certain controls that impact the financial 
statements (e.g. charge capture) are 
performed by non-financial personnel 
throughout the organization who may 
not understand the significance of what 
they do on the entity’s ability to perform 
timely and accurate financial reporting. 
Additionally, healthcare systems often 
have decentralized operations, with 
process owners distributed among various 
geographies and throughout disparate 
facilities. Many healthcare organizations 
deal with higher than desired turnover 
among process owners. Finally, as it 
should be, process owners in healthcare 
organizations consider providing the 
highest priority healthcare to be their top 
priority and often the execution of internal 
controls over financial reporting may take 
a back seat. 

Establishing and maintaining an effective 
monitoring program can mitigate many 
of these factors and keep an appropriate 
focus and discipline around internal 
controls over financial reporting at 
all levels and in all departments and 
locations within an organization. 
However, to implement a monitoring 
program effectively and optimally, it is 
essential to have a committed team of 

evaluators across the financial reporting, 
operations and compliance areas, who 
are both competent and objective. In most 
healthcare organizations, internal auditors 
can play a key role in making monitoring 
a priority and an integral part of the 
governance structure and process.

Baseline of Effective Internal Control

As former SEC Chairman, William 
Donaldson remarked, “Internal controls 
constitute the very DNA of an enterprise.” 
Hence, at the outset, organizations must 
recognize that internal controls represent 
the foundations of a successful enterprise.

For a monitoring program to be effective, 
it must start with a baseline of effective 
internal control. As noted above, due 
to the rapidly changing environment in 
which healthcare organizations operate, 
a comprehensive, one-time effort may 
be needed to refresh controls design and 
related documentation to establish this 
baseline. The most effective monitoring 
program will fail if the underlying 
controls it evaluates are not designed to 
address the appropriate risks or are not 
executed by people appropriately trained 
and supervised. Once this baseline is 
established, an effective monitoring 
program can maintain the effective design 
and operation of internal controls going 
forward to ensure timely and accurate 
identification of controls failures. 

Complexities Created by Automated 
Controls

The extensive use of automated controls 
and information systems in healthcare 
creates both a tremendous need and 
opportunity as it relates to monitoring. As 
it relates to need, we need look no further 
than the revenue cycle, including charge 
capture, claims scrubbing, patient billing 
and the like to see that automated controls 
in healthcare are complex and have 
pervasive impacts on the financial results 
of the organization and, therefore, should 
be subject to robust monitoring. Likewise, 
many of these same systems themselves 
are in fact evaluators of other automated 
or manual controls and provide the 
information needed to conduct such 
evaluations. So in this sense, because of 
the tremendous volume and complexity 
of transactions and the ever-changing 
reimbursement and other regulations, 

Unmonitored 
internal control 

systems deteriorate 
over time.
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automated and information technology-
based controls are a critical element of an 
entity’s overall monitoring system.

Often, automated controls result in the 
creation of exception reports which, to be 
useful, must be reviewed and exceptions 
appropriately investigated and resolved. 
These reviews are a critical component to 
any well-designed monitoring program. 

Conclusion 

Effective monitoring starts with 
establishing a foundation for monitoring, 

which, as discussed above, is done 
with proper tone from the top, an 
effective organizational structure, 
and a baseline of well-designed and 
implemented controls. Monitoring 
internal control systems is vital to 
protecting healthcare organizations 
from unnecessary risks. Effective 
monitoring allows organizations to gain 
reasonable assurance that their internal 
control systems continue to operate 
effectively over time and that internal 
control deficiencies are identified and 
communicated in a timely manner to 
the appropriate parties, management, or 
the Board of Directors as appropriate.1 
Monitoring evaluates the internal 
control system’s ability, in its entirety, 
to manage or mitigate meaningful 
risks to an organization’s objectives. 
Additionally, monitoring can improve 

the organization’s overall effectiveness 
and efficiency by providing timely 
evidence of changes that have occurred, 
or might need to occur, to the design 
or operation of internal control. With 
their often decentralized and highly 
complicated operations and growing use 
of information technology, healthcare 
organizations stand to benefit greatly 
from a robust monitoring controls 
program.  

In the December issue of New 
Perspectives, we will discuss designing 
and executing monitoring control systems 
and key aspects of that to healthcare 
entities.
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“Internal controls 
constitute the 

very DNA of an 
enterprise.”

1 COSO Guidance on Monitoring Internal Control Systems (2009)


