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H
ealthcare leaders are realizing that traditional 
approaches to how they think about risks 
may not be enough in the current business 
environment. Surprising limitations exist in the 

oversight of risk.

Risk management efforts tend to focus mostly on silos of 
risks. Examples include IT leaders managing cybersecurity, 
chief medical officers overseeing patient safety and general 
counsel addressing legal concerns. These subject matter 
experts may manage their functional silos of risks without 
significant consideration for how those risks might affect 
other aspects of the organization.

Many organizations are also realizing their overall approach 
to risk management may be informal, unstructured or 
ad hoc. In fact, the 700+ C-suite executives surveyed 
also ranked this as a top-five risk concern for 2018: “Our 
organization’s culture may not sufficiently encourage the 
timely identification and escalation of risk issues that have 
the potential to significantly affect our core operations and 
achievement of strategic objectives.”2

Embrace ERM
In response to these growing realizations, more 
organizations are looking to enhance their approach 
to risk management. Many are embracing enterprise 
risk management (ERM) as an approach to increase the 
organization’s top-down, strategic view of its most critical 
risks. ERM adoptions have been increasing over time, based 
on input from over 400 risk management leaders about the 
state of their ERM adoption,3 as illustrated in Exhibit 1.

ERM’s purpose is to engage boards, executives, middle 
management and other personnel in processes that help 
them find and manage risks at an enterprise-wide, portfolio 
level. Adopting ERM helps provide a more robust, ongoing, 
systematic process to find, assess, manage and watch both 
internal and external risks on the organization’s horizon. 

1 https://erm.ncsu.edu/az/erm/i/chan/library/NC-State-Protiviti-Survey-Top-
Risks-Executive-Summary-2018.pdf

2 Ibid

3 https://erm.ncsu.edu/az/erm/i/chan/library/2018_Current_Report_on_State_
of_Risk_Oversight.pdf
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Over 700 C-suite executives surveyed said 
their top risk concern for 2018 is that the 
speed of disruptive innovation or new 
technologies may outpace their organization’s 
ability to compete. Healthcare executives 
are in full agreement—they also ranked that 
risk as their highest concern for 2018.1

Leaders are designing and deploying new 
strategies in the pursuit of growth. But they 
are realizing that a more robust process for 
finding and managing top risk exposures 
increases the organization’s resilience 
and agility when risks (opportunities 
and threats) suddenly emerge.
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Then the organization is more likely to achieve its key 
objectives.

Enhance ERM
ERM is designed to provide strategic value through 
the ongoing oversight of all types of major risks, but 
organizations continue to struggle to design their ERM 
processes to provide the strategic value that is intended. In 
fact, survey results reveal that the pace of ERM maturation 
continues to be slow, even though the concept of ERM has 
been around for two decades.

In fact, a 2018 survey report shows that fewer than 100 
of over 400 risk leaders describe their organization’s risk 
management oversight as “mature” or “robust.” Also, less 

than 20 percent believe their organization’s approach to 
risk oversight gives strategic competitive advantage.4 Thus, 
opportunities exist to strengthen risk oversight in most 
entities.

Internal audit role
Internal audit is playing a significant role in helping many 
organizations strengthen their enterprise risk management 
efforts. In some organizations, the board (often through 
its audit committee) is turning to internal audit to lead 
the initial launch of ERM, while in others, internal audit is 
being asked to objectively evaluate the effectiveness of 
ERM processes. In either case, internal audit’s thorough and 
honest assessment of ERM may be critical to ensuring that 

4 Ibid

See page 11, https://erm.ncsu.edu/az/erm/i/chan/library/2018_Current_Report_on_State_of_Risk_Oversight.pdf

Exhibit 1 – Complete ERM adoption
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the organization’s approach to ERM is effectively helping 
management find the most critical risks on the horizon.

Factors worth assessing
Several key themes are often seen as crucial factors to 
consider when evaluating the success or failure of an ERM 
program. A critical assessment of the following five factors 
may give rich insights to the board, management and 
internal auditors as they evaluate and seek to strengthen 
their risk oversight efforts.

Clarity about the process
If an organization can open its doors, then it is managing 
risks to some extent; otherwise, the entity would be out of 
business. The challenge for many organizations is that the 
risk management process may be ad hoc and unstructured. 
Individual business unit leaders implement their own 
individual techniques to manage the risks assigned to them.

Surprising limitations exist 
in the oversight of risk.

Often executive teams and boards look at those efforts and 
conclude that the organization is engaged in enterprise risk 
management. But no organized, systematic or structured 
approach exists on how risks are identified, prioritized, 
managed and communicated to top management and 
the board to create an enterprise, portfolio view of top risk 
exposures.

A healthy starting point for organizations often involves 
evaluating the organization’s existing approach to risk 
management and figuring out whether top management 
has clarity and consistency about what constitutes the 
entity’s risk management processes.

Asking different executives, and perhaps the board, to 
articulate the organization’s approach to developing an 

enterprise-wide perspective of risks can shed important 
insights as to how well the process is defined and understood. 
If leaders are unclear about the process being used to oversee 
enterprise-wide risks, the rest of the organization is likely 
unclear about how top risks should be escalated to those in 
high enough positions to manage them.

Risk management efforts tend 
to focus mostly on silos of risks.

An ill-defined ERM process creates confusion and casts 
doubt about whether management and the board have a 
process that they can confidently rely on to help them stay 
abreast of the most important risks on the horizon.

Engage business leaders
Is the ERM process truly engaging business leaders in robust 
discussions about emerging risk issues? Or is ERM mostly 
viewed as a compliance exercise that management wants to 
check off its agenda?

The launch of ERM is mostly driven from a compliance 
or regulatory perspective. With external pressure as the 
primary driver, sometimes management teams or the board 
do not see the strategic value of ERM. In those situations, 
management mostly views ERM as something needing to be 
proven for external eyes to see and approve, with little value 
for management.

In contrast, business leaders in organizations that have 
invested time and effort in implementing an ERM process 
often comment on how the ERM process has added 
tremendous value. They understand how risk information 
generated as output of the ERM process significantly 
enhanced the robustness of management and board 
discussions about emerging risk issues. Some say ERM 
has led to richer and more informed discussions that 
are beneficial in proactively navigating emerging issues 
strategically.

An honest assessment of how management and the board 
view the entity’s ERM process may be important to obtain. 
Key business leaders’ views on the effectiveness of the ERM 
efforts may help find the most significant internal barriers 
to the needed evolution of ERM maturity. Once barriers are 
identified, then ERM leaders can design tactics to navigate 
around those barriers of ERM resistance.

Integrate with strategic planning
Most executives understand that risk and return are 
interrelated. Unfortunately, while they understand the 

Success factors

 • Clarity about the process

 • Engage business leaders

 • Integrate with strategic planning

 • Minimize complexity

 • Leadership to advance ERM
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relationship of risk and return, executives struggle to 
integrate their ERM efforts with their strategic planning 
activities.

A well-functioning ERM effort ought to be generating 
information about risks that is used to design and 
implement key strategic initiatives. Management that 
has access to rich insights about potential risks on the 
horizon can proactively think about strategic tactics. 
Then the tactics can be deployed to navigate risk-related 
obstacles so that the organization’s strategy stays on its 
intended course. More importantly, those insights may 
reveal opportunities that management can deploy to 
create more value.

Unfortunately, many organizations do not recognize that risk 
management and strategic planning should be intertwined. 
In those cases, risk management exists in one corner of 
the organization while strategic planning is restricted to 
a small number of C-suite executives and the board. With 
little, if any, interaction between risk management leaders 
and strategic planners, ERM is less likely to give competitive 
strategic value.

Output from a well-designed, strategically positioned ERM 
process should serve as important input to the strategic 
planning efforts. Understanding what key risks are on the 
horizon should be important to the design of new strategic 
initiatives.

Similarly, as new strategies are considered, robust 
conversations about risks that might threaten the success of 
those, or conversations about risks created by the pursuit of 
new initiatives, are necessary. These conversations increase 
management’s proactive identification of potential risk 
issues that threaten the organization’s strategic success. 
Thus, a healthy diagnostic to consider is the extent to which 
the organization’s risk management process is connected to 
its strategic planning efforts.

Minimize complexity
Is the ERM process unnecessarily complicated, with matrices 
and templates that bog down success?

While well-intended, often those processes burden 
business unit leaders in tasks that involve documenting 
risk details that cause those leaders to miss the forest 
for the trees. In many cases, ERM processes have been 
implemented that mirror processes used to document 
internal controls over financial reporting, like activities 
completed by public companies to comply with Section 
404 of the Sarbanes-Oxley Act.

Internal audit’s thorough 
and honest assessment of 
ERM may be critical to 
ensuring effectiveness.

In response to these challenges, several organizations are 
simplifying their ERM processes to allow management 
to focus on higher level, more strategic issues. Leaders 
are seeking ways to streamline risk identification and 
assessment processes and to simplify how top risk 
information is documented and communicated to executive 
management and the board.

Deeper, more extensive conversations about the risks on the 
minds of executives are more fruitful than the completion 
of matrices and templates. Many are finding that simpler is 
better.

Leadership to advance ERM
Launching an effective ERM process takes time and energy 
to help business unit leaders understand the “why” behind 

Internal audit is playing a significant role in helping 
many organizations strengthen their ERM.
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the ERM launch and what they are being asked to do as 
part of the ERM process. Organizations that do not explicitly 
assign ERM leadership to an individual or that delegate the 
ERM launch task to the wrong person often struggle to get 
the traction needed to get ERM off the ground.

An internal consultant to business unit leaders is usually 
needed to help them understand what they are being asked 
to do as part of the ERM process and to help coach them 
through the key tasks. Without the right person at the helm, 
ERM processes often die on the vine or do not generate the 
strategic value ERM is intended to provide.

A growing number of organizations are pinpointing an 
executive to serve as its chief risk officer (CRO) to lead the ERM 
process, as illustrated by Exhibit 2.5 Organizations are realizing 
the need to pinpoint someone to serve in an ERM leadership 
role, helping design and implement ERM practices.

Even more organizations are creating a management-level 
risk committee, complementing the CRO/ERM leader, to 

5 Ibid

manage and watch the organization’s top risk exposures. 
More leaders are seeing how ongoing discussions among 
the CRO and risk committee about top risk issues are 
strengthening the organization’s ability to use an enterprise-
wide view of risks strategically.

Conclusion
As organizations look to evaluate the effectiveness of their 
ERM processes, they need to keep in mind that ERM is a 
journey, not a destination. Too often, boards, executive 
management and internal auditors think of ERM as a project 
with a beginning and an end.

ERM is a continuous process that never ends. As the business 
environment evolves, new risks will emerge that will affect 
the organization’s strategic success. Therefore, the ERM 
process must function on an ongoing basis, with a focus on 
continual, ongoing improvements to ensure the process is 
adjusting to the new environment that unfolds.

The sooner the organization realizes that ERM is in constant 
evolution, the greater the likelihood the ERM process will 
give competitive strategic advantage. 

See pages 14 and 16 from https://erm.ncsu.edu/az/erm/i/chan/library/2018_Current_Report_on_State_of_Risk_Oversight.pdf

Exhibit 2 – CROs and risk committees
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