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Why Fragmentation is Bad

Healthcare companies operate in a 
complex regulatory environment. They 
have to consider Sarbanes-Oxley (SOX) 
in regard to their fi nancials. They have to 
deal with the Health Insurance Portability 
and Accountability Act (HIPAA) 
concerning privacy and information 
security. They have to deal with Centers 
for Medicare & Medicaid Services (CMS) 
guidance with respect to Medicare. They 
also have to worry about issues such as 
waste disposal, discriminatory hiring and 
fi ring, and employee theft.

To address these types of challenges, 
organizations create teams and projects to 
address these requirements often isolated 
from other similarly created project teams. 
The common activities of these teams 
include:

Defi nition of relevant policies. These are 
explicit statements about a specifi c 

compliance or governance objectives—
such as “No one can give fi nal approval 
to a contract for which they managed the 
bidding process.”

Implementation of corresponding procedures 
and controls. These are the actual work 
processes and mechanisms that ensure 
fulfi llment of the policy—such as 
regularly comparing sample sets of billing 
for Medicare patients against sample sets 
of billing for non-Medicare patients

Training and attestation. Employees 
and contractors must be appropriately 
educated about the procedures they are 
expected to follow. There must also be 
some kind of documentation verifying 
that all appropriate individuals have 
received and understood the content of 
that training.

Auditing and reporting. Steps must be 
taken to determine whether all the above 
tasks have been performed—and whether 

they are, in fact, effective. Both managers 
with front-line operational responsibilities 
and upper management should be 
kept apprised of any shortcomings 
and exposures so that they can take 
appropriate action.

The problem arises when these activities 
are all performed in very different 
ways by the various teams responsible 
for different aspects of legal and 
regulatory risk. For example, a seasoned 
team that has been grappling with 
Risk Issue A may have learned from 
hard-won experience how to make 
procedural language absolutely clear 
and comprehensible. Without a coherent 
approach, a new team tasked with Risk 
Issue B has no way of leveraging the 
more seasoned team’s experience—
which can result in them spending an 
inordinate amount of time defi ning 
procedures that turn out to be vague and 
subject to misunderstanding.

Similarly, a fragmented approach can 
result in employees being bombarded 
with multiple confusing instructional 
materials. Each team may have to 
come up with its own way of creating 
distribution lists, managing various 
versions and a change control process. 
And they will likely maintain their own 
spreadsheets to track who has and hasn’t 
provided attestation of training.

In addition to creating these ineffi ciencies 
for each team, a fragmented approach 
makes it virtually impossible to gain an 
overview of the organization’s overall risk 
position and business practices. Without 
a common Enterprise GRC framework, 
there is no single place to look to see 
which risks are being actively addressed, 
which risks are in the process of being 
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addressed and which risks are not yet 
being addressed at all. 

Insufficient coordination of all GRC 
initiatives across the enterprise also 
makes it difficult to allocate resources 
based on the relative magnitude of 
each risk. This is a serious problem for 
healthcare organizations attempting to 
address multiple challenges with severely 
constrained resources.

Successful mitigation of legal and 
regulatory risk therefore requires a 
coordinated approach to the full range 
of challenges facing the organization—as 
well as efficient leveraging of work-
product and technology investments 
across all GRC objectives.

Why Enterprise GRC is Good

Enterprise GRC unifies governance, 
risk and compliance activities across the 
enterprise and across the full spectrum 
of regulatory, legal, financial, operational 
and strategic challenges. Responsibilities 
for addressing these various challenges 
may still be distributed to different 
teams, but all teams share a common set 
of tools and processes for fulfilling their 
respective missions.

For example, rather than writing 
policy documents separately, all 
policies regarding all GRC challenges 
are written in a common manner and 
maintained in a common repository. 
This prevents different teams from 
creating redundant and/or contradictory 
policies. It also helps GRC managers 
clearly see how policies map to various 
GRC challenges—so they can determine 
where there are gaps that need to be 
addressed.

Training of employees can be similarly 
streamlined. Instead of using different 
e-learning tools and/or multiple 
unrelated spreadsheets to manage 
communications with employees and 
contractors, an Enterprise GRC approach 
allows all teams to leverage shared tools 
and a shared database. This database can 
even be integrated with the corporate 

HR system so that training is assigned 
based on well-defined roles and 
responsibilities. So, when a new hire 
comes on board—or when someone is 
transferred to a new position—he or 
she can be presented with all relevant 
training in a unified fashion.

Reporting in an Enterprise GRC 
environment also provides important 
added value. For example, one auditor 
might notice that Departments A, D, and 
F are lagging in their implementation 
of controls associated with Regulatory 
Mandate X. Another auditor might notice 
similar underperformance in Departments 
B and F. Without consolidated 
reporting, the fact that Department F 

is disproportionately responsible for 
ongoing risk exposure might escape 
anyone’s attention. With consolidated 
reporting, further steps can be taken right 
away to find out exactly what Department 
F’s underlying problem might be.

Just as important, an Enterprise GRC 
environment enables regulations, policies, 
procedures, controls and training to 
all be mapped to each other. So, when 
a regulation is modified, compliance 
managers can immediately ascertain 
what corresponding changes need to be 
made along the entire GRC ‘food chain.’ 
This is a big time-saver—and is critical 
for efficiently maintaining compliance 
in today’s highly dynamic legal and 
regulatory landscape.

Cases in Point

Many organizations have already 
adopted Enterprise GRC strategies—with 
excellent results. One community-based 
healthcare organization serving patients 
in more than 150 locations was struggling 
to effectively communicate policies 
and procedures to its widely dispersed 
doctors, nurses and administrators. On-
site sessions at the main campus were 
expensive to run, and it was difficult 
for staff working in remote locations to 
attend them.

By implementing an Enterprise GRC 
solution, this organization was able to:

Quickly communicate new and •	
changing policies and procedures to 
everyone online.

Track successful completion of online •	
learning programs.

Assess the effectiveness of online •	
training.

Get alerts about any employees •	
who have yet to complete essential 
training.

Automatically maintain up-to-date •	
documentation of all communication 
and training activities for audit 
purposes.

The organization’s entire workforce now 
has easy access to current policies and 
procedures, which are all maintained on 
a secure intranet Web site. The policies 
and procedures are easy for everyone 
to understand, because they have a 
consistent look-and-feel and use clear, 
consistent language. On-site training 
costs have been drastically reduced 
and training content can be updated 
immediately and communicated based on 
roles and responsibilities enterprise-wide.

In another case, a large organized 
healthcare arrangement had numerous 
recurring complaints, investigations, 
and litigation settlements stemming 
from legal requirements that it thought 
it had already addressed. The problem 
was that multiple compliance areas 
across the organization’s various units 
were interpreting and tracking legal 
requirements independently using 
separate spreadsheets and databases. 
Managers relied on email to communicate 
requirements and follow up on critical 
tasks—which seriously impeded 
accountability. Accountability was further 
impeded by the fact that audit procedures 
were not ‘hard-wired’ to controls. This 
meant those procedures could easily get 
out of synch with each other. 

Once this organization put an Enterprise 
GRC strategy in place, however, it was 
able to:

Accurately track and organize legal •	
and regulatory requirements.

Inform key stakeholders about the •	
impact of those requirements. 

A fragmented approach makes it virtually impossible to 
gain an overview of the organization’s overall risk position 

and business practices.
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Enable key stakeholders to manage •	
action plans addressing those 
requirements.

Automate critical compliance •	
assessment processes.

In both cases, these organizations were 
able to reduce the time and effort devoted 
to GRC activities—while at the same time 
improving risk mitigation across multiple 
types of legal and regulatory risk.

Getting Started

While internal auditors and compliance 
managers may well be convinced of 
the strategic value of Enterprise GRC, 
there remain a variety of obstacles to its 
adoption. Foremost among these are 1) 
the fact that many compliance teams have 
already invested considerable resources 
into existing “point” approaches to their 
individual GRC missions; 2) the need to 
get executive-level buy-in for a cross-
enterprise initiative; and 3) the need to 
cost-justify upfront investment in the 
establishment of an Enterprise GRC 
environment.

Here, therefore, are several points to 
consider when championing adoption of 
an Enterprise GRC strategy:

Adoption of Enterprise GRC 1. 
does not necessarily require a 
disruptive forklift overhaul of all 
existing GRC processes. Many 
organizations implement Enterprise 
GRC incrementally—starting 
with new mandates and/or any 
existing processes in obvious need 
of improvement. This allows them 
to realize the benefits provided 
by commonality between at least 
some numbers of processes, while 
avoiding further fragmentation of 
risk mitigation tasks.

Return on investment can be 2. 
significant. Even a rudimentary 
inventory of existing GRC practices 

typically reveals a wide range of 
redundant work, wasteful manual 
processes, duplicative technology 
spending, and inadequate leveraging 
of hard-won in-house expertise. By 
calculating the costs that could be 
saved on existing GRC tasks—and 
extrapolating that number to 
take into account future legal and 
regulatory mandates growth—the 
payback period for Enterprise 

GRC investments can usually be 
demonstrated to be reasonably short.

More effective mitigation of risk is 3. 
critical. Even if organizations could 
increase spending in proportion to 
the growing magnitude of legal and 
regulatory risks—which they most 
certainly cannot—such increased 
spending would not necessarily 
provide increased protection against 
risk. Gaps in coverage, human 
error, and inadequate alignment 
of controls with mandates are as 
often (or even more often) the result 
of fragmentation and inconsistent 
processes than of under-resourcing. 
Healthcare organizations simply 
cannot afford to be sloppy or 
inconsistent about risks that can 
lead to large fines, bad publicity, 
operational injunctions and loss of 
customer confidence.

Nimbler pursuit of business 4. 
opportunities. Effective GRC doesn’t 
just allow businesses to do what 
they are currently doing more safely. 
It also enables them to enter new 

markets and/or deliver new products 
and services with greater confidence. 
So, by streamlining compliance 
and risk management, Enterprise 
GRC can empower healthcare 
organizations to respond to changing 
market needs.

Hosted software can ease access to 5. 
enabling technology. Rather than 
pouring large amounts of capital 
into Enterprise GRC deployments, 
healthcare organizations can 
implement technologies such as 
policy repositories and attestation 
tracking systems under a software-
as-a-service (SaaS) model. This 
eliminates the need to build and 
maintain extensive IT infrastructure—
while facilitating the extension of 
GRC functionality to remote locations 
and outside contractors.

Summary

Governance, risk and compliance 
pressures on healthcare organizations are 
growing, while the resources available 
to address them are not. It is thus 
essential for those with front-line GRC 
responsibilities to pursue more efficient 
and effective ways of coping with those 
pressures. Enterprise GRC offers a 
particularly compelling value proposition 
in this regard. By adopting Enterprise 
GRC, organizations in all areas of the 
healthcare industry can reduce costs, 
better mitigate risks and more closely 
align allocation of GRC resources with 
business needs. NP
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GRC unifies 
governance, risk and 
compliance activities 
across the enterprise

DO IT NOW!  Handle challenges fast. If someone has a challenge with your product  
or service, take care of it right now. 

~ Tom Hopkins


