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Introduction
Both the growing demand for compliance 
professionals and the expanding 
responsibilities of compliance programs 
underscore a multi-faceted challenge that 
most hospitals and health systems face 
today: achieving compliance and coping 
with its cost. 

The functions range widely, from policy-
making to enforcement to education. 
Similarly, legislation and guidelines 
related to CMS, billing practices, 
employment and other subject areas seem 
to be multiplying. 

Thanks to these pressures, compliance 
offi cers and auditors are beginning 
to ask themselves a basic question: 
If medical offi ce staff have practice 
management systems, nurses and 
doctors have electronic medical 
records and executives have business 
intelligence dashboards, why don’t we 
have something similar? 

At least when it comes to HIPAA, 
Joint Commission, Medicare and other 
requirements relating to patients and 
protected health information, some 
answers are beginning to emerge. 

The Role of Automated Self-Service 
Tools
Every compliance program is—and 
should be—as different as the provider 
organization it serves. But one recent, 
common theme has been the focus on 
compliance offi cers’ and auditors’ need to 
spend less time overseeing management 
of routine compliance activities and 
more time on strategic matters. Their 
specialized expertise is better suited 
to tasks like ensuring that the areas of 
greatest risk are covered, developing 
appropriate policies and procedures, or 
ensuring the effectiveness of staff training 
programs. 
The question of whether a compliance 
program is getting routine tasks done 
thoroughly and effi ciently is largely a 
question of compliance infrastructure. 
Particularly with regulations, guidelines 
and policies governing the use and 
management of patient information, 
compliance personnel are increasingly 
involved with or driving efforts to move 
to paperless systems. They are seeing that 
self-service can help them relieve some of 
the stress while enhancing a compliance 
program’s capabilities.  

Although obtaining patients’ signatures 
on the correct forms may rank among 
the compliance offi cers’ more mundane 
concerns, it’s an essential responsibility. 
Through automation, the right kinds 
of self-service tools can improve rates 
of compliance and accelerate a range 
of related tasks. Automated tools for 
forms data collection and signature 
capture offer relief to beleaguered 
compliance professionals, medical staff, 
administrators and patients alike. 

They can also transform the work, 
allowing compliance offi cers to do things 
that are effectively impossible with paper. 
These activities would include instantly 
generating targeted status reports to 
identify which patients have completed 
which forms, directly demonstrating a 
patient’s consent with just an Internet 
connection, or tracking the currency 
of various versions of forms used for a 
certain patient population. 

An Overview of Electronic Signature 
and Forms Data Capture
Hospitals, health systems and other 
provider organizations are turning to 
information systems that employ patient-
facing tablet PCs, kiosks and desktop 
workstations for automated patient check-
in, electronic signature capture and forms 
management. 

Executive Summary 
Every year, compliance offi cers are being asked to do more—often with fewer 
resources. Automated self-service tools—such as electronic data and signature 
capture—can help healthcare organizations effi ciently achieve compliance with 
HIPAA, Joint Commission, Medicare and other measures related to protected health 
information. These solutions can be customized to fi t an organization’s particular 
needs, helping compliance professionals focus on more strategic matters and 
transforming administrative workfl ows in the process. Taking all or part of patient 
check-in and other procedures paperless has the direct outcome of enhancing rates 
of compliance, improving access to information and eliminating costs. Electronic 
signature, data capture and forms management systems can also help organizations 
re-direct staff for greater productivity, elevate responsiveness and document patient 
service benchmarks. As customer expectations and information technologies evolve, 
self-service options will continue to emerge with variations in cost, complexity and 
potential benefi t.
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The use of self-service systems varies 
but is most commonly used to automate 
patient registration processes. When a 
patient arrives at a check-in area, he or 
she swipes a driver’s license, credit or 
debit card, or membership card on the 
kiosk or device. Not unlike pre-flight 
check-in at the airport, the patient also has 
the option of typing patient identification 
and authentication information on the 
touch screen. At the beginning of a 
session, the patient will typically validate 
basic demographic data and make any 
necessary updates. 

Once the patient’s account information 
is complete, the system can dynamically 
determine which forms to present on 
the screen. The choice of form would be 
based on the hospital or medical group’s 
preferences and needs. At their own speed 
and usually without assistance from 
office staff, patients can read forms in full, 
indicate their agreement and sign directly 
on the device using a pen-like stylus. 
These self-service systems can digitally 
capture, authenticate and store any kind 
of document that may require patient 
data input or signature. These can include 
admission, consent, privacy and other 
forms as well as advance directives or 
medical history questionnaires required 
later in the patient encounter. Data 
and signature capture systems can 
immediately and reliably transmit fully-
executed, legally-binding data and images 
to the patient’s medical record. 
The automated data and signature 
capture process creates an activity log. 
Every document access, change in 
content, additional input or transmittal of 
information can be tracked to a specific 
time and place. 
Hospitals can opt for a tablet PC, kiosk 
device or electronic signature pad when 
deploying an e-signature solution. A 
tablet PC or kiosk allows for maximum 
flexibility in terms of form design, 
information type, and portability. They 
can be used by patients themselves or 
office staff virtually anywhere in the 
facility and allow users to enter data in 
addition to signatures. 

These more advanced systems, however, 
are slightly more expensive than 
electronic signature pads that resemble 

those used at grocery stores for credit 
card receipts. These devices only capture 
the customer’s signature and the image 
is then transferred to a document 
management system or medical record 
after registration.

Direct Outcomes: Achieving 
Compliance 
The most obvious advantage of this 
paperless workflow is the decreased 
cost. The total cost of paper documents—
and, therefore, traditional compliance 
programs—is higher than one might 

think. According to InfoTrends/CAP, 
process expenses far outweigh paper 
and printing costs. For every dollar of 
printing expenses, there are seven dollars 
in process expenses. These include 
design, document preparation and 
review, administration, warehousing and 
archiving, fulfillment and distribution 
and, finally, document destruction. 

Going beyond simple cost considerations, 
this section will further explore self-
service automation by reviewing some 
of the forms that are candidates for 
electronic data and signature capture:

Notice of Privacy Practices 

The most important objective with 
HIPAA or other mandatory requirements 
is consistently achieving compliance. 
Because electronic data and signature 
technology automates all or part of the 
registration process, office staff can be 
more effective in their work. Compliance 
rates ultimately benefit because forms 
are consistent and easy-to-understand, 
personnel have more time to spend 
assisting patients and hard copies are less 
likely to be misplaced. 

Further enhancing compliance 
reliability, self-service check-in systems 
securely and positively authenticate the 
identity of patients while maintaining 
compliance with HIPAA guidelines. 
Using either adaptive questioning, which 
intuitively gathers patient data based on 
demographics, or biometric input, self-
service systems offer an effective way to 
validate a patient’s identity. 

Higher levels of compliance, of course, 
are little use if the organization cannot 
demonstrate execution. The process of 

capturing data and signatures creates an 
audit trail, which helps managers track 
an individual patient’s information or 
analyze groups of patient records for 
completeness. 

Electronic capture changes the game in 
two other ways, both related to access. 
First, compliance officers and auditors 
gain the ability, as appropriate, to search 
for and retrieve forms and records through 
a simple, user-friendly interface. Rather 
than hunting through storage in a room 
the size of a football field, they can access 
documents via Internet connection. Second, 
electronic systems can track versions of 
forms. As a result, managers can quickly 
assign only those patients with outdated 
information on file to be presented with 
revised forms on their next visits. 

Advance Directive 

Paperless systems remain helpful 
throughout the patient encounter. Many 
hospitals are starting to add patients’ 
advance directives to the electronic 
record. Thus, physicians and nurses can 
quickly determine whether one exists 
and, if it does, quickly locate it. When in 
electronic form, it’s also a simple matter 
to ensure a document’s currency and 
accuracy by identifying when it was 
created, signed or received.

Financial Need 

The wide variety of financial need policies 
and procedures demonstrates the demand 
for highly customizable workflow rules. 
An electronic data and signature capture 
system should enhance, not hinder, the 
ability to present the right form at right 
time for the right patient. Fortunately, 
self-service signature and data capture 
systems can dynamically trigger 
necessary, related forms and sequences of 
questions based on that patient’s input. 

Health History Questionnaires 

Though useful for financial need 
forms and information, this workflow 

Self-service 
systems can 

digitally capture, 
authenticate and 
store any kind of 

document that may 
require patient data 
input or signature.

The use of self-service systems varies but is most commonly 
used to automate patient registration processes.



46 New Perspectives Association of Healthcare Internal Auditors May 2008

adaptability has similar value on the 
clinical side, too. In the radiology 
department, for example, hundreds 
of forms are used as health history 
questionnaires prior to imaging. In a 
manual setting, someone working with 
the patient has to know which recipe of 
forms to present based on the patient 
and procedure. Self-service software can 
automate the process with great accuracy. 

Indirect Outcomes: Time Saved and 
the Patient Experience
Beyond savings and higher compliance 
rates, there are secondary advantages to 
going paperless. Foremost among them is 
the time savings associated with creating, 
processing, storing, managing and 
destroying thousands and thousands of 
forms. This section will look at additional 
form types and see how automation can 
produce some of these indirect outcomes: 

Patient Consent Form 

Electronic data and signature capture 
is simply faster. At Florida Hospital 
Fish Memorial in Orange City, Florida, 
the staff was able to re-direct 40 hours 
of work per week that had been spent 
scanning and validating patient consent 
and other forms following the adoption 
of an electronic signature application. 
This same facility also reports saving an 
average of four minutes per patient check-
in. This translates directly into greater 
capacity for increased patient volumes, 
shorter wait times and a more positive 
overall patient experience. 

Some organizations are also using these 
kinds of systems to measure performance 
against their Six Sigma objectives. Because 
every activity is time-stamped, evaluating 
wait times is a simple matter. Monthly 
compliance reports like these would, of 
course, be impossible with paper.

Medicare Letters 

Automated self-service systems can be 
fairly easily updated as frequently as 
changes arrive. CMS-4105-F, “Notification 
of Hospital Discharge Appeal Rights,” 

is a case in point. Effective in July 2007, 
hospitals had plenty of time to prepare. 
Despite the lead time, many hospitals 
found themselves out of compliance 
because operationalizing patient 
information requirements is so difficult. 
Hospitals with electronic capabilities, 
however, simply added a form to the 
library, set the appropriate rules and 
achieved compliance in a matter of 
days—without memos, meetings or staff 
re-training. 

Evaluating Solutions
When a hospital or health system is 
considering self-service technologies, 
compliance professionals will want to 
advocate for certain capabilities with 
greater potential to improve performance.  

When selecting hardware, bear in mind 
that electronic signature pads only store 
an image of the patient’s signature, 
inserting it in a medical record or 
database. But because nearly all forms 
require discrete data capture as well 
as signatures, a full, forms-ready user 
interface with an on-screen keyboard is 
necessary to capture the full benefit of 
self-service technologies. 

Hardware and software that represent 
only a slightly greater investment can 
often enable many more features down 
the road, such as patient check-in or co-
payment collection. With more flexible 
tools, your organization will have the 
option to gradually move toward fully-
automated patient registration processes. 

Conclusion
As compliance demands mount in volume 
and complexity, self-service solutions will 
continue to emerge as an integral part of 
a comprehensive solution. Electronic data 
and signature capture will evolve with 
the market and offer multiple benefits 
for healthcare organizations, all of which 
face the challenge of properly managing 
sensitive patient information efficiently 
and effectively. For compliance officers at 
a personal level, these tools will simplify 
some responsibilities and empower them 
to focus on more strategic challenges. NP
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