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S
et the scene. The Chief Information Security 
Officer (CISO) is the next presenter on the Board 
meeting agenda. The CISO’s presentation begins 
with a status report on the implementation of 

the new firewall. This portion includes data on how many 
Cryptolocker threats were found and stopped in the network 
and how many denial of service and distributed denial of 
service attacks occurred in the industry in the last year.

The CISO goes on to discuss the outcome of the penetration 
testing that was performed, the status of setting up the 
security operations center, installing the DLP software, and 
establishing the endpoint protection platform. The CISO 
finishes with a warning to the attendees that they could 
be the subject of whaling, and mentions an increase in 
the number of JavaScript-Binding-Over-HTTP style attacks 
reported on cybersecurity blogs.

Dazed and confused looks on some (maybe most) of the 
faces of board members are observed during the CISO’s 
presentation. The CISO did not talk in terms the board 
members relate to, and did not tie the cybersecurity threat 
to the business objectives and goals of the organization.

Board needs and expectations
Cybersecurity is one of the top concerns for senior leaders 
according to the 2017 KPMG Global Audit Committee 
Pulse Survey.1 The respondents, all board audit committee 
members, ranked managing cybersecurity risk as the 
third highest challenge for their organizations. They also 
responded that organizational awareness/culture and 
keeping technology systems up to date were the top 
two most significant gaps in their organization’s ability to 
manage cyber risk.

In the 2015 KPMG Global Audit Committee Pulse Survey,2 
41 percent of respondents indicated the information they 
1 https://home.kpmg.com/xx/en/home/insights/2017/01/2017-global-audit-

committee-pulse-survey.html

2 https://home.kpmg.com/au/en/home/insights/2015/01/global-audit-
committee-survey-2015.html
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receive regarding cybersecurity “needs improvement” while 
only 10 percent ranked the information as “excellent.” In 
the same survey, 47 percent of respondents indicated the 
quality of the communication with the CISO was either “N/A 
or no significant interaction” or “needs improvement.”

The culture of cybersecurity
The tone at the top is important when discussing this topic. 
Cybersecurity is not an IT issue, it is a business issue.

Helping board members understand this will be key to 
getting their engagement and involving them in necessary 
information security governance. IT leaders and internal 
auditors need to help board members think about good 
cybersecurity hygiene in all contexts of their oversight. This 
includes strategic decision making, staying informed of 
the risk environment, understanding financial implications, 
being aware of their personal obligations as board members, 
and most importantly, meeting the organization’s obligation 
to patients.

Board members should understand why strong 
cybersecurity is a good strategic decision. For example, all 
healthcare organizations are interested in assuring their 
operations are as efficient and effective as possible. A 
significant cybersecurity event can diminish that ability.

Strategic linkage
Helping the board understand how cybersecurity ties into 
strategic decisions is important. If the organization is looking 
at implementing a new electronic health record or initiating 
a telemedicine program, security risks must be considered. 
The board may need to understand the implementation 

strategy and how key information security decisions can 
improve or impair the risk profile of the organization with 
the new system or program.

Board members will not be exercising their fiduciary 
responsibility if they make decisions without a good 
understanding of the risks associated with the decisions. 
But the technology and related risks have to be put in terms 
they can understand.

Financial implications
A significant cybersecurity event can have a number of 
ramifications on a healthcare organization. The initial 
effect will be simply the work of responding to the event, 
including not only the work of the IT staff but the work of 
executives and others. Events like a ransomware attack 
have the potential to shut down or significantly slow down 
business.

Solid incident response plans and downtime procedures 
can help, but the executives need to be clear on their 
roles in these processes. The nature of the attack and how 
prepared the organization is to deal with the effects may 
determine how quickly the organization returns to normal 
operations.

The initial response to the attack may have costs associated 
with hiring third party vendors for activities like forensic 
analysis and/or breach response and call center services. 
But this will not be the only possible consequence to the 
bottom line. Financial performance will suffer due to the lost 
revenue for the time that systems are down, slow recovery 
from manual procedures to capture revenue, and the 
challenges of billing claims until recovery is complete. And 
these are just the short-term implications.

If the CISO is trying to educate the board on the risks of a 
cybersecurity event, the board members need to be made 
aware of all the risks. Not only will the organization have 
the cost of responding to the event, but will also bear 
the cost of breach notification. If the number of records 

Understanding that cybersecurity 
is an enterprise risk is critical.
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involved is significant, the cost of this could be quite high. 
According to the Ponemon 2017 Cost of Data Breach Study: 
Global Overview,3 the average cost of a data breach per 
record in the healthcare industry is $380. The board must 
also be aware of the risk of regulatory enforcement actions 
and lawsuits.

The UCLA Health System became a defendant in multiple 
class action lawsuits for a cybersecurity incident involving 
the records of 4.5 million patients.4 The Office for Civil Rights 
(OCR) has stated they will investigate all data breaches 
reported to them involving more than 500 individuals. 
Between January 1, 2016 and October 29, 2017, the OCR 
settled 21 cases and imposed civil monetary penalties 
against one organization for $3.2 million. The average 
settlement was over $1.8 million.

These risks need to be communicated to the board to 
provide a full picture of what their action or inaction could 
mean. Identifying the potential effect on the bottom line 
is a relatable business discussion the board members can 
consider while discussing cybersecurity.

Obligations of the board
Failure to understand any risk is a discrete risk to the 
board members. Board members are expected to exercise 
their duty of care to the organization. Under the duties 
articulated in the case of In re Caremark International, the 
board of directors has a duty to appropriately monitor the 
organization’s risk profile.

The court said “only a sustained or systematic failure of the 
board to exercise oversight—such as the utter failure to 
attempt to assure a reasonable information and reporting 
system exists—will establish the lack of good faith that is a 
necessary condition to liability.”5 In a situation like this, the 
directors could be found personally liable if the directors 
had not been found to exercise reasonable prudence in their 
decisions.

3 www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&

4 www.natlawreview.com/article/class-action-suit-filed-against-ucla-after-it-
suffers-massive-data-breach-affecting-

5 www.wlrk.com/docs/InReCaremarkInternationalIncDerivativeLitigation.pdf

The board could create potential liability for cybersecurity 
issues in at least two ways. First, liability could exist if 
directors ignore the risk altogether because they fail to ask 
for any information where a reasonable and prudent person 
in the same or similar circumstance would ask.

Second, liability could exist if evidence indicates that the 
risk was brought to the board’s attention and the risk was 
not addressed, through sustained or systematic failure 
to exercise oversight. Getting the board past a view that 
cybersecurity risks are an IT issue and to the understanding 
that these risks are enterprise risk management issues is 
critical.

The board oversight of cybersecurity is improving, 
according to the Georgia Tech Information Security Center 
Governance of Cybersecurity: 2015 Report.6 The respondents 
demonstrated a trend toward a better understanding of the 
link between information technology risks and enterprise 
risk management from the prior survey in 2012, with 63 
percent actively addressing and governing this risk. Only 33 
percent of respondents in the 2012 survey indicated they 
were engaged in this type of activity as a board.

Presentation techniques
Board members need to understand the exposure they 
have if they simply sit and listen to the cybersecurity threats 
to the organization but fail to act because they do not 
understand what they are being told. The CISO and auditors 
who review the cybersecurity posture of the organization 
with the board need to present the information in easily 
understood terms, in a manner that invites questions.

Eliminating jargon and using analogies can be key to 
helping the board understand.

For example,  instead of explaining in technical terms what 
a security operations center (SOC) monitors and the alerts 
provided to the organization, the CISO could tell the board 
the current system is like having locks on the doors and 
windows of their homes. When a burglar breaks in while 
you are away on vacation, you have no way to know the 
intrusion occurred in real time. Adding a monitored alarm 
6 http://globalcyberrisk.com/wp-content/uploads/2012/08/GTISC-

GOVERNANCE-RPT-2015-v15.pdf

Failure to understand any risk is a 
discrete risk to the board members.

Eliminating jargon and using 
analogies can help the board 
understand.
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system to the house allows the alarm company to provide 
an alert as soon as the burglar intrudes.

The home alarm might not stop the theft. However, the 
alarm does allow the homeowner to respond more promptly 
and put corrective measures in place. The SOC would 
serve a similar purpose for the organization’s cybersecurity 
environment.

Not only will this type of example provide board members 
with an understanding of the purpose and benefit of the 
SOC, the analogy can provide a way for them to remember 
the discussion. The retained understanding will permit 
them to recall the discussion more readily if questions 
arise from outside parties about their knowledge of the 
cybersecurity risk.

Documented involvement
Another factor for consideration is how the board’s 
involvement in the oversight of cybersecurity program is 
documented. This can prove to be either highly beneficial or 
highly detrimental in demonstrating the board’s oversight. 
The documentation will often appear in the minutes of the 
board meetings.

Minutes that reflect discussion of the information security 
risks and recommendations for addressing those risks over 
a period of years and multiple meetings but a lack of action 
could be problematic. A “sustained or systematic failure” of 
the board to exercise oversight may be demonstrated by the 
lack of documented action.

Alternatively, if the minutes reflect a robust discussion 
of the risks and possible solutions with action items for 
implementing those solutions, this would be viewed as 
evidence of the good faith oversight required of directors. 
The case law around director liability provides clarity that 
if the director acted in good faith, even if the decisions are 
later discovered to be faulty, a breach of duty likely did not 
occur.

Conclusion
Cybersecurity risks in healthcare are only continuing to 
grow. It is imperative that organizations, particularly their 
governing bodies, understand that cybersecurity is an 
enterprise risk, not just an IT issue. Getting the board’s 
attention for this issue can be difficult. Helping them 
understand they could be personally liable for not addressing 
key risk areas like cybersecurity can be a helpful motivator.

Presentations by CISOs and internal auditors to boards 
must be in terms that are understandable and that allow 
those in leadership roles to make informed decisions. 
When discussing cybersecurity with the board and senior 
leadership, you should avoid jargon to the extent possible. 
Layperson terms and relatable analogies—the simpler 
the better—should be used to make presentations and 
discussions more easily understood. 

The CISO and auditors need to 
present cybersecurity information 
in easily understood terms.

Thoughts in conclusion
My son experienced his ethical epiphany because the two 
companies did not have leadership, either management 
or boards, that were monitoring their ethical culture. The 
concept of ethics through application did not exist. Ethics was 
not tied to business. Ethics was a peripheral, idealistic value.

Those serving on boards should be providing the leadership. 
Employees are not touched by ethics because their jobs 
are their jobs and ethics are ethics and ne’er the twain shall 
meet. Until ethics are part of compensation, measurements, 
and enforcement, the recruiters will continue to be 
flummoxed when a new generation wants to know what 
kind of a culture they would be joining. And the risk that 
comes with ethical lapses remains. 
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