
M
any healthcare providers have decided to 
offer Medicare Advantage plans. These 
plans offer potential members the ability 
to receive all Medicare coverage through 

one third party. This makes it easier than dealing with 
the Center for Medicare and Medicaid Services (CMS) for 
Medicare coverage in combination with separate insurers for 
supplemental coverage. Medicare Advantage plans may also 
offer coverage for services Medicare does not include, such 
as vision or dental coverage.

When considering a Medicare Advantage plan there are key 
characteristics to note:

1. Medicare Advantage plans will collect monthly 
premiums from CMS, and may also charge a premium to 
participants.

2. Pricing can vary depending on the plan you select.

3. Customer satisfaction matters.

4. There are limits on the doctors you can visit.

5. Out-of-pockets expenses are capped each year.

6. Individuals can only enroll during a specific open 
enrollment period, October 15 to December 7.

Medicare Advantage plans carry many of the same risks as 
other health plans; however, these plans have increased 
interaction and dependency on CMS. A number of CMS 
compliance-related risks should be considered when 
providing a Medicare Advantage plan.

Addressing and monitoring these risks includes:

 • Making sure the insurer stays current on all CMS 
requirements and priorities. The organization must also 
ensure that its brokers, agents and delegated entities 
comply with CMS requirements.

 • Considering the adverse impact that the results of CMS 
audits can have on an organization. Also, making sure the 
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company is accurately reporting and disclosing potential 
liabilities that result from these audits.

 • Accurately estimating the potential premiums owed to 
CMS through the Medicare Advantage Risk Adjustment 
Data Valuation Audits.

 • Addressing member complaints in an appropriate and 
timely manner.

As noted above, Medicare Advantage plans present a 
number of additional risk areas. Internal auditors will need 
to learn the specifics of the Medicare Advantage plan being 
offered by their organization and expand their internal audit 
coverage of those key risks.

Enterprise risk management
Enterprise risk management (ERM) is widely considered a 
best practice for all organizations, regardless of industry. 
Publicly held entities must comment on their risk 
management processes in communication with investors. 
Privately held and not-for-profit entities are not required to 
adopt an ERM process, but many have.

State insurance regulators are emphasizing ERM in their 
periodic insurance examinations. In many states, insurance 
regulations require the ultimate controlling entity to file an 
annual ERM report with the state insurance commissioner. 
Within this report, the controlling entity is expected to 
identify the material risks within the insurance holding 
company system that could have an effect on the enterprise 
risk of the insurer.

Healthcare providers entering the health insurance business 
will face a number of risks that are very different from the 
provider business. Here are a few examples:

 • Premium rates for Medicaid and Medicare programs may 
be set by regulators. In some cases retroactive premium 
decreases will adversely affect the insurer.

 • Claims adjudication is very complex and is a high-volume 
business. There are severe financial and reputational risks 
for inadequate claims practices.

 • Heavy reliance is placed on automated systems to verify 
coverage and determine appropriate claims payments. 
These systems are sophisticated and require expertise to 
build and maintain.

 • Increasingly heavy reliance  is placed on third-party 
service providers who may directly impact the success of 
the program.

A well-formulated ERM program may assist providers as they 
enter the health insurance business.

In many healthcare organizations, internal audit has been 
a catalyst for ERM. Internal audit can provide a valuable 
service by helping the health insurers develop and execute 
a meaningful ERM process that will meet the expectations of 
the insurance regulators.

Relying on third-party service providers
There are a variety of third-party service providers who may 
be critical to the success of a health insurer.

 • IT systems for health insurance are complex. Many 
insurers have chosen to use an external service 
provider to develop and maintain the policyholder 
systems, rather than attempt to build and maintain 
their own system. 

There are frequent changes to systems that must be 
addressed in a timely manner.

 • Prescription drug providers are typically an outsourced 
provider. Health insurers must work very closely with 
external providers to ensure that coverage exists, that 
the drug is covered and that the right charges are 
posted.

 • Medicare Advantage plans may also add other 
coverages, such as vision and dental. These services 
will most frequently be provided by a third-party 
service provider.
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Risk and control matrices were also developed for these 
areas and used by the technology teams, thereby ensuring 
proper consideration is given to the identified risks and 
related controls.

Apply test scripts
As the overall EHR project reached the testing phase, our 
audit team reviewed test scripts to ensure inclusion of all 
identified controls in each application. We will monitor 
the testing and results to ensure the identified embedded 
controls are working as expected.

Another focus of this project includes utilizing master 
file and build data to perform data visualization analytics 
as a pre-live data integrity measure. Post go-live data 
visualization analytics are also planned as an indicator of 
incomplete or inaccurate build or processing (e.g. charge 
capture). Considerable thought has been given to ensuring 
key workflows are capturing essential data elements for 
these analytics.

Conclusion
The scope of this project is broad and the timeline will 
continue for 18–24 months while the application goes live at 
various facilities beginning in mid-2017. The timelines are very 
tight and significant efforts are being made to ensure critical 
risks in all vital workflows are checked, mitigated, tested and 
considered for inclusion in future audit and compliance plans.

The efforts to date have been valuable in educating our 
compliance and audit staff on the new workflows that will 
be used throughout our operating facilities for the EHR 
in recording and documenting operational, financial and 
clinical data.

One of the more important benefits resulting from this 
project is the raised awareness across all levels of our 
organization of the importance of internal controls and 
risk mitigation regarding operations, finance, compliance, 
technology, clinical and patient safety areas. We are 
confident the significant investment in this effort will 
provide benefits for years to come. 

In the previous article on claims and reserving,1 the need 
to obtain Service Organization Control (SOC) reports from 
service providers was addressed (these are also sometimes 
referred to as SSAE-16 reports). The requirement for 
obtaining an SOC report often should be negotiated into 
the service agreement. It may be difficult to negotiate 
the requirement for a SOC report after the agreement is 
finalized.

Internal audit can provide valuable services by making sure 
SOC reports are obtained, then making sure management 
reviews the scope, testing, user control consideration and 
results, and then acts upon any gaps in scope or control 
weaknesses identified in the report.

Coordination between plans and providers
One of the key aspects of Medicare Advantage plans is 
offering access to the healthcare providers’ network of 
physicians and services. Accordingly, a high volume of the 

1 "Health Insurance Claims Audits: The Challenges of Volume and Complexity," 
New Perspectives 35-4, p 33-36

claims activity may occur between the provider and insurer 
within the same organization.

The provider and insurer will most likely be using different 
automated systems. There are very few integrated provider 
and payer systems. Accordingly, there will be a high volume 
of claims activity occurring between these two related 
entities. The payer may have only limited access to the 
provider’s records.

Internal audit can provide valuable services in evaluating the 
transfer of claims information between the related entities, 
as well as looking at how the related entities handle denials 
and appeals. Internal audit can objectively look at the 
process and help management coordinate these functions.

Conclusion
As noted throughout this series of articles, health insurers 
face a complex variety of risks related to providing health 
plans. Internal audit can be a valuable contributor in helping 
organizations address the specific challenges throughout 
the critical processes. 
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