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Does your risk assessment look at the possible risk of 
nothing working? Is that too far outside the risk thinking 

box for you? It shouldn’t be. It can happen and likely will 
happen in your lifetime.  

As internal auditors, our view of technology risk has largely 
been limited to how hacking can affect our organization’s 
data and computers. We have become concerned with 
trying to outsmart hackers by finding ways to keep them on 
the outside and away from our systems. To the extent we 
can accomplish this, life is good. 

Wrong!

As we saw during the recent election when Russia was 
accused of hacking into U.S. politicians’ systems, hackers 
have grown up and are now wearing their big-boy pants. 
Nation-states have corralled technology skills to focus on 
development of cyberwarfare. 

Conventional warfare has become an archaic means 
of subduing the enemy. Cyberwars can be faster, safer, 
cheaper, and require far fewer people and less equipment.  
If hackers got into various systems to steal emails, did they 
also leave malicious code behind that will pass through 
the internet to reach intended targets in government and 
elsewhere? Similar attacks have happened before.

Industrial control system is a term encompassing the means 
of control and associated instrumentation used in industrial 
production, data acquisition systems, distributed control 
systems and other configurations such as programmable 
logic controllers. 

Industrial control systems are typically found in core 
industries such as electric, water, oil, gas, and air traffic 
control, as well as data acquisition systems. These devices 
control local operations such as opening and closing valves 
and breakers, collecting data from sensor systems, and 
monitoring the local environment for alarm conditions.  
Our economy and society rely upon these systems.

There were no thoughts of accessing the internet or 
connecting to local area networks (LANs) when most of 
these controls systems were designed decades ago. The 
physical isolation of the component was in itself reasonable 
security. As LANs and internet usage have grown, the 
benefits of connectivity of industrial controllers was realized. 

Bolt-on rather than designed-in security of a large number 
of these systems creates obvious soft spots that are 
probed. Defense methods are estimated to be 20 years 
behind the attack methods being used now. 

Cyberattacks on municipal water systems, oil refineries, 
electrical power grids, transportation companies, and 
industrial control vendors are eminently possible. A casual 
reading on this topic informs us of the ongoing daily probes 
and assorted successes to date in various countries.

So how might this affect your organization? If your facility 
is dependent on electricity, water, fuel, and the receipt of 
transported goods, you might be affected. It is that serious. 
Cyberattacks have the real potential to shut things down for 
weeks and longer. 

Nations can use these attacks as a replacement of 
economic sanctions. While there may be no way for your 
organization to avoid the effects of an all-out cyberwar, 
there are some steps to protect against lesser attacks. 

You should ensure that privacy and security staff prepare  
an inventory of all industrial control systems that are 
connected to the internet either directly or indirectly.  
Next you will want to identify the risks surrounding those 
systems and take mitigation steps. 

How many of these systems and devices actually require 
internet connectivity? As possible, isolate and segregate 
industrial control systems networks and establish strict 
access controls. Of course, all patches and security 
updates need to be done expeditiously and not left until 
time allows. 

Perhaps the greatest obstacle to initiating reasonable 
protection will be convincing senior management of the 
downside reality and liability of connectivity. As we see  
the movement towards connectivity growing, now is 
the time to seriously question the risks related to having 
everything connected. 

During 2017, Digital Insights and New Perspectives will strive 
to bring you current thought on all things cybersecurity.  
Enjoy your read of this edition of Digital Insights.
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“Change the way you look at things and the things you look at change.”  
- Wayne W. Dyer
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