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Foreword

This article is the second in a series 
conceived by the editor and advisors for New 
Perspectives, AHIA’s quarterly journal. The 
first article appeared in the November 2008 
issue (Volume 27, Number 4) and was entitled 
“The Auditor and the Electronic Health 
Record: Through the Looking Glass” 

Audit and compliance professionals are 
encouraged to contact the authors or the 
editor with their questions and concerns 
regarding EHR controls, compliance and 
implementation issues.

Introduction

The best attitude one can apply to 
your initial audit is by embracing your 
professional skepticism. First, go see for 
yourself. Undoubtedly it is difficult to 
believe that EHR firms large and small 
could be producing defective software 
and that healthcare institutions large 
and small (in size and reputation) could 
be utilizing software that is defective 
in its ability to meet basic records 
management requirements. Legions of 
documentation analysts have started 
where you are now, so worry not, again 

just go see for yourself. The objectives 
for this article are to:

Speed your initial EHR investigation •	
by offering you the benefit of 
experienced eyes directing you to the 
best starting point, while also

Orienting these basic EHR •	
investigation tools with your 
overarching business continuum and 
information flow models, which in 
turn provides the context for your 
auditing.

Beginning with the Fundamentals: 
Authorship, Auditing, and 
Amendments

EHRs represent significant challenges at 
the most basic levels, representing these 
three foundations of documentation 
validity. Oddly enough, one cannot yet 
even be assured of accurate authorship in 
today’s EHR. Currently, this even applies 
to EHRs Certified by the Certification 
Commission for Health Information 
Technology. Amendments can represent a 
particularly problematic situation in EHRs 
because most all provide the means to 
alter a completed record and to identify 

that record as having been altered. Some 
systems, however, do not retain the original 
content of the altered record, leaving to 
the imagination what was altered and 
why. Other systems maintain the original 
content, but it can only be recovered using 
specialized and unique database queries 
that, in a routine audit, quickly become 
the Compliance Officer’s nightmare. We 
have encountered circumstances where, 
to routinely provide both the original and 
updated content of altered records, the 
hospital is printing every encounter and, 
separately, it’s accompanying multi-page 
query, and including both (on paper) 
as their designated record set and legal 
record. In other circumstances, in order to 
provide any auditor (internal or external) 
the ability to identify actual authorship of 
records, the auditor must be given virtually 
unlimited access to system records, 
including information entirely outside the 
scope of the audit. 

Before attempting a more systematic audit, 
familiarize yourself with a small sample of 
clinical records that include bedside clinical 
care documentation outputs, whether 
printed or viewed on computer screens. 
Start with a small number from each of two 
areas; first from a clinical service that your 
organization already identifies as higher 
risk (for any reason), and second from a 
necessarily outpatient or ambulatory care 
service like a doctor’s office or a walk-in 

Executive Summary
In the first article, the author described the unique and odd current state of electronic 
health records (EHRs), as records systems that pose substantial auditing challenges 
and organization risks. These derive from the EHR current state; non-standardized 
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healthcare. Never before, and perhaps never again will the auditor’s role so prove 
the critical element in driving improvements on the substantial risks EHRs currently 
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subsequent ones, will address how and where to start.

EHRs represent 
significant 

challenges at the 
most basic levels.



10 New Perspectives Association of Healthcare Internal Auditors February 2009

clinic. The point of the latter is to evaluate 
documentation in a setting where the vast 
majority of patient services documentation 
involves two professionals documenting 
in the same record (i.e. patient seen by 
the intake nurse then by a doctor, both 
documenting within the same episode of 
care record).

As you know, a primary requirement 
of healthcare documentation is that it 
accurately capture and display who 
provided the service and when. The 
reasons for this are well established in, for 
example, CMS Documentation Guidelines 
for Evaluation and Management 
Services. Also, since your organization 
undoubtedly has medical staff bylaws 
and compliance-driven requirements 
for who is qualified to provide clinical 
services, and since payers also only 
pay for care provided by appropriately 
credentialed professionals, making certain 
that the record accurately and irrefutably 
shows who provided the services is of 
substantial interest and importance. 

Does the record indicate who •	
provided the service that was 
documented and when? 

Does the record show the date of •	
service and when the documentation 
was completed? 

When more than one professional •	
documents in a given service’s 
record, is that indicated in the record? 

In the multi-authored document, •	
within the record itself, does the 
record assign each individual 
author to his/her portion of the 
documentation? 

If your system has the ability •	
to search or otherwise navigate 
specifically to amended or altered 
records, review those to make certain 
you can readily identify the altered 
and the original content, and who 
executed the alteration when.

It is not an uncommon finding that 
the usual display or print version of 
a record does not show what you (or, 
say, a RAC auditor) must see. In that 

instance, working with your Records 
Management/Information Technology 
staff to understand what audit supports 
might be available, becomes the next step 
for identifying how the record provides 
the authorship specificity required. The 
running theme as highlighted in the 
concepts of “Authorship,” “Auditing” and 
“Amendments” in any audit engagement 
is at any point in time being able to 
identify “who,” “what,” “where,” “why” 
and “how.” There are greater complexities 
and more worrisome issues with EHRs 
and auditing, but most have their origins 
in these, “the Triple A” fundamental 
gaps, which, as fundamentals, benefit 
from returning to baby steps in setting up 
internal control audit engagements. 

Initial Steps for Orienting and 
Adapting Auditing Protocols to the 
EHR Environment

The backbone to any auditing protocols 
should include a macro perspective of 
the entire market. The following table 
(Table 1) illustrates the primary healthcare 
continuum. A healthcare episode typically 
begins with the patient, followed by 
the provider, potential vendors (such as 

supply companies, prescriptions etc.), 
the payer market, followed by the plan 
sponsor. For example, a patient may 
arrive at the hospital; have surgery, and be 
treated by several professionals. The claim 
for services is submitted by the provider 
to the payer. The payer in turn submits the 
claim to the plan sponsor. In essence one 
episode of care can be impacted by at least 
five different business entities and their 
transaction processes. This understanding 
is important from the perspective that 
any internal information being created, 
generated, and processed will be “housed” 
within other market players.1 

The second foundation concept which 
is important to understand is that of 
“information continuum”. Table 2 reflects 
the infrastructure which is important to 
recognize when setting up an internal 
audit engagement. The provider 
market is moving towards an electronic 
environment. While the market is in 
transition, the purpose of the continuum is 
to identify and incorporate the electronic 
infrastructure at the point in time of the 
audit engagement. For example, Table 
2 recognizes “storage” as an individual 
item to assess. In a recent engagement, the 
medical records department was unable 
to locate the files of a child admitted into 
the ICU. However, it was known that the 
specific department had an electronic 
system. Upon the auditor’s arrival to the 

It is not an uncommon finding that the usual display or 
print version of a record does not show what you (or, say, a 

RAC auditor) must see. 

Table 1
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nursing unit to print a second copy, it was 
discovered that the nursing department 
only purchased three month’s worth of 
storage. Therefore, your E-Health Audit 
Checklist should include the status and 
condition for business processes being 
evaluated:

Electronics in place•	

The computers being utilized•	

The type and capacity of the •	
components

Current industry standards•	

The components of the network—•	
internet, intranet, and extranet set up

Summary of all active software•	

All storage components•	

Within the provider environment the 
audit focus may initially address a global 
overview followed by a very specific 
business function assessment. Table 
3 illustrates the typical component in 
the business process from a provider 
perspective. Your internal audit may 
include the integrity of charges being 
posted to the bill component. This table 
illustrates 15 major operational business 
functions. The financial integrity of 
the bill begins with the actual service 

being pursued by the patient. The 
minute the patient enters the system for 
registration a series of electronic and 
paper business processes are initiated. 
The internal auditor should flow chart 
these components and sub component 
processes.

The auditor may reference a checklist 
similar to the information noted in the 
next table. Table 4 was taken from “EHR 
Exam” from the Journal of AHIMA (May, 
2006) page 58. The task of checking 
a patient into the clinical work space 
may include the observation system 
application such as “can the system 
identify new information by user 1 in 
the encounter?”2 The auditor should 
develop a schedule of business function 
followed by the direct observation of 
those functions. This table illustrates the 
listing of the “actions” identified with 
the electronic infrastructure followed 
by the observation of that function. The 
internal audit work papers should follow 
with the creation of two other columns. 
The third column noting the result of the 
observation and the fourth indicating 
any risks or deficiencies identified. The 
auditor may also want to include a 
risk rating scale, for example “1” being 
minimal financial/business operational 
risk to “5” being serious financial/
operational risk. 

This EHR test vignette continues by 
illustrating an assessment of user 2. 
The reference table from the featured 
article EHR3 Exam provides a continued 
assessment that can be used by the 

2 Gelzer, MS, MPH, CHCC, Reed D and Trites, MP CHBC, CPC, CHCO, “EHR Exam” Journal of AHIMA/May 2006 pages 56 - 59
3 Gelzer, MS, MPH, CHCC, Reed D and Trites, MP CHBC, CPC, CHCO, “EHR Exam” Journal of AHIMA/May 2006 pages 56 - 59

Table 2

Table 3
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auditor. Please note this critical aspect 
is often not assessed effectively from an 
internal control perspective. The issues 
of authorship and amendments are often 
compromised when user 2 returns to an 
established record. Therefore, for an added 
emphasis from an audit engagement 
purpose—evaluate the business function 
under the events of user 1 followed by an 
evaluation of the same controls when user 
2 enters the same parameters. The next 

table (4A) provides sample scenario with 
observations of user 2:

The focus of the observations is to assess 
reasonable assurance of the business 
function. Additional considerations 
will evolve along with the market. For 
example, item E “identifies the new chief 
complaint not mentioned upon intake: 
abdominal pain”. Under observation 
the table provides the following 

question “Does the system differentiate 
information input by multiple users?” 
This example is highlighted because of the 
evolving change and importance of this 
one function. From a security perspective 
it is important again to maintain control 
of authorship and amendments. 

One very good reason is because CMS 
has initiated activities such as not paying 
for medical errors and ‘never events’ or 
substandard care—this function becomes 
very important from a compliance 
perspective. One such example is decubitus 
ulcer. If a patient has this condition on 
admission it needs to be documented upon 
the patient’s arrival. The provider may 
have their integrity questioned if they can 
not authenticate when an entry was added 
or assessed and by whom. This leads us to 
the importance of handling anomalies and 
providing solutions.

Reporting Anomalies and Providing 
Solutions

The Institute of Internal Auditors has the 
following definition for Internal Auditing: 

Internal auditing is an independent, 
objective assurance and consulting activity 
designed to add value and improve an 
organization’s operations. It helps an 
organization accomplish its objectives by 
bringing a systematic, disciplined approach 
to evaluate and improve the effectiveness of 
risk management, control and governance 
processes.4  

Our article has introduced the need for 
internal audit to be involved in assessing 
the assurance that the business processes 
in place for e-health infrastructure have 
the appropriate internal controls to 
achieve the stated business objectives. 

The sample illustration noted earlier 
(Tables 4 & 4A) of the audit work paper 
could be easily set up in a simple Excel® 
spreadsheet. This format provides the 
opportunity to finalize conclusions, 
initiate follow-up with the respective 
auditee and discuss recommendations 
for the deficiencies identified. A general 
report format and summary of the actual 
work papers may include the following 
steps:

Step 1: Define Scope of Audit and 
Review

4 http://www.theiia.org/guidance/standards-and-guidance/professional-practices-framework/definition-of-internal-auditing/?search=definition%20of%20internal%20audit

Table 4
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Step 2: Define Data Necessary for 
Evaluation

Step 3: Define Parties to be Interviewed

Step 4: Audit Review and Data 
Analysis

Step 5: Apply Risk Rating to Identified 
Deficiencies

Step 6: Market Comparison, Analysis, 
Final Report

A sample risk rating may include: 
Level 1: Deficiency no impact on 
revenue or patient safety

Level 2: Deficiency impacting 
revenue—not fraud related

Level 3: Deficiency impacting 
revenue—potential fraud risk

Level 4: Deficiency impacting 
compliance—mandatory requirement

Level 5: Deficiency impacting patient 
safety—immediate referral level 

As internal audit progresses in its role of 
facilitating internal audit engagements—be 
prepared. The EHR system offerings 
for providers is still a buyer-beware 
market. For example, a 300-bed hospital 
purchased an EHR system; it realized upon 
implementation that the functional tools 

for the operating system did not include 
user-tracking control tools for hospital 
employees. In essence the system only 
kept track of the last user and their activity. 
Either of us could sign into the system and 
change a prior entry in the financial or 
clinical system and no record would exist 
of the prior entry. In the above sample risk 
table this is listed as a Level 5 deficiency 
impacting patient safety, because you have 
no control of information that may affect a 
patients well being.

In a different vendor’s system it was 
noted that the system had the inability 
to recognize the simple activity of a prior 
patient. All registered patients were 
treated as a new patient. Clinically this is 
significant because relevant clinical data 
would not be available to the current 
treating provider. This behavior would hit 
risk levels 3 through 5.

In a third example, a 500 bed hospital 
went live—and the revenue reports were 
all flawed. It did not occur to the EHR 
vendor the significance of all medications 
having their own unique charge master 
numeric representations. The provider 
did not have the ability to track the 

medications charged to the patient! It is 
often the most simple business functions 
(that are missed frequently in transition to 
an electronic world) that cause the most 
havoc. 

Yet, my favorite example is a beautiful 
inpatient surgical facility; built and 
designed by physicians, with a state of the 
art electronic system—but they omitted 
the functions of electronic discharge 
of a patient and a morgue! As e-health 
infrastructures and market offerings 
evolve just a few simple words to the 
wise: “assume nothing, test everything, 
and if anomalies are found, document, 
document, document and report, report, 
report.” As this article has also illustrated, 
the documentation can be flawed all the 
way back to its point of origin, due to 
insufficient or erroneous representation of 
authorship.

Conclusion
The progressive transition of healthcare 
to computer-based patient records in 
the form of EHR systems represents 
immense challenges but therein a 
singular opportunity for the internal 
audit profession and the healthcare audit 
professional. In implementing these new 
tools, a healthcare organization inevitably 
must consider exactly what its business 
is and what data and which information 
flows are core to its operations and to 
their accountability. While the execution 
of this analysis is inevitable, it is usually 
not self-evident to most organizations that 
may utter the rhetoric of EHR-supported 
transformation but do not yet grasp 
that the silver bullet they bought is as 
likely to explode as to slay the demons 
of inefficiency and error. As this article 
shows though, there is a complex but 
nonetheless clear path from the macro 
analysis back to the primary validity of 
the patient record, and from that record 
back to the macro.

The role of the internal auditor in this 
environment is that of grounding the 
organization in a clear understanding 
of its actual operations, and assuring 
its adherence to sound and compliant 
business and clinical principles, 
accountably down to the primary source 

Table 4A

continued on page 25
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patient care record. It is a message that is 
always welcome to the wise. However, 
with the loud chorus of urgings to commit 
to untested, non-standardized, marginally 
auditable patient information systems, 
the message may require persistence 
and body armor to convey. Even if 
conveying it does not generate significant, 

rapid change, you will have executed 
your professional duty on the record in 
advance of any inquiries from the Special 
Investigative Units, the FBI Anti-Fraud 
Task Force agents, the OIG investigators 
and the health law attorneys we are also 
reaching out to inform and train in these 
areas. NP

Editor’s note: The above-referenced 
article, “EHR Exam” from the Journal 
of AHIMA/May 2006 pages 56–59 is 
available in PDF format in the Audit 
Library (Reference Materials) available 
to AHIA members in the members-only 
section of the AHIA web site at:  
www.AHIA.org. 
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