
Drug Diversion: How Robust is Your 
Prevention and Detection Program?
Basic elements of an effective diversion prevention, detection and response program
By Kimberly New, JD, BSN, RN

Drug diversion is a widespread problem and 

institutions need a proactive prevention, 

detection and response program. Learn the 

five areas policies should address. What is 

suspicious activity and behavior? To protect 

patients, implement patient-contact employee 

education about drug diversion signs and 

reporting requirements.

V
alid data on abuse of prescription drugs by 
staff is limited. Estimates vary widely and most 
estimates cited are not based on observational 
data. In the only systematic study published 

in the past twenty years, Trinkoff and Storr (1998) found 
that 6.6% of all nurses abused “prescription-type” drugs.1 
Statistics on the prevalence of drug diversion by nurses, 
however, are not available. 

By its nature, diverting prescription drugs is a clandestine 
activity, and methods in place in most institutions leave 
many cases undiscovered. In addition, many hospitals avoid 
reporting diversions for fear of liability or negative publicity.

The Centers for Medicare and Medicaid Services defines 
drug diversion as the diversion of licit drugs for illicit 
purposes. Diversion is universal among healthcare 
institutions. If your institution is not finding and reporting 
drug diverters, reviewing your program to identify its weak 
points should be part of your annual plan. A program 
to address drug diversion should include four essential 
components: 

 • Education 
 • Policies 
 • Implementation 
 • Reporting

Even the best diversion investigator cannot detect all 
instances of diversion. Education of patient-contact 
staff at all levels brings the most relevant staff into the 
surveillance program as a first line of defense. At the time 
of employment and regularly thereafter, clinical staff 
should be educated on recognizing and reporting signs of 
diversion and impairment.

1	 Trinkoff	AM,	Storr	CL.	Substance	Use	among	Nurses:	Differences	between	
Specialties.	Am	J	Pub	Hlth	88:4	(1998)	581-585
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Diversion has to be handled with uniform procedures. 
The discovery, discipline, and reporting of a diverting 
staff member are emotionally charged matters. Emotions 
must not control what decisions are made. Policies should 
establish how drugs are to be handled, who is responsible 
for monitoring controlled substance transactions and how 
potential diversion is handled.

Implementation of a diversion program requires time, skill 
and objectivity. Some facilities use a diversion team which 
is led by a specialist who has primary responsibility for the 
diversion program. 

Other facilities have a diversion specialist who works 
more independently and collaborates with others in the 
institution as appropriate. Regardless of the institutional 
approach, the program should be in the hands of someone 
with clinical knowledge. The diversion specialist must have 
full access to surveillance data and to the related medical 
records. The specialist or team must have the ability to act 
quickly to protect patients and the authority to confront and 
suspend a suspected diverter.

Mandate to report
Human Resources (HR) should provide guidance on 
employment disposition and may participate in reporting 
the diverter. Reporting of diversion is an essential part 
of the response. Reporting is mandated by federal 
regulations, state laws and professional boards. Reporting 
is also the means by which patients are protected against 
itinerant diverters; unreported diverters have been 
responsible for severe patient harm after moving from one 
job to another. 

Institutions that fail to report out of compassion for the 
diverter become complicit in subsequent patient harm, 
and risk harm to the diverter who is allowed to continue 
unchecked.

Education
All employees with patient contact or clinical responsibilities 
need to be educated about diversion. Education serves 
three purposes: 

 • Warn those intent on diverting

 • Caution those who may be vulnerable to addiction and 
diversion 

 • Enable staff to recognize and report signs that may 
indicate a colleague is impaired or diverting

For those who have primary responsibility for investigating 
diversion, specialized training is essential. The National 

Association of Drug Diversion Investigators offers Health 
Facility Diversion Training Conferences each year aimed 
specifically at this task.

Educate all staff members
Education about diversion should be a part of every new 
employee orientation, and clinical staff should receive an 
additional training session devoted exclusively to the topic. 

Do not underestimate the value of educating all staff, 
including housekeepers and maintenance workers. In 
several cases, maintenance workers have discovered a stash 
of sharps containers or diverted drugs stored in ceiling tiles. 

Even the best diversion investigator 
cannot detect all instances of diversion.
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At my institution, a housekeeper caught a nurse diverting 
from a sharps container, a medical office secretary reported 
receipt of suspicious shipments from an internet pharmacy, 
and a CNA who had just gone through orientation reported 
a superior who exhibited signs of impairment.

Make education comprehensive
Education should be reinforced continuously through 
annual mandatory training, clinical grand rounds, leadership 
meetings, specialty training programs and team “huddles.” 
Surveillance data can also be used to reinforce that drug 
transactions are truly being monitored, even when diversion 
is not suspected. 

I regularly use surveillance data that illuminate improper 
drug-handling practices to remind nurses that I am 
watching their transactions and to reinforce proper 
practices. When surveillance data suggest that a nurse is, 
for example, withdrawing medication far in advance of 
administration, or delaying wasting to the end of a shift, I 
notify the nurse and his or her manager that the activity is 
unacceptable.

Diversion education for clinical staff should emphasize 
the impact of diversion on patients, the institution and 
the diverting employee, and should outline methods of 
prevention, detection and response. 

My educational programs always include actual cases of 
diversion that have affected patient safety. I cover the 
prevalence of diversion and the measures our hospital uses 
to detect diversion, including reviewing every controlled 
substance transaction in the facility. I review proper drug 
handling procedures relating to withdrawal of drugs, 
documentation, wasting and adherence to orders. 

I provide detailed lists of signs of diversion and 
impairment and remind staff that reporting is mandated 
by our Code of Conduct and by the rules of most 
professional licensing boards. I inform them that nurses 
caught diverting are often astonished that they were 
caught, and still more astonished that they may face 
termination, reporting to the state board and possible 
criminal penalties. I also inform them about our Employee 

Emotions must not control what 
decisions are made.

Personnel

Prolonged or frequent bathroom breaks or 

absences from the work area 

Present at workplace on days not scheduled to 

work

Regularly volunteers for overtime

Frequently tardy or reporting in sick

Drugs or syringes in pockets

Frequently withdrawing larger doses than needed

Frequently wasting entire doses

Frequently arriving at work early or departing late 

Pattern of removing or wasting substances at or 

near the end of a shift

Poor judgment

Inconsistent medical record entries

Erratic work performance and implausible excuses 

for poor performance

Change in personality

Sweating, chills, pallor, tremors, weakness

Constricted pupils

Excessively energetic or lethargic behavior

Itching and scratching

Vomiting, diarrhea

Anxiety and paranoia

Euphoria and insomnia

Circumstances

Syringes inappropriately left out

Patients complaining of unrelieved pain

Missing medications or discrepancies

Signs of medication tampering such as holes in 

packaging or presence of glue around caps

Missing prescription pads

Evidence of tampering with sharps containers

Missing medications that ease withdrawal 

symptoms such as ondansetron

Exhibit 1 – Examples of suspicious activity or 
behavior 
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Assistance Program and our state Professional Assistance 
Program, and remind them of several anonymous 
reporting options.

Don’t be surprised
One challenge in educating staff on the recognition of a 
diverting colleague is the preconception that many have 
about who can become a diverter. Staff may assume that 
a diverting nurse will be a poor performer, a loner or 
someone with a significant disciplinary record. In nearly 
every diversion I have uncovered, the supervisor expresses 
amazement when they realize which person has been 
diverting. I often hear, “That’s the last personI would have 
suspected.”

Policies
The content of drug diversion policies is driven by patient 
safety and by regulation. Policies must adhere to the 
requirements of:

 • The Joint Commission 
 • CMS Conditions of Participation 
 • The Controlled Substance Act 
 • Federal, state and local laws 

Policies should cover: 
 • Drug security and handling 
 • Responsibility for surveillance 
 • Reasonable suspicion testing
 • The actions taken when diversion is suspected or 

confirmed

A complete presentation of regulatory mandates would 
be beyond the scope of this article. Briefly, regulations 
require that:

 • Patients receive care in a “safe setting”

 • Controlled drugs be kept securely

 • Accurate records track drugs from receipt to end-use or 
waste

 • Procedures be in place that protect against diversion, 
allow rapid identification and provide for reporting of 
diversion both internally and externally

The “safe setting” requirement is enforced very broadly, and 
is the basis for the other more specific requirements.

Breadth of policy coverage
Drug security and handling policies need to cover diversion 
risk areas relating to controlled substance receipt, storage, 
transport and handling within the facility. Conducting 
a facility walkthrough to track medications from receipt 
to end-use can provide valuable direction for policy 
development. Policies should also cover lower-profile risk 
areas such as the management of patient medications 
brought from home, prescription pad security, and the 
handling of sharps containers.

HR plays an important role in developing policies that 
speak to how confirmed diverters are handled. HR should 
have policies that address assistance and intervention, 
and employment disposition, and ensure that all cases are 
handled uniformly and in accordance with applicable legal 
standards. 

Specific policies you should address
Drug handling:

 • Keeping controlled substances secure in clinical areas, 
including rules regarding the timing and manner of 
wasting and rules against early withdrawal

 • Application and wasting of fentanyl patches

 • Documentation of administration and unusual 
medication events

 • Dispensing at the time of discharge

Surveillance:
 • What surveillance data will be reviewed, by whom and 

how often

 • Steps to take when suspicious transactions occur

 • High achiever or award winner

 • Well-liked by colleagues

 • Significant stress in personal life

 • Night shift

 • Critical care, surgery or other unit with increased 
nursing autonomy

 • Agency or traveling nurse

 • Prior legitimate prescription for drug being 
diverted

 • Smoker

Exhibit 2 – Profile of a diverter
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Institutions that fail to report out of compassion for the 
diverter become complicit in subsequent patient harm.

 • Investigating and handling of discrepancies

 • The statistical threshold on surveillance data which will 
require further investigation

Reasonable suspicion:
 • What qualifies as reasonable suspicion, including how 

anonymous reports and patient complaints will be 
handled 

 • Timing of and procedure for reasonable suspicion testing

 • Consequences of a refusal to submit to drug testing

 • Handling patterns of deteriorating performance 

 • Handling positive ”quick test” results, including 
whether those with positive results will be allowed to 
drive home

 • Handling large groups (significant discrepancies on a 
clinical unit)

Suspected diversion:
 • Internal notification requirements when diversion is 

suspected (such as HR, Nursing, Pharmacy, Security and/
or Risk Management)

 • Diversion team composition and function

 • Time, manner and personnel present for interviewing the 
suspected diverter

 • Discontinuation of drug cabinet access

 • Recognition and management of employees who may be 
a harm to themselves or others

Confirmed diversion:
 • Employee disposition

 • Reporting, both internal and external, and who will be 
responsible for reporting

 • Communication with the diverting employee’s 
colleagues

 • Scope of the investigation (for example, how far back in 
time will you go?)

 • Corrected billing and patient notification

 • Referral to EAP and/or Professional Assistance programs

 • What post-event reviews will be undertaken (such as 
Critical Event reviews and root cause analyses)?

Implementation
Many facilities use a multidisciplinary diversion team to 
address various aspects of the diversion program. Even 
if a diversion team is used, one individual must serve as 
the manager of the program (the diversion specialist). The 
diversion specialist can be a member of risk management, 
pharmacy, nursing, employee health or other appropriate 
department. 

Ideally, the diversion specialist will have a clinical 
background, knowledge of medications used within 
the institution and the ability to conduct an effective 

investigation. This individual will serve as a resource to staff, 
will oversee education and policy development, and will 
ensure that all diversion related activities are documented. 
The diversion specialist will delegate ongoing diversion 
prevention and detection efforts as appropriate, but will 
take a lead role in prevention, surveillance and diversion 
investigations and will ensure regulatory compliance.

The diversion specialist should monitor trends within the 
institution so that risk areas can be quickly addressed. Diversion 
risk rounds should also be conducted at least quarterly to 
ensure that policies and procedures are being followed.

The diversion specialist should report to a diversion 
committee that meets at least quarterly and oversees the 

The National Association of Drug 
Diversion Investigators offers Health 
Facility Diversion Training Conferences
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When nurses are allowed to resign or go unreported, 
each patient they care for in the future is at risk.

overall management and activity of the diversion prevention 
and detection program. The diversion committee in turn 
should report to the hospital board at least annually.

Reporting
All drug diverters will escalate if allowed to continue 
diverting. Many of the nurses we catch at our facility have 
a history of diversion at other institutions, which was never 
appropriately reported. When nurses are allowed to resign 
or go unreported, each patient they care for in the future 
is at risk. Appropriate reporting is essential to ensure that 
proper intervention.

Mandatory reporting requirements cannot be overlooked. 
These include reports of theft to the DEA and the report of 
illegal or incompetent care to most professional licensing 
boards. Pharmacy board reporting may also be required 
depending on the part of the country where the institution 
is located. Most states have a requirement that cases in 
which patient harm has occurred must be reported to a 
branch of the state department of health.

Drug diversion from a healthcare facility is a felony in most 
states, and some states mandate the reporting of such a 
crime. Issues of reckless endangerment, fraud, abuse of a 
vulnerable individual and other diversion-related crimes 
should be reported to local law enforcement.

It is important to develop a collaborative working 
relationship with local law enforcement so that diversion 
cases can be handled appropriately. Many law enforcement 
agencies will work with healthcare facilities to minimize the 

risk to the facility of reporting, and will provide an incentive 
to the diverter to enter a recovery program. 

Documentation at the time of arrest can be worded in such 
a way as to reflect a theft, but not alert the press to the fact 
that an employee stole medication from a hospital. Many 
states have “treatment in lieu of conviction” programs that 
provide a strong incentive for an employee to go through 
rehabilitation. 

Alternative programs for professionals usually offer the 
same type of incentive, but are more voluntary in nature. 
Unfortunately, several of our nurses, who might have 
complied with a court-mandated program, have declined to 
participate in voluntary programs.

Conclusion
Drug diversion is a widespread problem in healthcare 
institutions. Every institution needs a robust program to 
prevent and deal with diversion. The program must include 
policies and procedures to cover education, surveillance, 
investigation, response and reporting. NP

All drug diverters will escalate if 
allowed to continue diverting.

When life gives you a hundred reasons to cry, show life that you have a thousand reasons to smile.  
~ Anonymous
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