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Introduction

Information technology (IT) is revo-

lutionizing worldwide communications, 

changing business processes, and erasing 

traditional internal and external organiza-

tional boundaries.  To participate in this 

revolution, internal auditors must leverage 

the powerful capabilities of technology in 

collecting, generating, and evaluating infor-

mation related to strategy, risk management 

and controls, and for effective organization-

al governance.  At the same time, internal 

auditors must recognize that IT, per se, will 

not increase the internal audit function’s ef-

fectiveness.  Rather, internal auditors must 

fi rst understand their organization’s use of 

IT, as well as the audit objectives, and then 

select appropriate IT to achieve those ob-

jectives (i.e., the task-technology fi t is essen-

tial).  To address these pervasive IT issues, 

the Research Foundation of the Institute of 

Internal Auditors recently released The Per-

vasive Impact of Information Technology 

on Internal Auditing (Ramamoorti & Wei-

denmier 2004), as a supplemental chapter 

to the Research Opportunities in Internal 

Auditing (ROIA, editors Bailey, Gramling 

& Ramamoorti, 2003) monograph, avail-

able online at http://www.theiia.org/iia/

index.cfm?doc_id=4057.  

This article remains faithful to the 

general organization and fl ow of the 

supplemental chapter, but provides a high-

level and rather condensed summary of that 

publication.  

Historical Perspective on IT and the 

Internal Audit Function

Over the last several decades, IT has 

caused the internal auditing function to 

change the audit scope and approach and 
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use new auditing tools/techniques.  The 

transformation began with the use of tape 

drives in the 1960s, which changed the 

audit trail to a non-visual, electronically 

stored format necessitating the migration 

from an “auditing around the computer” 

approach to an “auditing through the 

computer” approach.  

 Despite the increasing use of 

computers in business during the 1970s 

and 1980s, electronic data processing 

(EDP) audit functions were not universal 

and internal audit functions were relatively 

slow in embracing “computerization.”  

Fortunately, over the next two decades, 

EDP-related audit techniques became more 

user-friendly and easier to implement with 

the advent of more affordable personal 

computers. 

 In the 1990s, not only was IT used 

to collect, analyze, and disseminate 

information, IT was also seen as the 

key enabler as well as driver of business 

strategy. Organizational boundaries 

became blurred and the extended enterprise 

became a reality.  The impact of IT on 

the internal audit profession has been 

signifi cant and rather marked (e.g., the IIA 

2003 annual software survey by McCollum 

and Salierno). This IT-trend in internal 

auditing promises to continue unabated for 

the foreseeable future.  

 Using this brief historical summary 

as background, we proceed to discuss how 

IT has affected different aspects of the 

internal audit environment, beginning with 

governance.

Corporate Governance

 IT is increasingly a driver and an 

enabler of better corporate governance.  IT 

increases risk and changes (needed) controls 

because seamlessly-integrated and reliable 

IT is now necessary to conduct business, 

operate globally, and interconnect with 

outside entities.  New risks, controls, and 

investor scrutiny are driving the demand 

for improved governance to ensure that IT 

investments are appropriately and effectively 

implemented, ultimately increasing 

shareholder value.

IT is the primary method by which 

organizations achieve their objectives 

making it an enabler of organizational 

governance.  Not only is IT used to 

conduct the daily fi nancial business of 

an organization, but IT is also used to 

(1) detect risks and document controls; 

(2) monitor IT projects; and (3) quickly 

aggregate and share information with other 

organizations, regulatory agencies, analysts, 

and investors (e.g., via eXtensible Business 

Reporting Language (XBRL) technology 

and the Internet).  

In addition, IT is necessary to fully 

comply with Sarbanes Oxley Act of 2002 

(SOX) requirements for maintaining 

transparent systems and business processes, 

a clear understanding of internal processes 

and system controls, and (near) real-time 

reporting.  Organizations are working to 

implement SOX compliant applications, 

software to document/monitor controls, 

and create user-defi ned alerts for non-

compliance.  Fully integrated ERP systems, 

data marts/warehouses, and business 

intelligence should allow organizations to 

identify material (adverse) changes and 

help streamline their internal and external 

reporting process.

Internal auditors can play a pivotal 

role in helping organizations leverage IT 

to meet the increased demand for improved 

governance by evaluating current risks 

and controls as well as defi ning, helping 
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implement, and assessing monitoring 

systems. Appropriate modeling 

techniques to develop and confi gure these 

systems should improve organizational 

transparency and performance. Internal 

auditors can also coordinate efforts with 

external auditors to improve the level of 

total audit coverage, decrease overall audit 

costs, and enhance audit effectiveness 

thus strengthening organizational 

governance by increasing the monitoring, 

accountability, and accuracy of the fi rm’s 

transactions and fi nancial reporting.  

Assurance and Consulting Services

Internal auditors provide a variety of 

services to their organizations spanning 

both assurance and consulting services.  In 

today’s highly competitive, cost-conscious 

environment, the internal audit function 

must provide these services in the most 

effective and effi cient manner.  Internal 

auditors can use a variety of Computer 

Assisted Audit Tools and Techniques 

(CAATs), which are computerized tools 

or techniques that support a fl exible, 

interactive, data-based, analytical audit 

approach.  To truly add value, H. J.  Will, 

the original developer of ACL, states that 

CAATs must be viewed as “Computer 

Aided Audit Thought Support,” freeing 

auditors from manual/routine tasks to 

focus on exercising judgment and thinking 

critically.  

CAATs range from commonplace 

programs, such as word processing, 

spreadsheets, and generalized audit software 

(GAS), to the more advanced technologies 

such as digital agents, embedded audit 

modules, and neural networks that allow 

continuous auditing.  Internal auditors can 

use CAATs in all assurance and consulting 

services and across phases of the audit.  

For example, in the planning phase of 

fi nancial and performance audits, risk 

analysis and audit universe software can 

help select audit areas, identify initial risks, 

and determine preliminary objectives.  In 

the execution/conduct phase, internal 

auditors can use GAS to test 100 percent 

of the audit population to develop precise 

error estimates as well as examine the 

effectiveness of controls by identifying 

transactions that are incorrectly entered or 

missing, or not properly authorized.  In the 

reporting phase, auditors can utilize word 

processing, presentation, and graphics 

software to make audit reports easier to 

read and understand.  

Using CAATs throughout the 

auditing process should also produce 

more complete and accurate reports 

because auditors can perform a more 

thorough analysis of the data.  In quick 

response audits, GAS provides a variety 

of functions to help detect fraud schemes 

perpetrated by employees.  Fraud detection 

tests include completeness and integrity, 

text searches, amount searches, cross-

tabulation, duplicates, data profi ling, ratio 

analysis, Benford’s Law/digital analysis, 

and comparing database tables.  

As for internal audit consulting 

services, GAS can pinpoint 

underperforming areas of operations.  

Internal auditors can use self-assessment 

and facilitation software to determine 

the importance and effectiveness of 

operational controls as well as data mining 

to create “what-if” scenarios and perform 

trend analyses, identify underlying 

relationships in the data, and conduct risk 

analysis to provide strategic information 

for managerial decision making.  

Risk Assessment and Risk Management

With the emergence of risk as a 

central concept of governance, internal 

auditing is transitioning from a primarily 

control-based approach to becoming a 

predominantly risk-based approach. To 

support this paradigm shift, internal 

auditors must understand how one of 

the major sources of risks, IT, affects 

the organization within the context of 

the Enterprise Risk Management (ERM) 

Framework. The Framework has been 

developed by the Committee of Sponsoring 

Organizations to help organizations build 

ERM into operations and establish a risk 

strategy consistent with their risk appetite 

(fi nal version released in September 2004).  

Internal auditors can add substantial value 

to the organization if they can assist their 

organization in using IT to develop a 

sound ERM program.

IT pervades the ERM Framework-

-it is not only a source of risk but, 

signifi cantly, provides managers with 

tools to implement the Framework.  More 

precisely, IT is intertwined with all eight 

components of COSO’s ERM Framework 

(identifi ed below in bold).  The internal 

environment refl ects the risk attitude of 

the organization.  The organization’s risk 

attitude affects its choice of IT, level of 

e-commerce, and the use of emerging 

technologies—changing the organization’s 

risk.  IT also affects the objective/strategy 

setting of the organization.  IT is 

critical to the effective and effi cient use 

of operational assets as well as to the 

reliability of the entity’s reporting.  Strong, 

effective controls in the system will help 

organizations comply with applicable laws 

and regulations, especially the sweeping 

requirements of SOX. Simultaneously, 

the organization’s strategic objectives also 

affect its IT infrastructure.

IT plays a unique role in the 

identifi cation of events, or incidents that 

may adversely affect the ability of the 

organization to achieve its objectives.  IT 

can itself be viewed as an external event, 

an internal event, as well as an effective 

“environmental scanner” to identify other 

events.  When viewing IT as an external 

event, an organization must consider 

the impact of the changing e-commerce 

environment, increasing availability of 

data, and emerging technology.  When 

viewing IT as an internal event, an 

organization must consider how the 

confi dentiality and integrity of data as well 

as the development, availability, capacity, 

and reliability of systems may affect its 

ability to operate.  As an enabler, IT can 

facilitate the identifi cation of internal and 

external events via workshop facilitation 

software, process fl ow software, data 

warehouses and data mining, escalation/

threshold triggers, exception reporting 

capabilities, and digital agents.

To conduct ERM risk assessments 

internal auditors can use data mining to es-

timate the likelihood of an event occurring 

as well as a variety of different simulation/

modeling/optimization tools to estimate 

the various fi nancial impacts of different 

time horizons and probabilistic models.  To 

help direct attention to high risk audit areas, 

internal auditors may want to use artifi cial 

intelligence or neural networks, which rec-

ognize patterns in data with a “learning” 

process similar to the human brain and 

make scenario-specifi c predictions.  
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Regarding risk responses, 

organizations may select one of several 

responses to IT risk: 1) avoidance by 

minimizing IT usage; 2) sharing by 

purchasing network risk and liability 

insurance, and 3) reduction by establishing 

strong IT control activities to ensure 

that risk responses are carried out.  IT 

controls should support strategic, 

operations, reporting, and compliance 

objectives as well as automatically ensure 

that transactions are complete, accurate, 

authorized, and valid.  

IT also plays an important role 

for information and communication.  

Reliable, timely information is needed to 

identify, analyze, and respond to risks.  

Enterprise resource planning systems 

(ERPs), in conjunction with integrated 

data warehouses, can collect, process, 

and seamlessly distribute vast amounts 

of internal and external data for ERM.  

In today’s rapidly changing business 

environment, the organization’s ERM 

plan must constantly change to ensure 

that the organization is controlling its 

risk effectively.  This requires ongoing 

monitoring that is real-time, dynamic, 

and embedded in the organization, which 

can only be achieved through the use of 

IT (e.g., modules and agents that identify 

exceptions, and automatic extractions for 

GAS analysis and data mining).

  

Managing the Internal Audit Function

IT has affected the hiring and train-

ing of internal auditors, the managing of 

internal audits, and intra- and inter-orga-

nizational communications.  Recently ap-

proved IIA Standards (1200.A1, 1210.A3) 

require internal auditors to possess a 

threshold-level of IT competencies.  Orga-

nizations urgently need technology-savvy 

internal auditors who understand controls, 

information systems, and IT’s potential 

overall.  

Organizations can use a variety of 

IT to (cost) effi ciently and effectively 

train employees using computer-based 

training, videoconferencing, and web-

based training.  Organization can also 

provide internal auditors with an electronic 

audit reference library accompanied by a 

good search engine.  This library should 

consist of audit standards, eSAC (the 

IIA’s e-commerce Systems Assurance and 

Control guidance), industry standards, 

organizational policies and procedures, 

as well as forms and templates.  A 

personnel database and skills inventory 

and learning maps help ensure the 

professional development of auditors by 

tracking current skills, training attended, 

as well as future training.  In addition, 

organizations can benchmark themselves 

against the internal audit functions at other 

organizations in preparation for future 

quality assurance reviews.

To direct audit resources for maximum 

benefi t, the internal audit function can 

utilize a variety of software tools including: 

management and administration software 

(audit universe); planning and scheduling; 

project management and audit tracking; 

time, expense, and issue tracking; and 

measuring customer satisfaction with the 

internal audit function.  Automated (or 

electronic) workpapers allow auditors to 

easily manage, organize as well as link and 

locate text, spreadsheets, graphs, and other 

sources of information that have been 

scanned.  XBRL taxonomies may also 

assist the internal auditor by automating 

data retrieval and allowing the internal 

auditor to focus on value-added portions 

of the audit.  

A variety of communication tools are 

making the internal audit function more 

effi cient by allowing internal auditors 

to easily share information.  E-mail, fi le 

transfer software, video conferencing, 

the Internet, LANs, WANs, intranets, 

communication software, and wireless 

networks allow internal auditors to easily 

and quickly share data and maintain 

contact.  Communication and productivity 

can further be enhanced by groupware 

(e.g., Lotus Notes) that supports 

geographically-dispersed groups working 

together on a project (or document). 

Presentation software, which integrates 

charts, graphs, pictures, sound, and video 

clips, can help internal auditors present 

clear, concise, and complete information. 

Finally, internal auditors can help make 

customized, dynamic, evergreen reports 

available to various stakeholders via the 

organization’s web site.

Ethics, Privacy, and Security

In today’s IT-driven and connected 

world, internal auditors face many 

ethical issues that must be recognized 

and prevented through the development 

of an adequate IT (and manual) 

control structure. IT increases the risk 

that proprietary information may be 

compromised accidentally or maliciously, 

through hacking or other forms of system 

intrusions or even cyber-terrorism.  This 

globally vulnerable environment has 

created the main ethical issues facing 

auditors today - information privacy and 

security.  

Security includes considerations such 

as system confi dentiality and authorized 

access as well as system availability.  

Given the new privacy laws (e.g., HIPAA, 

GLBA), organizations must have sound 

security procedures in place to protect 

consumer data from unauthorized 

access or use.  Computer security can 

be achieved through multilevel access 

controls, smart cards, fi rewalls, intrusion 

detection software, encryption, tracking 

the frequency of confi dential inquiries, 

fi ltering, virtual private networks, digital/

electronic signatures, and biometrics.  

Organizations must also ensure that they 

do not capture “personal identifi able 

information” (PII) with passive tracking 

through cookies, web bugs, or port scans.  

In today’s interconnected world, they 

must also ensure the security of systems 

belonging to their business/trading 

partners.

Security-conscious organizations 

need up-to-date virus scanning software, 

host-based protection software that 

prevents “zombie takeovers,” and other 

damage-control software. Organizations 

may also want to proactively engage 

in ethical hacking (penetration / 

vulnerabil ity testing) to evaluate the 

effectiveness of their information security 

measures and prevent cybercrimes.  To 

prosecute cybercriminals, organizations 

can use computer forensics to identify, 

collect, and document computer evidence 

admissible in a regulatory proceeding or a 

court of law.  

Audit committees are quickly turning 

to the internal audit function to perform 
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periodic and quantitative assessments of 

the organization’s privacy and security 

provisions as well as ensuring that a viable 

disaster recovery plan is in place to provide 

for continuity of operations in the face of 

unforeseen contingencies and mishaps.

Internal Auditing’s Systematic, 

Disciplined Process

Internal auditors can use decision 

aids to help gather information, evaluate 

alternatives, and make a decision in the 

planning, execution, and reporting stages 

of an audit.  While decision aids can 

supplement decision-making capabilities, 

they cannot replace the professional 

judgment of the internal auditor.

Decision aids can greatly assist 

internal auditors in performing specifi c 

tasks at each stage of the audit.  For 

example, automated check lists help 

ensure that internal auditors’ consider all 

relevant information.  Intelligent bots can 

automate the gathering of information.  

IT can combine information and help 

compare alternatives through different 

format displays, modeling and simulations, 

and automated calculations.  GAS helps 

examine data in detail.  Expert systems can 

evaluate and set risk, and when combined 

with neural network technology learn 

and change dynamically with the audit 

environment.  

IT is also helping organizations 

make better decisions via the deployment 

of knowledge manage-ment systems 

(KMS).  An effective KMS requires 

that knowledge is constantly produced, 

captured at the source, transmitted to, 

and analyzed within a data warehouse, and 

then immediately sent to the appropriate 

users.  KMS incorporate news, contacts, 

employee expertise, frequently asked 

questions, lessons learned, proposal 

and engagement, best practice, and 

functional knowledge.  To add value to 

the organization, internal auditors can 

help their organization develop a KMS 

that helps preserve institutional memory as 

well as organizational expertise and ensure 

operational continuity/consistency over 

time.  

Conclusion

 We have sought to capture, in a 

condensed fashion, the key insights 

into how IT affects almost every aspect 

of organizational operations, and 

consequently, the internal audit function: 

organizational status and charter, scope, 

methodology, and activities.  IT serves 

as both a driver—in setting the strategic 

direction of the organization—as well 

as an enabler—in helping to execute 

effectively against the formulated 

and adopted organizational strategy.  

Nevertheless, despite its pervasive the 

impact, IT deployment in general is not 

the goal.  Rather, the internal auditor must 

understand the organizational goals and 

align the audit objective(s) consistent with 

audit committee expectations using IT in 

an optimal way.  !
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