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Introduction
Sarbanes-Oxley compliance was supposed 
to result in governance improvements, 
but results have fallen short. The 
Committee of Sponsoring Organizations 
(COSO) is the association that originated 
the internal control framework used 
chiefly for Sarbanes-Oxley efforts. 
Now the Enterprise Risk Management 
(ERM) framework also proposed by 
COSO [in 2004], is receiving increasing 
interest from healthcare organizations. 
The Boards of healthcare organizations 
are interested for a number of reasons, 
including governance improvements 
and a continued interest in fraud 
prevention, since frauds and failures in 
the marketplace continue, including in the 
healthcare industry (e.g. HealthSouth).
Another reason for the increasing 
interest is that rating agencies, such as 
Standard & Poor’s, now plan to evaluate 
organizational ERM efforts as part of 
the companies’ overall grade. There is a 
perception in the marketplace that current 
systems are not sufficient. Perhaps this is 
the failure of organizations to successfully 
implement and institutionalize the risk 
management life cycle. Working correctly, 
a solid ERM system will help to ensure that 
all stakeholder interests can be addressed 
and shareholder value maximized. 

Pre-Implementation Evaluation 
Process

Management needs to become fully 
aware of the effort required by the 
process. Risk assessment, for which 
ERM can sometimes be mistaken, is 
the process of assessing and evaluating 
risks. It is a small but important part 
of ERM. ERM comprises much more 
than risk assessment. ERM is the 
process by which an organization 
is able to identify, assess, evaluate, 
mitigate and monitor all of its major 
business risks in an integrated fashion 
consistent with the established risk 
appetite/tolerances in a comprehensive 
portfolio. This requires comprehensive 
transparency, the breakdown of silos and 
institutionalization of the risk processes. 

The mandate to implement ERM is a 
Board initiative, although it can also 
be driven by the CEO, CFO or another 
high-level stakeholder. When beginning 
the ERM effort, its scope should be made 
clear and should be documented. Some 
ERM initiatives have been unsuccessful 
because team members did not fully 
understand the scope of the work.

It is then important to designate the 
‘risk champion’ who will be leading the 
implementation task force. The head of 

internal audit can be designated as the 
champion, but care must be exercised 
regarding the scope of internal audit’s 
participation. (e.g. due to the need to be 
independent from management decisions, 
the internal audit function should not be 
responsible for selecting the appropriate 
risk treatment action to be taken or for 
executing that action).

Key individuals who will be delegated 
responsibility for business risk 
identification, mitigation and monitoring 
should be assigned to the ERM effort. 
These individuals will be the task force 
leadership and will likely include internal 
audit, risk management, compliance, 
the chief legal officer, as well as other 
parties. Other individuals will need to 
be identified and assigned to the ERM 
task force. They require an appropriate 
background and an understanding and a 
strong interest in the task.

A glossary of key risk terms should 
be created and shared with the task 
force at the outset of the initiative. The 
objective of the glossary will be to reduce 
misunderstandings (e.g. it is important 
to acquaint the team with the topics of 
inherent and residual risk).

Performing a Risk Capabilities 
Review will provide insight to the 
organization’s risk capabilities and to the 
implementation process. (See Appendix 
A for an example). In some of our prior 
work experiences, we were overly 
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Appendix A—Risk Capability Maturity Assessment
Stages Ad Hoc Stage—Capabil-

ities are applied in a very 
ad hoc and unpredictable 
manner, requiring the 
“heroics” of individuals 
to achieve the desired end 
result. However, since 
management cannot count 
on these heroics occurring 
consistently, the desired 
end result is frequently not 
achieved.

Repeatable Stage—There is 
some structure to the capabili-
ties, resulting in the desired 
end result being achieved 
more often than not. The ca-
pabilities are not flexible or re-
sponsive to change, however, 
since the structure is neither 
well defined nor documented. 
Additionally, there remains a 
high level of dependence on 
the competence and motiva-
tion of the people involved.

Defined Stage—The capa-
bilities are well defined and 
documented, thus there is 
consistency even during times 
of change (e.g., turnover of 
personnel, changes to processes 
and systems, etc). However, 
monitoring of performance is 
not formalized, thus manage-
ment must place great reliance 
on the personnel to consis-
tently execute the capabilities 
as defined.

Managed Stage—Key perfor-
mance indicators and monitoring 
techniques are employed to measure 
success of the capabilities and help 
management identify breakdowns 
or shortcomings in the capabilities. 
At this stage, the focus is on con-
sistent performance of designed 
capabilities, with little consideration 
for evolving the capabilities to fit a 
changing environment.

Optimized Stage—Recognizing 
that the environment in which 
a process operates is changing 
and evolving, management 
continuously monitors and 
improves the capabilities to en-
sure they remain world-class.

Strategies No formal process-level •	
objectives exist.
Annual goals are either •	
not developed or are 
not communicated to 
all individuals with a 
role in achieving the 
goals
Policies, if any, are •	
broad and general

Informal objectives exist, •	
but are not broadly 
understood.
Annual goals are •	
established, but are either 
not broadly understood or 
are assumed to apply only 
to certain individuals.
Some policies exist, but •	
these are not consistently 
enforced.

Some formal objectives exist, •	
but performance measures 
are not well defined and 
monitoring of performance is 
not consistent.
Annual goals are well •	
defined and understood, 
but measurement of goals 
achievement is not well 
understood or articulated.
Policies are well defined and •	
communicated, but some are 
out of date.

Formal objectives exist and •	
performance standards 
established, but objectives are 
not consistently aligned with 
the company’s changing and 
evolving strategy.
Annual goals are formalized and •	
measurable, but the goals are not 
reviewed periodically throughout 
the year to ensure they still align 
with the broader company goals.
Policies are clear, generally •	
current, and consistently 
enforced, but do not articulate 
management’s risk-taking 
philosophy inherent in those 
policies.

Objectives are consistently •	
reviewed to ensure 
alignment with the 
company’s changing and 
evolving strategy.
Goals are reviewed •	
periodically throughout 
the year to ensure they are 
consistently aligned with 
the company’s goals.
Policies are consistently •	
updated and enforced, 
and clearly outline 
management’s risk 
tolerance within each 
policy.

Processes No formal procedures •	
exist.
Controls are either •	
non-existent, or are 
primarily reactionary 
after something goes 
wrong.
There are no metrics or •	
monitoring of process 
performance.

Some standard procedures •	
exist.
Detective controls are •	
relied upon.
Few performance metrics •	
exist, thus there is little 
monitoring of process 
performance.

Procedures are well •	
documented, but are not 
regularly updated to reflect 
changes in the business.
Both preventive and •	
detective controls are 
employed.
Some metrics are used, •	
but monitoring of process 
performance is primarily 
manual.

Procedures and controls are well •	
documented and kept current.
Some best practices and •	
benchmarking are used to 
improve the process.
Many metrics are used, with •	
a blend of automated and 
manual monitoring of process 
performance.

Procedures and controls are •	
continuously reviewed and 
improved.
Extensive use of best •	
practices and benchmarking 
helps to continuously 
improve the process.
Comprehensive, defined •	
performance metrics exist, 
with extensive automated 
monitoring of process 
performance employed.

People Inexperienced •	
personnel; no formal 
training.
Little job guidance or •	
other formal direction.
Vague or conflicting •	
authority and 
accountability.

Competent personnel; •	
limited training; tend to be 
under- or over-resourced.
Some understanding of •	
the basic job requirements, 
but still not much 
formal direction from 
management.
Lack of clear authority and •	
accountability.

Experienced personnel, but •	
limited bench strength.
Job responsibilities and skill •	
requirements are defined, but 
career development focus is 
lacking.
Authority and accountability •	
are defined, but not broadly 
or consistently understood 
by all affected people.

Strong team in place with •	
adequate bench strength.
A formal development program •	
exists, with focus on both 
enhancing existing skills and 
developing new skills.
Clear articulation of authority •	
and accountability, and consistent 
understanding among affected 
people.

Formal succession planning •	
and integrated resourcing 
program ensure multiple 
sourcing options for key 
positions.
Cross-training program •	
provides job enrichment 
for employees and multiple 
sourcing options for key 
positions.

Technology Limited stand-•	
alone systems and 
technology.
System and technology •	
enhancements occur 
only after they crash 
or are proven to be 
obsolete.
Lax or nonexistent •	
technology 
infrastructure for 
physical and logical 
security.

Viable, but non-interfacing •	
systems and technology.
System and technology •	
enhancements trail 
business needs.
Inconsistent technology •	
infrastructure, resulting in 
inconsistent application 
of physical and logical 
security.

Systems and technology are •	
adequate to meet current 
business needs, but interface 
in relatively few instances.
System and technology •	
enhancements are generally 
reactive to business changes, 
but are implemented in a 
timely manner.
A formal technology •	
infrastructure exists, but 
some physical and logical 
security exposures also exist.

System and technology are •	
mostly integrated, effectively 
meeting current business needs, 
and should be adequate in the 
near-team.
Systems and technology •	
enhancements are planned to 
be proactive and are generally 
implemented effectively.
A sound and formal technology •	
infrastructure exists, and physical 
and logical security are generally 
effective.

Fully integrated systems •	
and technology effectively 
enable the business and 
are generally considered a 
competitive advantage.
Systems and technology are •	
continuously improved to 
maintain the competitive 
advantage.
A strong technology •	
infrastructure exists, with 
best practice physical and 
logical security procedures.

Information Information is typically •	
inaccurate, incomplete, 
and virtually 
impossible to obtain 
when needed.
Reports are either non-•	
existent or meaningless 
to users.
Critical information •	
is not protected from 
unauthorized access.

Information is not always •	
accurate and complete, 
and is typically very 
cumbersome to obtain.
Some reports are available, •	
but they provide marginal 
value.
Few access restrictions •	
exist, and there is limited 
enforcement of access 
violations.

Information is generally •	
accurate and complete, but is 
challenging to obtain.
Several reports contain •	
extraneous information, 
which makes them difficult 
and inefficient to effectively 
utilize.
Access is generally •	
restricted, but enforcement is 
inconsistent.

Information is accurate, complete, •	
and relevant, and is typically 
available with a relatively short 
lead-time.
Reports are relevant and •	
generally timely.
Access restrictions are typically •	
effective, but are manually 
monitored and enforced.

Accurate, complete, and •	
relevant information is 
readily available through a 
variety of online sources.
Reports are concise, •	
relevant, and consistently 
timely.
Access is effectively •	
restricted, with automated 
monitoring and 
enforcement.
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optimistic about how quickly the ERM 
process could be rolled out, due in part, 
because we did not initially perform such 
a review at the outset. 

A risk capability review covers five areas: 
strategy, people, processes, technology and 
information. Based on questions asked 
during the risk capability review, each of 
these five areas is accorded a rating of: ad 
hoc, repeatable, defined, managed, or optimized. 
As a means to determine the various risk 
events, several of these questions should 
also be asked in the initial step of the risk 
identification process. 

It will be important to utilize 
professional/authoritative guidance as 
the backbone for the ERM implementation 
process, although much will be left up 
to the choice of the organization, and the 
training of the implementation task force 
team. In the context of this article and in 
much of our prior work with healthcare 
and non-healthcare institutions, our 
points of reference are a combination 
of the COSO-ERM Framework (the 
second of three frameworks issued by 
COSO), issued in September 2004 (See 
Appendix B) and AS/NZS 4360:2004 
from Australia/New Zealand The latter 
is widely used in the risk profession and 
outside of the United States. It is similar 
to models from RIMS (Risk and Insurance 
Management Society, Inc.) the RIMS-
Risk Maturity Model and other leading 
worldwide frameworks. 

After becoming familiar with the above-
referenced frameworks and any other 
helpful reference texts, review pertinent 
material from your organization, 
including procedure manuals, business 
strategy/plans, financial statements, prior 
internal audit reports, tax returns, budget 
documents, market survey reports on the 
organization by analysts, and so forth.  

In addition to the risk capability review, the 
ERM task force team needs to understand 
the extent of ERM that is already in 
place vis-à-vis existing clearly-stated risk 
tolerances/appetite, existence (or non-
existence) of a risk committee and risk 
charter. Also the business strategy, mission 
statement, vision and specific business 
objectives need to be gathered, as these 
provide the proper context for the review.

All key internal and external stakeholders 
(whose input will be required for this 

Risk is opportunity 
in disguise.

Appendix B
COSO II Framework – Enterprise Risk Management Integrated Framework

This framework issued in September 2004 is considered the ‘Gold Standard’ in the 
United States.

COSO II Framework—Enterprise Risk Management Integrated Framework  
Further Detail
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process) will need to be identified. Key 
stakeholders to be considered include 
all executive management, the Audit 
Committee, other Board members and 
representatives from all key functional 
areas. The outside stakeholders that 
should be included are the external audit 
partner and the internal audit partner 
(if work has been outsourced) as well 
as other stakeholders such as union 
representatives.

All of the healthcare institution’s 
various locations should be identified. 
Specifically, a chart should be prepared 
that clearly indicates the activities 
at each location and in the different 
departments.

The Actual ERM Implementation 
Process 

Step One: Risk Identification 

An initial step in risk identification is 
to gain familiarity with the various 
methods of gathering risk-related event 
information. Such methods are reflected 
in Appendix C. It is important to select 
a method appropriate for the specific 
institution. The simpler method and 
more commonly used consists of one-
on-one interviewing. The interviewer’s 
questions should cover a representative 
sample of all critical risk areas, not just 
internal to the hospital, but also external. 
See Appendix D for an example of the 
risk ‘buckets’ that could be used in such 
a review. Each risk bucket should include 
appropriate questions. 

To illustrate, we have selected an example 
of the risk event of patient safety in 

hospitals (excluding clinical safety). In our 
hypothetical example, we have learned 
several things about our client. First, it 
has been noted that, as one of its critical 
business objectives, it would like to 
receive a ‘patient safety in facility’ rating 
higher than 99.5 % of the hospitals in the 
United States. From a preliminary review 
of off-the-shelf material and questions, we 
begin to see that the client is not on target 
to accomplish this objective. We have 
been informed there have been numerous 
accidents in the hospitals. These include 
patients falling from their beds, falling 
off stools or slipping in the hallways. We 
have also noted the existence of numerous 
lawsuits by former patients, who 
have sued the respective hospitals for 
negligence. Such lawsuits have already 
cost a significant number of dollars, 
and the organization is at risk to sustain 
further damage to its reputation.

In the example, when considering the 
issue of patient safety, the questions 
would appear under risk bucket—
compliance risk. Several questions that 
would be asked are as follows: 

Does each hospital bed include •	
guardrails?

What is the process to ensure that •	
these guardrails are locked in the 
upright position at night?

Do patients have ready access to •	
wheelchairs? 

Are patients provided assistance •	
when they need to use the bathroom? 

When patients are up-and-about or •	
walking, is there someone monitoring 
them?

When floors are being mopped, are •	
patients safely in their rooms, or are 
the areas being mopped completely 
cordoned off?

A systematic process is required to ensure 
that all the major questions pertaining to 
potential events are asked. This means 
that the risk assessment team must not 
only have industry-specific background in 
healthcare but they also should be skilled 
in the generic business categories of risk 
(e.g. terrorism, pandemic flu, earthquake, 
flood, political risk, reputation risk, etc.), 
which can be common to all entities. It is 
important to the overall ERM process to 
ensure that Step One is comprehensive in 
nature.

Step Two: Assessment of Business Risks
For Step Two we should thoroughly 
analyze the risk situation. At a minimum, 
we will need to ask: 

What can happen? •	

What did happen? •	

How likely is it for many •	
occurrences? 

Over what period of time? •	

How many incidents? •	

At what cost? •	

Are the situational accidents different •	
in kind? 

Are there incidents from across the •	
board or from one class of patient? 

This step is referred to as an assessment 
because we are trying to get an 
understanding of the magnitude, 
the likelihood and/or frequency of 
occurrences. The result of the assessment 
is a prioritized report of this and all other 
risks. Internal audit functions will often 
use the prioritized risk report as the basis 
to prepare and execute an annual internal 
audit plan. But we believe that until 
the risk evaluation can be completed, it 

Appendix C 

Techniques to Gather Risk Related 
Information

Prior Internal Audit Reports•	

Brainstorming •	

Questionnaires •	

Financial Statements, SEC Reports •	
and Management Letters

Business Studies •	

Industry Benchmarking •	

Scenario Analysis •	

Risk Assessment Workshops •	

Incident Investigation •	

Auditing and Inspection •	

Hazard and Operability Studies •	

Business Plans•	

Appendix D

Risk Buckets

 Climate Change1. 

 Competition Risk2. 

 Compliance Risk3. 

 Country Risk4. 

 Customer Risk 5. 

 Distribution and Logistics Risk6. 

 Divestiture Risk7. 

 Due Diligence Acquisitions/Joint  8. 
 Ventures Risk

 Economic/Market Risk9. 

Facilities and Fixed Assets Risk10. 

Financial Statements Risk11. 

Governance and Risk  12. 
 Management Risk

Hazards Risk13. 

Human Resources Risk14. 

Industry Risk15. 

Information Technology Risk16. 

Intellectual Property Risk17. 

Manufacturing Risk18. 

Nuclear Proliferation Risk19. 

Outsourcing Risk20. 

Pandemic Risk21. 

Products and Services Risk22. 

Strategic Risk23. 

Treasury Risk24. 
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remains difficult to finalize the internal 
audit plan. (See Step Three below).

There are qualitative methods that 
can be used to quantify business risk 
(consequence/likelihood), as well 
as semi-quantitative methods and 
quantitative methods. It is essential to 
fully understand these different methods 
and to properly use them. Within the 
internal audit profession, a qualitative 
method usually used is referred to as 
ordinal measurement. With this type of 
measurement, events are listed in order 
of importance, perhaps with tags such 
as high, medium or low, or in a ranking 
order along a scale (where management 
asserts that item one is greater than 
item two). (See Appendix E.) Charts for 
significance and likelihood of occurrence 
should be prepared. (Note from Appendix 
E the different levels of significance and 
the relationship to one of the original 
established objectives of ‘patient safety’). 
In assigning a rating for ‘likelihood of 
occurrence’, it is important to take into 
consideration the controls that may 
otherwise reduce the likelihood of the risk 
occurring. 

When all the risks identified by the risk 
review have been assigned ratings, it is 
then possible to prepare a report that 
summarizes these from a highest to a 
lowest score. As part of the assessment 
process, and before assigning ratings, it 
is important to sit back and review the 
relationship of the risks to each other 
through an influence diagram so that 
there is no duplication of risks. In our 
example, patient safety has a significance 
of 85 (major injuries to several people), 
and a likelihood of 100 (definitely already 
occurring or 100% will occur in the 
specified timeframe) for an aggregate 
score of 8,500. 

Other methods used to quantify risks, 
especially in dollar terms, include 
probabilistic and non-probabilistic 
methods (interval and ratio). Such 
methods are used extensively in the 
financial services industries as well as 
selected components of other industries, 
such as trading operations. 

Step Three: Evaluation of Risks
In this step of the ERM lifecycle, we need 
to have a mechanism to compare each of 
the previously identified risks to the risk 
tolerances. Evaluation of risks seeks to 
compare the current estimated levels of 
risk against the pre-established criteria. 
When considering the pre-established 
criteria, the Board needs to articulate risk 
tolerances in several vital areas. More 

often than not, such risk tolerances can 
be expressed in ‘bands’ (high, medium, 
low) or quantified in dollar terms. In our 
specific example the upper band could 
include scores from 7,000 to 10,000 and 
carry the label ‘risks are intolerable, 
regardless of the benefits the activity 
may bring’. Risk reduction measures in 
some instances are essential whatever the 
cost. The point here is that the healthcare 
institution’s Board may have a risk 
tolerance of say 5,000 for patient safety 

and the overall score comes out at 8,500. 
The score of 8,500 represents the current 
gross adjusted risk (considering whatever 
controls currently exist). The organization 
is required to bring the level of risk down 
to 5,000 by taking action. (See Step Four 
below.) The final score of 5,000 is referred 
to as acceptable residual risk. (In a non-
hypothetical example the institution may 
also need to report certain instances of 
risk to an outside regulatory body, such as 
The Joint Commission, formerly JCAHO).

Appendix E 
Significance Criteria

Scores Legal Earnings Health & Safety

00–29
Low-level legal issue•	
No reputation impact•	

No earnings impact No health and 
safety impact

30–49
Minor legal issue•	
Non compliance and •	
breaches of regulations
Internal impact•	

One week’s earning 
impact

Minor injuries to 
one person

50–69
Serious violation with •	
report to local authorities 
Prosecution/fine is possible•	

One month’s earnings 
financial impact.

Major injuries to 
one person

70–89
Major breach of regulation•	
Major litigation and •	
prosecution

Major impact to  
earnings

Major injuries to 
several people 

90–99
Potential jail terms for •	
executives  and/or high 
fines for company
Prolonged multiple •	
litigation

Huge impact to  
earnings

One or more deaths

This quantification methodology for significance is referred to as ordinal measurement.

Likelihood Criteria

0–29 Never—will not occur in the specified timeframe

30–49 Unlikely—not likely to occur in the specified timeframe

50–69 Possible—may occur in the specified  timeframe

70–89 Likely—more likely than not to occur in the specified timeframe

90–99 Definitely—already occurring or 100% will occur in the specified timeframe

This is also ordinal measurement quantification methodology.

Tolerance Criteria

Positive or negative risks are negligible or so small that no risk treatment measures 
are needed.

Costs/benefits are taken into account. Opportunities are balanced against potential 
adverse consequences.

Upper band—Risks are intolerable whatever benefits the activity may bring. Risk 
reduction measures are essential whatever the cost.

Tolerance criteria needs to be developed further especially for the ‘soft’ business risks.
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Step Four: Treatment of Risks
There are four choices which need to be 
made in the treatment of risk:

Remediate the risk•	 . This could mean 
providing caregivers with better 
training, using guard rails on all beds 
at night, etc.

Outsource/transfer or share the activity•	 . 
This could mean carrying extra 
insurance, etc.

Stop the activity, that is, avoid the •	
risk. This could mean many things, 
but some examples might include 
requiring patients to use wheelchairs, 
keeping patients confined to their 
beds, etc.

Do nothing about the risk, that is, accept •	
the risk. This implies that there would 
continue to be patient accidents, 
falls, lawsuits and exposure to 
reputation risk. For our example, 
it is highly unlikely that this is a 
viable alternative as this action could 
virtually put the institution out of 
business.

The point is that these decisions should 
typically be performed at the management 
level of the organization and the different 
options available need to be thought about 
in the context of cost effectiveness and the 
qualitative aspect. In the final analysis, 
the appropriate response needs to reduce 
the 8,500 risk score to the acceptable risk 
tolerance level of 5,000. 

The internal audit function can be a 
facilitator of this remediation process. It 
is management’s job to lead this effort 
and to decide which risk remediation 
treatment is appropriate. However, it is 
appropriate for internal audit remaining 
as an important catalyst and facilitator of 
this process. 

Step Five: Monitoring of Risks
Here the institution identifies what risks 
need to be monitored, by whom, and 
what is considered effective monitoring 
of such risks. The internal audit function 
plays a key role in this, but so does other 
management team members. Key risk 
metrics will need to be established. For 
instance, if internal audit has selected 
patient safety as one of the key risks 
then the auditors would focus on patient 
safety as part of their annual audit plan 
and as part of individual audits where 
applicable. The audit team as part of 
their audit programs would document 
procedures that are in place to ensure 
patient safety across all applicable areas. 
The auditors would interview selected 

nurses as well as other caregivers and 
non-caregivers, and review various 
patient logs, patient records and 
discharge notes, sentinel events and other 
pertinent information. In addition, the 
auditors would focus on reviews of key 
performance metrics that should be built 
into the systems. And, they would have 
discussions with the risk management 
and legal departments to further acquaint 
themselves with reported patient safety 
problems and resolutions. The auditors 
would conclude with an overall opinion 
on patient safety and recommend 
mitigation improvements

Post-ERM Implementation Steps
After the risk assessment process has been 
completed (through Step Five above), 
serious consideration needs to be given 
to moving the risk assessment from the 
one completed product to comprehensive 
ERM implementation. The following must 
be done to complete this cycle:

The risk assessment process needs •	
to be extended across the institution 
from risk identification techniques 
to questionnaires to ongoing control 
self-assessment. Control self-
assessment, is a method that can 
be used to ensure the risk process 
can become institutionalized within 
an organization. It is one approach 
to identify business risks using a 
team-like setting where everyone’s 
input is considered. To the extent 
that internal audit is involved with 
this, the internal audit group needs 
to possess excellent facilitation 
skills. Technology can play a role 
in successfully executing control 

self-assessment and, specifically, 
using voting technology to maintain 
anonymity in the team-like 
environment. This will begin to get 
the risk process institutionalized 
across all levels of the organization.

Risk is opportunity in disguise, and •	
in the ongoing risk identification 
process, we need to determine 
whether there are untapped 
opportunities, also a key element of 
risk management. For example, does 
the institution have an opportunity 
to expand to other service areas and 
that would utilize idle facilities and 
personnel? How is the organization 
thinking about its competition?

Introductory through advanced •	
training sessions need to be given at 
the appropriate levels throughout 
the organization concerning risk and 
control.

Consider the use of technology. •	
Management may believe that a 
technology solution exists which will 
drive the risk assessment and the 
larger ERM process. It is important 
to know where technology can be 
employed in the ERM process. Some 
specific examples include voting 
technology, scenario modeling 
software, risk monitoring software, 
audit extraction software, and audit 
work paper software. However, 
an ERM process may be rolled 
out simply using Excel and Word 
platforms as well as other similar 
software applications.

Some might suggest the organization •	
could take the output of Sarbanes-
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Oxley and leverage the results up 
to an Enterprise Risk Management 
initiative. This is not easily done 
because Sarbanes-Oxley starts from 
either the middle or the bottom of 
processes as a rules-based initiative 
whereas ERM is a process that starts 
from the top and is principles-based 
and holistic in nature. Sarbanes-
Oxley is concerned with controls 
over transactions where ERM has 
the focus on risks associated with 
processes. Sarbanes-Oxley cannot 
easily be leveraged because it does 
not originate with the different key 
business risks, nor does it explicitly 
cover operational and strategic risks. 

Strategy of the organization including •	
the detailed business plan objectives 
need to be incorporated into the risk 
assessment and more specifically be 
integrated with the overall business 
objectives. 

A cultural shift needs to occur •	
within the institution whereby the 
business process owners start to 
take ownership and responsibility 
for fixing risk problems. To enable 
this to occur, the performance 
management plan needs to 
incorporate key risk metrics which 
includes active monitoring of those 
metrics.

The entire ERM process at some •	
point needs to be evaluated on 
an ongoing basis with post-
mortems and any improvements 
incorporated.

Summary 
There is increasing interest in ERM 
by bond rating agencies and other 
stakeholders. A Board imperative, ERM 
is much more than a risk assessment 
activity. It requires a designated risk 
champion supported by a task force 

team. While internal audit can be part 
of the process care should be taken 
in considering its role. An initial risk 
capability review is the starting point 
once the relevant risk framework has 
been determined. Be sure to identify all 
the stakeholders as well as the activities 
within the enterprise.

Using quantitative and qualitative 
techniques, risks can be evaluated 
by comparing the risk profile to risk 
tolerances. Decisions can then be made 
about how and whether to mitigate 
identified risks keeping in mind that 
certain risks must be addressed. Staff 
can then be re-trained as necessary, 
and opportunities for deploying new 
organizational strategy, technology and 
performance management processes 
abound. Although ERM requires an 
institutional commitment to be successful 
it can awaken the organization to 
untapped opportunities. NP
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