
O
ne of the first buildings destroyed in our 

city was the Emergency Management 

Agency. Next, the 911 tower was 

destroyed. The tornado then crossed the 

street and demolished the Salvation Army. As the storm 

continued its path of destruction, it demolished the 

local Red Cross building. Within minutes, the tornado, 

more than a mile wide, had cut a 5.9-mile path of 

destruction through our city. 

It missed our medical center by half a block. 

In its wake was a debris field of approximately 1.5 

million cubic yards within the city, and 10 million cubic 

yards countywide. For some perspective, the University 

of Alabama football stadium seats 103,000 fans. The 

debris field left behind could have filled the stadium 

five times. 

Patients, volunteers and people simply seeking shelter 

started appearing at our facility by any mode of 

transportation available. The hospital grounds became 

a refuge for almost 2,000 people. The hospital staff best 

summarized that evening as “organized chaos.” 

Even with significant planning by our hospital, through 

that experience we learned there were opportunities for 

improvement to better prepare us for future disasters. Some 

of the opportunities include designation of:

• A separate family/overflow waiting area

• An alternative helicopter landing site

• An evacuation planning team

• Alternative treatment sites

Because of recent disasters, including Hurricane Sandy, 

which devastated the East Coast, and the EF5 tornado that 

leveled Joplin, Mo., emergency preparedness has become 

a hot topic. 

Disaster Planning is on the 

Government’s Radar
New rules for disaster planning. Does your plan pass or fail?

By Sheila Limmroth, CIA, CHC

Whether you believe in climate change or 

not, our weather does appear to be more 

volatile, with greater potential for large-

scale storms to disrupt healthcare delivery 

systems. Tuscaloosa, Ala., was struck by an 

EF4 tornado on April 27, 2011, resulting 

in the death of 52 residents. "e State of 

Alabama recorded 63 tornadoes on that date 

and declared 38 counties as disaster areas. 

"is article provides you firsthand insights 

about what can happen when disaster strikes.

Sheila P. Limmroth has over 22 years' 

experience in internal auditing and 

four years in compliance where she is 

Corporate Director/Internal Audit & 

Compliance at DCH Health System in 

Tuscaloosa, Ala. You can reach Sheila 

at 205-750-5328 or SLimmroth@dch-

system.com.
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The Centers for Medicare and Medicaid Services (CMS) 

issued a Proposed Rule1 that would “establish national 

emergency preparedness requirements for Medicare and 

Medicaid participating providers and suppliers to ensure 

they adequately plan for natural and man-made disasters 

and coordinate with federal, state, tribal, regional and 

local emergency preparedness systems.” If finalized, the 

Proposed Rule will become part of the Medicare Conditions 

of Participation. 

As an auditor, it is important to familiarize yourself with the 

Proposed Rule and engage appropriate management in 

discussions to determine whether your facility is prepared 

for a disaster, through proper planning and documentation 

of that planning, and whether current preparation meets the 

requirements of the Proposed Rule.

To protect patients and staff, the CMS Proposed Rule is 

designed to assist 17 provider and supplier types in making 

1  Federal Register December 27, 2013 Vol. 78 No 249 42 CFR Parts 403, 416, 418, 
et al. Medicare and Medicaid Programs: Emergency Preparedness Requirements 

for Medicare and Medicaid Participating Providers and Suppliers, www.gpo.gov/

fdsys/pkg/FR-2013-12-27/pdf/2013-30724.pdf.

sure emergency preparedness (for natural and/or man-made 

disasters) is a top priority . 

The purpose of the Proposed Rule is discussed in depth 

within the Executive Summary section of the Federal 

Register. CMS’s stance is that “current emergency 

preparedness regulatory requirements are not 

comprehensive enough to address the complexities of 

actual emergencies.” The Proposed Rule identifies four core 

elements that are “central to an effective and comprehensive 

framework of emergency preparedness requirements.” The 

four elements are:

• Risk assessment and planning

• Policies and procedures

• Communication plan

• Training and testing

While most organizations have an emergency preparedness 

plan in place, it is important for auditors to have a dialog 

with management regarding any differences between your 

organization’s current plan and requirements within the 

Proposed Rule. Any differences could have a financial impact 

8  New Perspectives Association of Healthcare Internal Auditors Fall 2014

Feature



on your organization. The financial impact resulting from 

proposed additional requirements should be communicated 

to your C-suite.

Risk assessment and planning

The Proposed Rule lists several resources hospitals should 

consider when performing the risk assessment. The 

Proposed Rule requires the assessment of risk based on 

employing an all-hazards approach. The Proposed Rule 

recognizes the all-hazards approach as a more efficient and 

effective way to prepare for emergencies. The all-hazards 

approach does not focus on a particular type of threat; 

rather, the focus is on developing capabilities and capacities 

for a broad range of threats. 

The Proposed Rule denotes the expectation that the risk 

assessment be facility-based and community-based, with 

consideration of six elements detailed on page 79094.

Once the risk assessment has been completed, the 

emergency preparedness plan should be developed. 

Links to several documents are provided on pages 79092-

79094 that can be used in developing the emergency 

plan. The plan should comply with both federal and state 

requirements. Hospitals are further encouraged to develop 

plans that cross state lines if necessary. The emergency 

preparedness plan should be reviewed and updated at least 

annually to meet the Proposed Rule requirements. 

Policies and procedures 

Policies and procedures will be required to be developed 

based on the risk assessment, the emergency plan and the 

communication plan. The Proposed Rule states that policies 

and procedures, like the emergency preparedness plan, 

should be reviewed and updated at least annually. The 

Proposed Rule includes the requirement for policies and 

procedures2 related to:

1. Providing subsistence needs for staff and patients, 

whether evacuated or sheltered in place

2. Providing alternate sources of energy to maintain 

temperatures to protect patient health and safety, 

emergency lighting, fire detection, extinguishing and 

alarm systems

3. Providing sewage and waste disposal

4. Sheltering in place for patients, staff and volunteers

5. Safe evacuation from the hospital

2  Refer to pages 79095-79098 for detailed information on required policies and 

procedures within the Proposed Rule.

6. System to track the location of staff and patients at the 

hospital during and after the disaster

7. System for maintaining medical documentation that 

would preserve patient information in accordance with 

Health Insurance Portability and Accountability (HIPAA) 

Privacy and Security Regulations

8. Using volunteers and other emergency staffing during a 

disaster

Communication plan

To be congruent with the other elements, the 

communication plan would need to comply with both 

federal and state law, and be reviewed and updated at 

least annually (see page 79099 of the Proposed Rule). The 

pertinent requirements include:

• A method for sharing information and medical 

documentation on patients under the hospital’s care with 

other healthcare providers

• A primary and alternate means for communicating with 

others

• A means to release patient information as permitted 

under HIPAA in the event of an evacuation

• A means of providing information about the general 

condition and location of patients as permitted under 

HIPAA Privacy Regulations

Training and testing

The training and testing program, as proposed, would be 

reviewed and updated annually. The training program (see 

pages 79100-79103) would require the following:

1. Training for all new and existing staff, volunteers and 

individuals providing services under arrangement at least 

annually

2. Documentation of training maintained on hand

One of the first buildings destroyed 
in our city was the Emergency 

Management Agency. Next, the 
911 tower was destroyed.
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3. Participation in a community mock disaster drill at least 

annually 

4. Performance of a facility-based drill if a community mock 

drill is not available in the area

5. Conducting paper-based tabletop exercises at least 

annually using various emergency scenarios based on 

the risk analysis 

6. Storage of emergency fuel and associated equipment 

and systems as required by the 2000 edition of the Life 

Safety Code of the National Fire Protection Association

7. Designation of alternate sources of power, including 

generators, to ensure continuity of electrical power to 

designated areas and functions of a healthcare facility.

8. Testing of emergency and standby power systems at 

least annually, for a minimum of four continuous hours 

at 100% of the power load the hospital anticipates it will 

require during an emergency. 

How does your hospital compare to others?

Some hospitals may find they will be burdened with 

additional costs, primarily from the required training, testing 

of emergency power sources and the administrative costs 

associated with documentation. 

To assist you in determining what you should be asking 

management, I discussed the Proposed Rule with three 

different hospitals.

Hospital Corporation of America (HCA), Nashville, Tenn.

David Hughes is the Assistant Vice President of Enterprise Risk 

Management at HCA. HCA owns, operates and/or manages 

167 hospitals containing over 40,000 licensed beds.

Limmroth: Does your facility feel it is prepared to meet CMS’s 

Proposed Rule on emergency preparedness?

Hughes: We are prepared with maybe the exception of the 

issues noted in the FAH letter. We have made a huge push 

since 2005 to strengthen our plans and preparedness. With 167 

hospitals, we have experienced numerous emergency events 

every year, and our improved preparedness has paid off in how 

we have been able to respond and support those facilities.

I feel HCA is prepared with the exception of issues noted in 

the Federation of American Hospitals (FAH) letter. The letter 

was sent to the CMS Department of Health and Human 

Services, and represents more than 1,000 investor-owned or 

investor-managed community hospitals and health systems 

throughout the United States. 

FAH is opposed to the requirement related to the testing 

of generators for four hours at 100 percent of the load the 

hospital anticipates it will require during an emergency. 

The FAH letter cites the level of testing as unnecessary 

and “could cause serious damage to the equipment.” The 

letter also indicates the expense for hospitals to test their 

generators. This process is labor intensive and requires 

specialized equipment to connect and disconnect to the 

hospital systems.

Limmroth: Do you anticipate additional financial expense 

because of the Proposed Rule?

Hughes: Yes, we test our generators as required and have a 

replacement program for aging generators, but it would be 

very costly to 100% load test each one every year. We also 

have large mobile generators that we bring in to provide 

backups when we are running on generator power, or if 

there is a significant risk of losing power (e.g. hurricane 

predicted).

Limmroth: Is your internal audit department involved in 

disaster preparedness? If yes, how?

Hughes: They review preparedness plans and evidence of 

exercises (at a high level) as part of their audit process. Any 

issues they identify are communicated so we can help the 

facilities strengthen their plans and preparedness.

Cadence Health,Winfield, Ill. 

Cadence Health is comprised of two hospitals, hundreds 

of employed physicians, total beds over 400 and gross 

revenues exceeding $1.1 billion. Caroline Kessler, Manager 

of Emergency Management and Safety, and George 

DiLeonardi, Safety and Security Director, discussed Cadence 

Health’s disaster planning.

Limmroth: Does your facility feel it is prepared to meet the 

CMS Proposed Rule on emergency preparedness? 

Kessler/DiLeonardi: Yes, Cadence feels it is prepared to meet the 

CMS Proposed Rule on emergency preparedness. We have an 

"Current emergency preparedness 
regulatory requirements are not 

comprehensive enough to  
address the complexities of  

actual emergencies.”
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established, robust emergency management program that we 

feel has the ability to meet all aspects of the Proposed Rule.

Limmroth: What aspect of the Proposed Rule is your facility 

concerned about?

Kessler/DiLeonardi: The most area of concern is in the area 

of training. With such a large staff (more than 7,000), it 

is difficult to ensure that all staff are being adequately 

reached and trained on specific issues relating to emergency 

preparedness. This is something we continue to look 

at as we develop and implement training programs. 

HealthStream is the main source, and as we all know, is not 

the most effective. We use drills to train pockets of staff, but 

those drills do not always reach everyone.

Limmroth: Is your compliance or audit department involved 

in disaster preparedness? If yes, how? 

The leader of the Incident Command Center was in the best position to determine process lessons learned. With assistance from leaders who 
worked during the disaster, she was instrumental in developing this list.

Operational
 • Assign RN personnel to Radiology areas to assist in patient assessment, prioritization, identification, flow and communication of 

radiology results and disposition. Nursing Directors and RNs assigned to Radiology areas will carry radios to link to caregivers in the ED 
and Incident Command Center.

 • Develop ED flow system using pods with an ED Coordinator, Triage Coordinator and Transfer Coordinator supervising the pods. 
Coordinators are responsible for tracking patient movement.

 • Develop Medical Records workgroup to determine medical records core needs.

 • Amend medical gas supplier contract to ensure increased supply during a disaster.

 • Consider check-in area for all personnel and volunteers. Will have credentials verification process per Joint Commission and state 
requirements.

 • Establish Evacuation Planning Team. Identify evacuation sites.

 • Consider a patient tracking system for disaster and nondisaster use.

 • Consider a need for additional water pressure for steam sterilizers in OR.  

 • Implement and prepare alternative treatment sites for ED overflow. Assign employees to coordinate use of the alternative sites. Patients 
with trauma, orthopedic or neurological injuries will remain in the ED. All others will be sent to a designated alternative site.

 • Chief Medical Officer and/or Physician Advisors will assign physicians to alternative treatment sites based on specialty and type of 
services needed.

 • Implement shelter plan for discharged patients who become “homeless” from the disaster. Designate a shelter location within our facility 
with Social Services available. Cots, bedding and food requirements are addressed in shelter plan.  

 • Designate a conference room as Family/Overflow Waiting Room to minimize traffic through ED. 

 • Purchase digital cameras to photograph children who will not talk or cannot talk and are not patients, but are seeking shelter.   

 • Implement Memorandums of Understanding with food vendors, particularly for bottled water and nonperishable items.

 • Maintain prepackaged supply kits onsite. A designated quantity also maintained at the supplier’s warehouse.

Transportation
 • Purchase a used school bus to convert to an Ambubus. Emergency Management Association will equip and house the bus.

 • Establish three separate alternative helicopter landing sites.

 • Coordinate with the school systems, faith-based groups, the University of Alabama and others for additional transportation services.

Communication
 • Determine whether radio communication with preprogrammed groups works best during a communication disruption. 

 • Consider need to update VHF radios throughout the system.

 • Install overhead speakers in Medical Office Building, allowing staff to hear overhead paging and announcements.

 • Consider a media room in addition to the Incident Command Center. All media calls, requests and related communications will be 
directed to the media room.

 • Consider social media to obtain additional licensed personnel, if necessary.

 • Use one command center for our two campuses to avoid confusion.

Lessons learned after EF4 tornado
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Kessler/DiLeonardi: Compliance is not directly involved 

in disaster preparedness; however, our legal department 

reviews and approves the state’s hospital preparedness 

program grant award annually. Finance is involved in the 

Emergency Management Committee and collaborates with 

the Emergency Management manager to ensure compliance 

with reporting and expenditures. Our Internal Audit 

Department is involved to the extent that they are aware 

of state grants the system receives for hospital emergency 

preparedness. Additionally, Emergency Management and 

Finance work together to track and account for expenditures 

that are reimbursed through the state.

DCH Health System, Tuscaloosa, Ala.

Paul Abel is the Emergency Preparedness Manager for 

our DCH Health System, which is comprised of three 

community-based hospitals (including one in a rural area) 

with a total of 848 beds.

Limmroth: Are we currently meeting the Proposed Rule? I 

would think so since we have changed many aspects of our 

disaster planning because of the 2011 tornado.

Abel: The proposed standards are going to require more 

frequent generator testing than the Joint Commission 

standards. Current standards on generator testing in the 

Joint Commission Standards appear to be effective and cost 

effective. Increasing the number and length of tests would 

only serve to increase operational costs without benefits, 

based on the proposed regulations. CMS should use the 

standards already in place by the Joint Commission and apply 

those to the facilities. 

Training and exercise requirements proposed by CMS are 

more labor intensive and costly than the current standards 

used by the Joint Commission. Rural county facilities and 

rural facilities in general have very limited local training 

opportunities. For some areas, the EMA and the local 

emergency planning committee exist mostly on paper. 

Limmroth: The Proposed Rule, under the policies and 

procedures section, states that hospitals should provide 

alternate sources of energy to maintain temperatures to 

protect patient health and safety, emergency lighting 

and fire detection, extinguishing and alarms systems. I 

remember it being pretty warm after the tornado and we 

were on generator power, do you?

Abel: The most expensive proposal is the requirement that 

facilities maintain their HVAC temperatures during a disaster. 

For most facilities, maintaining heat is not a problem since 

most facilities have the capability to use multiple fuel 

sources to maintain warmth. In most cases, emergency 

generators support this function. However, cooling is usually 

limited to critical areas only such as OR’s, critical diagnostic 

equipment and data infrastructure. 

The emergency generator capacity to maintain chillers 

for the majority of the facility would require major capital 

projects for the equipment and large annual expenses just 

to maintain and test the generators. Chiller systems have 

tremendous power requirements. Most facilities would 

need to double their generator capacity in order to meet 

the demands. The installation would also require expensive 

transfer switches and double the fuel capacity. 

Even if you install the required generator power for chiller 

operation, very few facilities have full redundant chiller 

capacity. Most can continue to operate at some level when a 

chiller component fails. Most facilities rely on the availability 

of portable chillers from rental sources, if they experience 

any significant failure in their chiller system. Having fully 

redundant chiller capacity, just as the generator needed to 

operate them, is one of the most expensive capital costs for 

plant operations. 

Conclusion

As an auditor, now would be a great time to have a dialog 

with the person(s) responsible for emergency preparedness 

at your facility. Know how your facility’s emergency 

preparedness planning compares to the proposed 

recommendations by the CMS as a condition of participation 

in the Medicare and Medicaid programs. 

If you find that your organization has significant differences 

in the current processes versus what the government 

is expecting of your hospital, now is the time to have 

a dialogue with management. This rule will have a 

financial impact on most organizations. Preplanning and 

being aware of future financial obligations will assist 

management in the continued assessment of risks within 

your organization. NP

Policies and procedures, like the 
emergency preparedness plan, 

should be reviewed and  
updated at least annually.
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