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Consider the following scenarios:
Scenario 1.  A movie star visits her
physician to have a biopsy

performed.  The results come back a few
days later.  But before she hears back from
her physician, the information is published
in the National Enquirer.

Scenario 2.  A hospital’s main database
is corrupted.  Every patient’s name has been
changed to George W. Bush, and every
patient’s address has been changed to The
White House.

These are both examples of security
breaches.  How did these security breaches
occur?  Were they the result of an insider?
Or, did some external hacker break into the
system?  If an insider, who was he?  If an
outsider, how did he break in, and how can
one prevent similar break-ins in the future?

In the first scenario, it is highly likely
that the breach was made by an insider.
Perhaps it was someone with legitimate
access to this data—a doctor or nurse
directly involved with the patient’s care, but
with limited scruples.  Or, perhaps it was
just someone who had access to the data
with no real need to know, for example a
staff member in a different medical
department or someone in the billing
department.  In this case, technical controls
should have been able to prevent the breach.
Only staff with a legitimate need to know
should have access to a patient’s records
(e.g., employees in billing should only have
access to the minimum subset of data
needed to get their jobs done) not to the
full medical records.  Can one track down

the culprit?  Only if there is a record of
every user who has accessed the patient’s
medical records.

In the second scenario, the problem could
have been caused by an unhappy employee
in the hospital, or by a hacker from outside
the hospital.  Is there any way to track down
the culprit?  Regardless of who caused the
problem, how quickly can the information
technology (IT) department get the system
back online?  Can lost data be recovered in
some way?

This article presents an overview of data
security concepts and ideas, followed by a
summary of the Health Insurance
Portability and Accountability Act (HIPAA)
Security Standards.  It discusses the role of
internal auditors performing an audit of the
IT department.

Overview of Data Security

Data security is a broad subject covering
system security, network security, physical
security, system backup, and emergency
recovery, and a whole host of related topics.
This section presents an overview of data
security concepts, emphasizing the steps
that an organization should go through in
determining its security policies and
procedures.

The first step an organization should take
when addressing data security is to identify
all of the databases in the organization.
This step, called asset identification, is not
a trivial process.  Some organizations have
dozens of databases, not all of which are

managed by the IT department.  For
example, an individual department may
have a department-wide database that is
managed within the department, and is
critical to the operations of that department.
For that database to be properly protected,
it must first be identified as an asset worth
protecting.

The next step is to rate the value of each
database.  This step, asset valuation, is
often discussed in terms of dollars.  For
example, “If our patient database is offline,
then it costs the hospital $1 million per
day.”  This can be used to justify IT
spending, for example, for a backup server.

The next step, threat analysis, is to
determine the actual threats to the data.
One must identify actual threats, list
possible consequences of each threat, and
the probability that each threat will
materialize.  For example, an analysis
might indicate that if there is a flood in the
computer room, then the patient database
will go offline, and that this is likely to
occur less than once every 10 years; and if
there is a power outage, then the same
database will go offline, and this is likely
to occur once every six months.  Hence, it
is worth spending $100,000 on a large
uninterruptible power supply (UPS) system
to provide backup power for an extended
period of time.

Before moving on to the next steps, this
author will talk from personal experience.
Many organizations skip the three steps
listed above, or do them in a half-hearted
way.  They don’t identify all of their data,
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they don’t rate the value of their data, or
they don’t rationally analyze the threats to
that data.  This is a risky and costly thing
to do, as it leaves some systems wide open
to attack (consider the departmental
database, mentioned).  It leads to under
spending in critical areas.  For example, if
a company buys a small UPS system that
only costs $1,000 it might look like a cost
savings, but it would only provide several
minutes of backup power which is not
sufficient relative to the value of the
database.  Skipping these three steps can
lead to overspending in some areas, such
as when multiple departments purchase the
same software, rather than buying one site
license for the whole company, or when one
department (not the IT department) buys
inadequate security software, because it
doesn’t have the proper expertise.

The next step is to identify the security
goals for this data.  The goals usually are
expressed in the following terms:

Access Control:  Users who should have
access to data do have this access, while
others who should not have access to data
do not have access.  This often is broken
down into the 3 As—Authentication,
Authorization, and Accountability.
 Authentication:  Determines who can

log in to a system.  A person logged in
to a system is called a user.

 Authorization:  Defines the rights and
limitations of a user.

 Accountability:  Associates users with
their actions (what the user did).  This
is closely associated with non-
repudiation.

 Non-repudiation:  Ensures a user
cannot deny an action because his
identity is positively identified with
that action.  (Consider the first
scenario.)

 Availability:  Provides that the system
is available when it is needed.  This
goal often is  expressed as a negative
(e.g.,  “the system shall not have
more than  four hours of down time in
one calendar year.”).

 Confidentiality:  Ensure there is no
unauthorized use or disclosure of
private information.

 Integrity:  Provides for accurate and
complete data (that an unauthorized
user or a hacker has not changed the
data either on a system or during transit
through a data network).

The next, and by far the biggest step, is
to determine the policies and procedures
(P&P) needed to implement the stated
goals.  These P&P must address all of the
following major areas.
  Personnel (who are the people

responsible for security at the
organization)

 Security training for all employees,
employment policies (background
checks, termination procedures, etc.)

 Technical controls (what hardware and
software will be used to implement the
goals)

 Computer account administration
 Physical security (what doors must be

locked, and who can have the keys;
who can take a laptop home; are there
cameras monitoring everyone who
enters a secured area)

 Network security (firewalls, virtual
private networks, email security, web
server security)

 Workstation security (virus protection,
who is allowed to install or upgrade
software on a computer, can a
computer be used for surfing the web)

 Encryption
 System backup
 Error recovery

The security P&P must address ongoing
security maintenance.  Has the organization
acquired any new databases, or has the
value of a database changed over time?  For
example, a certain database may have been
considered to be of moderate value last year,
but now is rated at high value, because it
contains patient health information (PHI),
as defined by HIPAA.  If a system with PHI
is compromised, the patient has the right
to sue the organization.
The security P&P also must address audit

trails.  This is an area that tends to be weak
at many companies.  An audit trail is a
detective control, in that it detects a
possible problem, without actually stopping
it.  An audit trail must identify who does
what to a system.

Audit trails are used to identify security
violations, and every security violation is
identified in an incident report.  The P&P
will identify the contents of the incident
reports, and will specify who should review
them.  Some companies implement oral
incident reports, which are nearly as bad
as having no incident reports at all.  The

regular review of the incident reports
should feed back into the security P&P, to
upgrade the organization’s security when
necessary.

Summary of HIPAA Security Standards

HIPAA is divided into four sections:
Privacy (effective April 2003); Transaction
and Code Sets (scheduled for full effect on
October 16, 2003); Identifiers (effective
July 30, 2004; with a one year extension
available to small entities; and, Security
(effective April 21, 2005; with a one year
extension available to small entities).  This
section summarizes the HIPAA Security
Standards.

The HIPAA Security Standards address
all of the security issues discussed in this
article.  They include dozens of
requirements that an organization
must implement, and some addressable
areas, that an organization must implement
if they are reasonable and appropriate, or
document why they are not reasonable and
appropriate for that organization.  Key
requirements are detailed below.  Note:  this
is not an exhaustive description, and that
the only sure reference is the HIPAA
Security Standards, as published in the
Federal Register on February 13, 2003.

Security Standards are broken down into
several sections:  general rules,
administrative safeguards, physical
safeguards, technical safeguards,
organizational requirements, and
documentation (Policies and Procedures)
requirements.

The Security Standards begin with very
broad general requirements:  An
organization must:

1) Ensure the confidentiality,
integrity, and availability of all
electronic protected health
information the covered entity
creates, receives, maintains, or
transmits.

2) Protect against any reasonably
anticipated threats or hazards to
thesecurity or integrity of such
information.

3) Protect against any reasonably
anticipated uses or disclosures that
are not permitted.

4) Ensure compliance by its
workforce.
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Of course, words like “reasonably
anticipated” are extremely vague.  Can one
reasonably anticipate an external hacker
breaking into a network to access or destroy
data?  Can one reasonably anticipate a
computer systems crash causing a loss of
data?  Can one reasonably anticipate a fire
in the computer room that requires all
transactions to be processed through a
backup server?  (The answer to these
questions is “yes,” as the author has seen
all of these problems.)

The “Administrative Safeguards” section
then describes the steps that an
organization’s administration must
perform.  These include:
 Risk Analysis:  Thoroughly assessing

potential risks, using the techniques of
asset identification, asset valuation,
and threat analysis, described earlier.

 Risk Management:  Implementing
measures to reduce the risks, such as
the physical and technical safeguards,
discussed below.

 Sanction Policy:  Applying sanctions
to employees who violate the security
P&P.

 IS Activity Review :  Regularly
reviewing records of information
systems activity (audit logs, security
incident reports, etc.).

 Workforce Security:  Implementing
P&P to ensure employees have the
appropriate level of access to
information, while preventing
employees from accessing information
that they should not be able to access.
This includes, for example, proper
termination procedures, so an
employee’s access to information ends
when the employee is terminated, or
when deemed necessary for other
reasons.

 Training:  Implementing security
awareness training for all employees,
including management.

 Incidence Reports:  Documenting
security incidents and their outcomes.

 Contingency Plans:  Establishing
P&P for dealing with emergencies
(e.g., fire, vandalism, system failure).
This  includes a data backup procedure,
a data recovery procedure, and an
emergency operating procedure.
Further, the emergency operating
procedure should be tested, to make
sure that it is viable.

The next section, “Physical Safeguards,”
describes limits placed on physical access
to computer systems.  These include:
 Facility Security Plan:  Implementing

P&P to safeguard the organization’s
facilities and all the equipment in the
facilities.

 Workstation Security:  Implementing
physical safeguards for all
workstations.

 Disposal:  Implementing P&P for
disposal of hardware, so that
information on that hardware is not
available to someone buying the
discarded hardware.

The next section, “Technical
Safeguards,” describes technical means to
protect information.  These include:
 Unique User Identification:

Assigning a unique user ID to every
user.  A group ID, where several people
use a single login ID, is not allowed.

 Audit Controls:  Recording and
examining activity.  The need for
unique user IDs, because a group ID
would allow a malicious user to hide
illicit activities (see non-repudiation).

 Transmission Security:
Implementing security measures to
guarantee the security and integrity of
information that is transmitted over a
network.  This typically involves
digital signatures and encryption.

The “Organizational Requirements”
section addresses relationships with other
organizations (called “business
associates”).  Contracts must address
security requirements, the reporting of
security incidents, and termination of the
contract if a business associate is in material
breach of the contract.

The “Policies and Procedures and
Documents Requirements” section states
that an organization must “implement
reasonable and appropriate policies and
procedures...”, that the P&P may be
changed at any time, that P&P must be
maintained for six years, and that the P&P
must be periodically updated.

Role of the Internal Auditor in
Auditing the IT Department

The 2002 Healthcare Internal Auditing
Survey, published in the Winter 2003 issue

of New Perspectives states, “The majority
of information technology auditing was
performed by the internal staff, 54 percent
in 2002, while 8 percent was co-sourced.
Interestingly, 34 percent (of the
organizations that responded) did not staff
the information technology needs.” (page
9)  In other words, fully one-third of the
organizations surveyed simply do not audit
the IT departments.  This creates high risk
for those companies, and the risks will only
get higher in 2005, once the HIPAA security
standards take effect.

Further, the survey states, “Information
Technology Auditing was listed as the
primary internal audit area that needs
improvement.” (page 9).  This is verified
by the author’s personal experience, which
includes the IT department of a large
Boston hospital that has never been
audited!

Finally, the survey indicates that fewer
than 10 percent of the internal auditors have
an IT background (Exhibit 7, page 6), and
that “[a] training hurdle will be information
technology.” (page 9).

It is important to recognize that the
mindset of IT staff is quite different from
that of auditors.  Specifically, when
implementing a new computer system, the
goal of software developers and IT
managers is to get the system to work.  Once
things are working, little attention is paid
to what might go wrong.  Auditors, on the
other hand, are trained to find what is going
wrong or what might go wrong in a system.

Internal auditors must become familiar
with IT operations, data networking,
security, system backup and recovery, and
all related issues.  They must understand
the risks that can occur in IT, such as:
 Corrupted data, due to malicious

hackers, disgruntled employees, or
software bugs.

 Down time, whether caused by system
failure or network failure.

 Violation of patient privacy.
 Direct financial loss from government

imposed penalties or patient law suits.

Auditors do not need to understand every
detail of IT.  However, they need to know
what questions to ask IT, and they need to
understand the answers they receive.  For
example, an auditor might ask the IT staff:
1) What is the per diem cost if our main

system or network goes down?
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2) Can I see all the security incident
reports for the past year?  If the answer
is “there are none,” this does not mean
that there were no security incidents.
Rather, it means that IT is not keeping
a written record of them.

3) Can I see the audit log for the past 24
hours?

4) When was the last time that someone
from the IT department reviewed the
audit logs looking for unusual activity?

5) Can I see the contingency plan?  When
was the contingency plan last tested?
What were the results?  The
contingency plan must indicate how
services will be restored in the event
of a disaster (e.g., a fire), and how long
until services will be restored.  The
plan needs to be tested regularly (e.g.,
quarterly), and the results must be
documented.

6) Find the name of a real employee who
recently was terminated (e.g., “John
Doe”), and ask, “Can you check on the
account status of John Doe?”  They
should reply that John Doe’s account
has been disabled, that he has no e-
mail  access, his telephone extension
is  disabled, and he has no voice mail
access.

Beyond the security issues discussed in
this article, there are many other areas for
which IT is responsible, such as:  system
performance, network performance,
firewall configuration, the procedures for
system upgrade (to minimize downtime),
and vendor selection (to make sure the
software meets operational and security
requirements).  These areas also must be
part of an IT department audit.

Without training in IT and data
networking, internal auditors will not be
able to properly audit the IT department.
There is a strong need for additional

training in these areas and for outside
assistance when necessary.  Additional
training can be quite expensive.  However,
an organization can justify the higher
budgets by identifying the costs of failing
to properly implement the measures
discussed in this article:  increased system
or network downtime, corrupted data,
possible leakage of patient information, and
exposure to law suits.

Summary

The HIPAA Security Standard is not
required until April 2005.  However, most
of the ideas described in HIPAA simply are
good practices that should be implemented
by any organization.  A few of the
requirements may take some time to
implement; it makes sense to start
implementing them now.

There is a seemingly endless list of books
and web sites that addresses data security.
Some that the author has found useful are:

 Applied Cryptography, Schneier; John
Wiley & Sons, Inc.

 Practical Cryptography, Ferguson,
Schneier; John Wiley & Sons, Inc.

 Hacking Exposed:  Network Security
Secrets & Solutions, McClure,
Scrambray, Kurtz; McGraw-Hill

 h t tp : / /www.cs . auck l and . ac .nz /
~pgut001/tutorial/

 http://www.cissp.com/      
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be reached at swtools@mit.edu.

A True Story:

At a customer site, this author
needed to take home a computer,
so the customer’s IT department
provided one of its loaner laptops.
It just so happens that the
department vice president used
this laptop to review his staff.
Files on this laptop contained
written annual reviews.  Clearly,
this customer’s IT department did
not have adequate hardware
disposal and re-use procedures.
Or, if it had the procedures, they
were not followed.

What should the procedures
have been?  Should the IT
department have simply erased
all the files?  Should it have
reformatted the hard drive?  These
procedures would have protected
against a well-behaved user, like
the author, but they wouldn’t have
protected against a malicious
user.  This is because software to
“unerase” a file or “unformat” a
disk is commonly available.

An alternative procedure would
have been to “wipe clean” the
disk.  This involves running
software to write random patterns
to the disk, thus corrupting all
data, then reformatting the disks.
Such software is commonly
available for under $100 for PCs.

EDITOR’S NOTE AHIA members and  industry
professionals are invited to submit articles
for future issues of New Perspectives. The
Editorial  Committee welcomes well-
written, non-commercial articles on all
issues related to healthcare internal
auditing.  For consideration, please send
your article or query to Pat Bogusz at
ahia@ahia.org or 1-888-ASK-AHIA.

The deadline for the Fall issue is
August 1, 2003.  Potential authors may
submit articles on topics of interest to
healthcare internal auditors or compliance
professionals at any time.  For more details
about the New Perspectives  writer ’s
guidelines, focus, and style, please visit the
AHIA web site at www.ahia.org.


