
A 
control activity for an IT-related risk requires 
a high degree of precision to not only mitigate a 
risk, but to also neutralize a threat source. If the 
control activity lacks the necessary precision, 

then it will require more effort to prevent the threat source 
from exploiting a vulnerability. Are your control activities 
precision-guided missiles, or are they indiscriminate bombs?

Three primary sources present a risk to electronic health 
information.

Employees—the biggest risk
Employees comprise a healthcare organization’s most 
important asset. Employees are responsible for examining, 
diagnosing, treating, providing and supporting care 
to patients. They also represent the weakest link in an 
organization’s security chain.

Microsoft noted that a typical employee is given access to 
16 directories and is deprovisioned in nine upon dismissal. 
This means access remains granted to seven directories for 
a typical user that no longer exists. An organization may 
experience three main threats with respect to employees. 
Each requires significant attention in an audit program.

Disgruntled employees
Most organizations have a number of employees that are 
not satisfied with their job. Your cyber risk management 
program should address the risk of a disgruntled 
employee who inappropriately accesses protected health 
information (PHI). The point at which an employee becomes 
disgruntled is likely to be event driven, such as termination 
of employment or a displeasing change to their work 
environment.

Control consideration – Traditional termination and access 
deprovisioning controls, with increased emphasis on events 
that lead to employee dissatisfaction, may assist with 
reducing this threat source. Further, evaluating employee 
satisfaction levels should be considered in understanding 
exposure to disgruntled employees.
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Trusted insider
Even if intent is not malicious, a trusted insider certainly 
has the knowledge and access rights to attack your 
organization’s data. What makes this threat source even 
more challenging is they need to have the access to PHI to 
perform the responsibilities you have entrusted to them.

Control consideration – Logging and review of privileged 
account activity specifically for employees who have 
elevated and trusted access to the environment could detect 
inappropriate activity by trusted insiders.

Negligent insider
Hospitals, health systems and physician practices employ 
a large variety of skill sets. Many employees may not be 
familiar with security trends and thus are not able to defend 
the organization during a cyber attack.

Control consideration – Meaningful training for employees, 
specific to real-life security scenarios, can be an effective 
way to reduce the negligent insider risk. Tone at the top is 
also important to foster a secure environment across the 
organization.

External hacker
Stealing the most sensitive and protected data from an 
organization can be done simply by making a phone call or 
sending an email. Studies suggest that social engineering 
attacks are common techniques used by hackers.

Social engineering attacks exploit vulnerabilities that exist 
with people. The techniques are performed to manipulate 
a person to divulge confidential information, and can be a 
highly effective way to steal data from even the most secure 
environments. A social engineering attack may occur by 
three primary methods.

Spear phishing
These scams are generally social engineering efforts 
designed to induce urgent action by customizing an email 
to you and your organization. They attempt to trick users 

into responding or clicking on a link, usually by claiming the 
user is at immediate risk (your bank, IRS, your email account, 
etc.). The link or file embedded in the email will contain 
malicious software, granting the hacker entry in to your 
system.

Breach example – The hackers who were reportedly 
responsible for the Anthem, Inc., breach gained access to 
administrative accounts through a series of spear phishing 
attempts directed toward employees suspected to have 
elevated privileges.

Baiting
Baiting is an experiment in human behavior—specifically 
the curiosity of the mind. To bait an individual, a hacker will 
place storage media such as USB drives or CDs around your 
office. This can include the parking lot, elevator, food court, 
or front desk area. The hope of the hacker is that a curious 
individual will pick up the storage device and run it on their 
company computer. By doing so, the hacker is granted the 
access needed to perform their cyber attack.

Breach example – It was reported by Symantec that the US 
and Israel were able to send a computer virus to an Iranian 
nuclear plant, meant to disrupt production, by dropping 
infected USB devices in locations around India and Iran 
known to be used by Iranian scientists.

Spoofing
Tool kits are available that allow you to alter, or spoof, the 
phone number your call originated from. A quick search on 
a company’s website can provide a hacker with a commonly 
used office phone number. This can give a hacker credibility 
by calling you from a recognizable number. Consequently, 
when the hacker poses as IT support and asks for your 
password credentials to service your account, you may be 
more willing to provide that information.

Breach example – A recent AOL data breach involved hackers 
spoofing the email addresses and phone numbers of the 
company in order to manipulate customers into providing 
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confidential information. The number of customers 
impacted is currently not known.

Third-party contractors
According to the Department of Health and Human 
Services (HHS) data breach statistics, business associates 
are implicated in 23 percent of all breaches of PHI. There are 
inherent risks associated with third-party contractors that 
make them a high cyber risk for an organization.

Elevated access – Whether it is the outsourced IT support 
personnel with database access or an electrician who has 
a master key to the building, contractors have an elevated 
security footprint.

Remote access – An IT contractor often has remote access. 
This allows your system environment to be breached 
potentially anywhere in the US or the world, not just from 
the parking lot or within your building.

Out of sight, out of mind – It is easy for organizations to lose 
track of all the contractors that have elevated, remote or 
physical access rights. A reason for this is the large volume 
of contactors that may be servicing a hospital. There are 
automated ways to manage this process, such as setting a 
contractor’s system access to expire after a predetermined 

amount of days, or by conducting frequent reviews and 
monitoring of third party access.

Industry risk overview
Industry trends can help any organization determine the 
likely sources of vulnerabilities. The HHS publishes a list 
of PHI privacy and security breaches, as defined by the 
Health Insurance Portability and Accountability Act (HIPAA). 
Between September 2009 when the Breach Notification 
Rule originally went into effect and April 2015, the following 
activity was reported:

 • Breaches affecting 500 or more individuals: 1,190

 • Breaches involving a Business Associate: 272

 • Individuals affected by a breach: 129,466,215

Depending on your organization’s security posture toward 
the breach categories listed, it is reasonable to conclude 
that theft of devices and media storing PHI is the most likely 
breach scenario. This statistic is not unique to healthcare, 
and certainly illustrates the importance of securing portable 
devices and other assets where PHI is stored.

However, hacking has had a much more significant 
healthcare industry impact, resulting in over 100 reported 
breaches affecting more than 90 million individuals. The 
Anthem, Inc. breach from January 2015 touched 78 million 
patients. This is the largest breach of PHI reported publically 
by HHS.

Conclusion
Evaluating threat sources and gaining an understanding 
of the agents who are most likely to attempt to breach PHI 
can add the necessary precision to your control activities in 
addressing and mitigating risk. When performing your next 
risk assessment, try mapping the current control framework, 
contrasting it to threat sources you’ve identified, and 
looking for opportunities to enhance your organization’s 
control framework. NP

Data breach type % of total breaches % of individuals affected Sum of individuals affected

Hacking/IT Incident 10% 74% 95,575,317

Improper Disposal 4% 1% 764,514

Loss 10% 6% 7,514,208

Theft 54% 15% 20,362,698

Unauthorized Access/
Disclosure

22% 4% 5,249,478

Grand Total 100% 100% 129,466,215
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