
L
ike other industries, healthcare is not immune 
to cyberattacks. By glancing at the U.S. Department 
of Health and Human Services Breach Portal, you 
can see that hacking has become an epidemic—

one that the healthcare industry cannot cure by itself.1

Recent events have shown us that health-related data is 
specifically targeted. Health data has become exceedingly 
valuable. Stolen health information is marketed on the “Dark 
Web” at a higher average cost than credit card information. 
This is because it has a number of nefarious uses, primarily 
identity theft.

By using stolen healthcare information, criminals can 
get new credit cards. Patient names, birth dates, Social 
Security numbers and health histories can also be used to 
perpetuate complex medical fraud schemes. A patient’s 
healthcare information is like the Swiss army knife of 
stolen data, giving hackers more bang for their buck. 
Compounding this problem is that healthcare data has 
been low-hanging fruit for hackers, as it is known for not 
being well secured.

More so than retail breaches, the rate and extent of health 
industry attacks is alarming. In the past year, the largest 
detected data breaches were experienced in the health 
sector.

The breaches at leading health insurance companies, 
large hospital systems and other providers in the past 
12 months have left over 98 million patient records 
compromised. That’s mindboggling and it will not be 
slowing anytime soon. Just as it takes time to find a cure 
for a health ailment, it will take time to find a cure for 
healthcare cybercrime.

Because health data is a large and inviting target, C-suite 
executives, internal audit and compliance professionals 
need to step up data vigilance and security efforts.

1 OCRportal.hhs.gov
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Prevention is the best medicine
So what can be done to deal with this bitter pill? Internal 
audit and compliance professionals represent well-
rounded and interdisciplinary fields, and do a decent job 
trying to adapt to the technology changes in healthcare 
and the multiplicity of threats it introduces. However, 
digital compliance in healthcare is, and perhaps will 
continue to be, an uphill battle because it takes time to 
craft effective policy when technology is changing so 
quickly.

For example, today’s landscape now includes personal 
health devices capable of transmitting personal information, 
such as the Apple Watch, heart monitors and various other 
biosensors that allow hackers possible access. The influx 
of new devices, data and data sources has left the industry 
with a lot to lose because of a breach. Further, each new 
technology has its own unique uses that add to security and 
regulatory concerns.

While compliance professionals are familiar with current 
regulatory frameworks, it is a separate challenge to apply 
that framework to a specific technology, and more broadly, 
to the way it is used by healthcare professionals and some 
patients. The ultimate goal for any compliance and internal 
audit professional is to prevent breaches from happening by 
developing applicable policy and designing proper controls 
to mitigate risk.

So how is this accomplished? To use a football analogy, 
effective risk mitigation starts with basic blocking 
and tackling. There is no excuse if the basics are not in 
place. There are three important components to this: 
preparedness, people and response—and preparedness is 
inextricably connected to your people.

Prepare your people
With respect to information security, people are an 
organization’s best asset and worst vulnerability. Unlike 
most other criminals, cybercriminals operate in a faceless 
and impersonal world. We vaguely imagine and often 

mischaracterize these people. Even for a chief technology 
officer, it is easy to envision the cybercriminal as the greasy 
slouch sitting alone in a dingy basement office, typing away 
on a keyboard.

Today’s reality is that hackers are some of the most 
motivated and innovative people in the world, who are 
incredibly organized and well-funded. While cybercriminals 
certainly have the skills to exploit technology, they are 
just as capable of manipulating people. In fact, that is a 
prerequisite for the profession.

A patient’s healthcare 
information is like the Swiss 
army knife of stolen data, 
giving hackers more bang for 
their buck.

Many breaches have started when hardworking personnel 
unknowingly encounter a hacker or one of their tools of 
trickery. Employees are as vulnerable as the technology itself 
and may be even more susceptible to the types of threats 
that hackers present.

Many in IT compliance may wish data existed in a vacuum, 
but it does not. For data to be useful and meaningful, 
people have to interact with it. That means a high priority 
for management is to foster a culture of security among 
employees.

One of the many tools in the cybercriminal’s toolbox is 
phishing. Practically everyone has seen the emails that 
ask us to click on a link to claim our prize, or some other 
laughable proposition. Sometimes these emails can be as 
well tailored as a custom suit because they can contain 
contents that don’t look malicious.
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In fact, a new technique utilizes our tendency to overlook 
fine details by using similar name domains to send the 
fraudulent/malicious emails. For example, a high-level 
executive could be targeted with a custom, legitimate 
looking email from a “@hea1th.gov” address. This exact 
technique has been used to trick executives to hand over 
their credentials, thus elevating the threat. If all employees 
know to look for these types of emails, some breaches can 
be avoided all together.

Further, consider how healthcare professionals in your 
organization are using technology. It is quite likely that 
there are policy violations, especially in the case of mobile 
computing.

C-suite executives, internal 
audit and compliance 
professionals need to step up 
data vigilance and security 
efforts.

Employees frequently take data outside the physical 
confines of a clinic or other health facility. While this is rarely 
malicious, it does present an increased amount of risk. While 
hackers with their malware tools and techniques present 
a serious threat, employees having patient data on mobile 
devices or USB thumb drives, or uploading files to the cloud, 
adds to the risk. It is important to realize that data breaches 
can occur in various ways.

Assessing the effectiveness of digital safety awareness and 
training programs should be on the list of things to do for 
any internal audit or compliance professional, particularly in 
the healthcare industry.

Before evaluating staff education concerning security, 
you should learn how your organization is using its critical 
digital assets. This will help to implement better policy 
recommendations designed to protect those assets, and will 
allow threats to be more easily identified.

Educating your people with respect to technology and 
security is by far the best proactive measure an organization 
can take. When people understand why it is important to 
protect patient information, where risks may be and what to 

do about them, your organization has put in place a critical 
obstacle to thwart cyber criminals.

In addition to customizing a training program for your 
enterprise, it is crucial to include lessons learned from real-
life examples.

Prepare your response
Cyber crises demand a unique brand of management. While 
awareness is key to preventing attacks, being prepared for 
an incident when it happens is equally important for your 
organization. In spite of planning, funding and training 
focused on proactive avoidance, you can be virtually assured 
your organization will be faced with a data breach at some 
point.

Historically there has been a mindset of “something like this 
could not happen at my organization.” Data breaches were 
not regarded as a prospect that deserved formal preparation 
given that there were more pressing demands for time and 
resources. Now lessons have been learned from the failures 
of others. It is necessary to have a plan in place for reacting 
to such incidents.

Bear in mind that your organization does not and will never 
have perfect security. Organizations are now being judged 
by customers and employees based on how well they can 
respond to a data breach.

While cybercriminals certainly 
have the skills to exploit 
technology, they are just 
as capable of manipulating 
people. In fact, that is a 
prerequisite for the profession.

Consider breaches as you would a medical disaster plan. 
Such a plan requires that you have the right people in 
place when an event occurs, each with a known role and 
knowledge of what they need to do as the situation is 
assessed.

Planning and practice allow participants to have a 
“muscle memory” or a reactive reflex that comes from 
having performed drills. Data breaches will come without 

There is no excuse if the basics are not in place.
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warning, and you need to have a course of action to 
mitigate executive paralysis and related public relations 
fallout.

Your response plan should:

 • Define a clear chain of command and designated 
responsibilities

 • Recognize the limits of its response capabilities and the 
possible need to engage outside help

 • Document the regulations that must be adhered to

 • Be coordinated with vendors and information security 
specialists to develop a cohesive understanding and 
explanation of what happened and what needs to be 
done (and is being done) to fix it.

Those who have been through a crisis will tell you that 
objectivity and expertise are critical.

Breach notification is often overlooked in a response plan. 
Therefore, an important component in your response 
plan is the consideration of when patients, employees 
and governing entities are to be informed of a breach. 
It is advisable to communicate a breach only after a full 
investigation is conducted. This allows the organization 
to have all the facts so that questions can be answered 
accurately.

It is important to remember that there is a big difference 
between suspicious web traffic and an all-out data 
breach. Sometimes, publically disclosed massive customer 
information breaches turn out to be nothing. So don’t panic. 

Know, to the extent possible, what happened before making 
a notification. Doing it too early is itself a huge risk.

Similarly, you do not want to make a notification that the 
breach was of a certain size only to come back several weeks 
later to say that it was even larger than initially thought. 
This public relations double-whammy can send a strong 
message that you do not have control over your patient data 
and are not sure what is going on with your systems. That 
can put your organization in position to lose the business 
and trust of some patients and the public.

Moreover, mega-sized health data breaches can be 
expensive! Many victim corporations have had to 
implement plans to offer affected patients credit monitoring 
services that cost millions of dollars. So ensure that a full 
investigation is demanded within an incident response 
policy, if for no other reason than to save your company 
money from a public relations fallout.

Conclusion
The modern digital health landscape has made the world 
a better place for the population served. Thanks to medical 
observation, research, and testing, new technologies are 
constantly evolving to help people. For the very premise of 
technology in health to fulfill its promise for our future, data 
security practices must be constantly improved.

Unfortunately, it is often difficult (and expensive) to be 
proactive in detecting and quashing potential threats ahead of 
time. Keeping up on the latest threats can prove overwhelming 
and in some cases impossible. As a result, having two primary 
contingency plans—prevention and response, as well a clearly 
defined and informed workforce, can minimize the costs and 
stresses associated with such attacks. NP

Educating your people with respect to technology and security is by far  
the best proactive measure an organization can take.

Winter 2015 Association of Healthcare Internal Auditors New Perspectives  27

Cyber Attacks: Prepare Your Contingency Plan Now

It's a mark of an educated mind to be able to enter tain a thought without accepting it. 
~Aristotle


