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E
xecutives, boards, regulators and investors 
have taken note of the importance of culture. 
According to KPMG’s U.S. CEO Outlook 2017 
survey, 81 percent of CEOs are increasing their 

focus on trust, values and culture to be competitive long 
term.1 Further, reputational/brand risk was rated as a top 
risk by CEOs in 2017 yet did not make the top list in the 
survey in 2016.

Active management of brand and reputation are more 
critical than ever. A tipping point exists where perception 
is reality and culture is at the heart of how organizations 
are perceived.

Although culture directly affects an organization’s risk 
and control framework, traditional audit methodologies 
do not sufficiently assess culture or consider what drives 
behavior. Leading internal audit functions are acting now 
to evolve their audit programs to incorporate culture 
assessments.

The change is not easy, and these audit programs can end 
up being check-the-box exercises that measure hard, or 
structural elements, and do not address soft, behavioral 
elements. The Committee of Sponsoring Organizations of 
the Treadway Commission (COSO) framework introduces 
many culture concepts, but applying these principles in 
practice is the challenge that internal audit teams face in 
scrutinizing culture.

Culture auditing options
In developing a culture audit approach, internal audit 
has several options. You may add culture considerations 
to existing audits (e.g., root cause analysis, feedback on 
observed behaviors), or perform stand-alone culture audits. 
A third option is to expand the audit universe to areas that 
significantly influence and signal culture issues (e.g., hotline 
reporting, incentive programs, business planning).

1  https://home.kpmg.com/us/en/home/insights/2017/06/us-ceo-outlook-
2017-landing-page.html
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Culture has been a culprit for some of the 
highest profile corporate scandals, business 
failings and industrial disasters. These culture 
failures have had significant, detrimental 
effects on the organizations, their employees, 
customers and other stakeholders.

Social media and a continuous news 
cycle have only raised the stakes as 
organizations face unprecedented exposure 
to reputational harm and public backlash. 
How can internal audit better understand, 
anticipate and help the organization prevent 
misconduct by using levers of culture?
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A set playbook on how to audit culture does not exist. 
Procedures must be tailored based on the organization’s 
culture maturity and appetite for improvement, and internal 
audit’s capability and ambition. Early support from experts 
can help internal audit navigate the inherent challenges, 
increase their likelihood of success and accelerate their 
journey.

Internal audit may have to overcome challenges with 
credibility and organizational permissions to move forward. 
Nevertheless, internal audit capability and experience is 
fundamental to success.

Audit programs can end 
up being check-the-box 
exercises that fail to address 
soft, behavioral elements.

Not all internal auditors have the skills and capabilities 
needed to audit culture (See Exhibit 1). Assuming oth-
erwise can compromise progress. Internal audit should 
carefully evaluate skills and capabilities and address gaps 
through internal development programs, recruitment 
practices, and audit co-sourcing and outsourcing strate-
gies based on the role they want and need to play in 
culture.

As these challenges are addressed, internal audit can fill 
an invaluable role as a culture advisor, as summarized in 
Exhibit 2.

Although internal audit can support all phases of an 
organization’s culture journey, internal audit can be 
particularly instrumental in understanding the current state 
and evaluating culture over time (see Exhibit 3).

Align – Make it clear
The first step in tackling culture is defining what “good” 
(i.e., desired culture) looks like and how culture can support 
the organization’s strategic ambitions and risk appetite. 
Although values statements are a good starting point, most 
organizations have not translated cultural expectations 
from “conceptual and theoretical” to “tangible and 
actionable.” Achieving this clarity needs focused attention 

Exhibit 1 - Capabilities of culture auditors

1  Emotional intelligence

2  Deep business acumen

3  Problem solving and critical thinking expertise

4  Strategic thinking

5  Behavioral science

6  Inspirational leadership

7  Employee and patient engagement

8  Change management capability

9  Design thinking and creativity

Exhibit 2 -  Internal audit roles

 • Sensitize the organization to the criticality of 
culture.

 • Help the board understand their role in culture.

 • Share what other organizations are doing.

 • Collaborate with different lines of defense to 
evolve the framework.
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and alignment on what values-based behaviors look like in 
daily practice.

Internal audit can serve as a culture promoter, starting 
and supporting dialogue with the board and executive 
leadership about the critical connection between culture, 
strategy and risk. Further, internal audit also has a 
significant role to play in evaluating the current state—how 
cultural expectations have been defined, communicated, 
understood and embedded.

Understand – Make it known
Once alignment exists on what good looks like, leaders 
must understand the expectations and be able to translate 
and communicate to their teams what this means and how 
to operate day to day. Through role modelling and taking 
deliberate, visible actions to embody the desired culture, 
leaders begin to signal what is important to the broader 
organization and what the expected change looks like. It’s 
more than just the tone from the top—leaders at all levels 
must understand and act to embed the desired culture.

Define and implement – Make it real, make it happen
When the current cultural state of the organization is 
understood and compared to the future or ideal state, the 
organization must develop a roadmap for embedding the 

desired culture. Equipped with the knowledge of existing 
cultural norms and behaviors, gaps and enablers, the 
organization can drive meaningful cultural change and 
integrate culture expectations into daily ways of thinking 
and doing.

A set playbook on how to 
audit culture does not exist.

Internal audit must stay informed and aware of plans and 
progress. The audit plan should consider culture initiatives 
and assess their progress, program effectiveness and 
benefits realization. At this stage, internal audit acts as a 
culture observer and assessor.

Measure – Make it stick
Too often, culture assessments are point-in-time 
exercises in response to a culture or compliance failure 
affecting the organization. Although actions are positive 
and improvements are made, the change may not be 
sustained. Culture is constantly evolving based on 
changes in the internal and external environment (e.g., 
interventions, leadership changes, regulation, geopolitical 

Exhibit 3 – Phases of the culture journey
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pressures). Therefore, measurement should be continuous 
and over time, allowing the organization to identify gaps 
and quickly adjust course, avoiding major cultural blind 
spots and failings.

In his book Return on Integrity, John Blumberg describes how 
organizations and individuals experience cultural drift. “We 
don’t go running away from our values, we go drifting away. 
And one day we wake up in a place we never meant to be, 
drifting in a direction we never would have chosen.”2

Measurement tactics
Measuring culture includes consideration of both hard and 
soft controls. Internal audit should think expansively about 
what data is available in the organization to gain insight into 
culture (e.g., exit interviews, engagement survey results, 
hotline reporting) and use this as a starting point. Traditional 
data inputs can then be complemented by other audit 
procedures including surveys, facilitated workshops, focus 
groups and advanced analytical techniques like sentiment 
analysis.

Traditional audit methodologies 
do not sufficiently assess culture.

Finding drivers of behavior and establishing an effective 
framework for measurement will serve as the backbone of 
your culture audit program. Use the COSO principles3 as a 
starting point, such as control environment and information 
and communications.

Control environment – Role modeling, clarity of roles 
and responsibilities, systems of oversight, reward and 
enforcement also have strong impacts on behaviors. 
An organizational policy must be clear about matters of 
regulatory compliance and following a code of conduct. 
However, compensation systems may encourage shortcuts 
or unethical behavior. Questions that organizations need to 
ask themselves include:

 • What does the organization value?

 • Is misconduct consistently sanctioned?

 • Are inappropriate exceptions made?

 • Are the underlying programs designed to drive desired 
behaviors?

2  www.blumbergroi.com/book/

3  www.coso.org/Documents/COSO-ICIF-11x17-Cube-Graphic.pdf

Information and communication – An understanding of 
how information flows across an organization is important. 
Communication is core to ensuring expectations are known 
and understood and that the right people have access to 
the right information at the right time, especially when bad 
news travels quickly. Communication is often at the root of 
control failures and should be a key area of focus.

Questions that need to be asked about information and 
communication include:

 • Are the whys behind policies and procedures 
communicated and understood?

 • Is the organization able to connect the dots, or does 
information get stuck in silos?

 • Does the enterprise have the necessary policies, 
processes, and procedures (i.e., control activities) to 
ensure clarity of the organization’s expectations?

 • What does the organization do to set individuals up for 
success?

Understand red flags
Evaluating culture will include understanding perceptions 
about what is happening within the organization, what 
is working well, and what are the barriers to achieving 

Exhibit 4 – Culture red flags

1  Pursuit of short-term financial benefits with little 

to no consideration of patients

2  Focus on the letter rather than the spirit of the law 

and regulations

3  Regarding risk management and controls as an 

inconvenience

4  Lack of prompt, proper management action to 

address known issues

5  Active concealment of problems, lack of openness

6  Failure to challenge the status quo

See www.apra.gov.au/CrossIndustry/Documents/161018- 

Information-Paper-Risk-Culture.pdf
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In some instances, new products have helped tampering 
schemes. In one example, nursing staff were unfamiliar with 
a new type of syringe that was stocked and did not realize 
that the tamper-evident outer case had been removed 
from all the syringes. Introducing unfamiliar items such as 
syringes may call for placing a photo of the intact product at 
the automated dispensing cabinet so that staff can verify the 
integrity of the item prior to use.

Decreased supply of drugs of choice
Diverters typically have a small number of drugs of choice, 
which can improve the chances of detecting and confirming 
diversion. Shortages may make certain drugs unavailable 
and cause diverting personnel to steal several different 
opioids instead of a single drug of choice.

Overstocked drugs should be 
part of monthly inventories.

Consequently, on usage-based comparisons and analytics 
reports, diverters may not spike for a drug and they may be 
able to continue undetected for a longer period. Auditors 

need to be aware that diversion patterns may be different 
when drug shortages exist.

Conclusion
Drug shortages are currently a reality. Although hope 
continues that supplies will return to normal, no reason 
exists to assume adequate supplies will resume soon. 
Facilities and their internal auditors are best served by 
accepting that controlled substance processes may be 
altered. Even if the disruption is temporary, they should 
ensure that controls are in place to minimize the risk of 
diversion. 

Kim New, JD, BSN, RN, is the principal 
at Diversion Specialists. She is an 
expert in controlled substance security 
and DEA regulatory compliance, and 
a consultant to healthcare facilities 
across the country. She works with 
facilities to set up and expand their 
drug diversion programs. You can reach 
her at Kim_New@diversionspecialists.
com or (865) 456-1813.

expectations. Consider the red flags in Exhibit 4 that 
may have unintended consequences and raise the risk of 
misconduct.

Conclusion
Culture and risk are inseparable. But culture is a complex 
topic and the implications of getting it right or wrong 
are significant. In an environment of increasing scrutiny, 
pressure and transparency, culture takes on special 
importance for the healthcare industry. Internal auditors 
need to assess how effectively organizational cultures 
support new demands from regulators and patients.

In a fight to remain relevant, internal audit must adapt 
and help organizations navigate an extremely complex 

risk environment of unprecedented change. Evaluating 
and evolving audit skills and capabilities, starting and 
promoting dialogue within the organization, garnering 
organizational permissions and support, and understanding 
your organization’s expectations, initiatives and current state 
are important first steps for establishing internal audit’s role 
in culture.

Knowing how and where to start can feel daunting, and 
culture is a topic to approach with care. The good news is 
that Internal audit can play a strategic role in helping the 
organization navigate this complex topic. The role can be 
rich and varied—including culture promoter, observer and 
assessor—in protecting your organization from cultural drift. Is 
the time right for your internal audit team to tackle culture? 

Culture and the Role of Internal Audit – continued from page 21
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