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Introduction

While many are familiar with personnel 
fi les and their purpose, unless you 
have experience in the fi eld of medical 
staff services or your facility employs 
physicians or other licensed independent 
practitioners (LIPs), you probably have 
not come in contact with a credentials 
fi le. While many aspects of the credentials 
fi le are similar to the personnel record, 
there are many differences. As such, there 
are some specifi c issues that should be 
considered when performing credentials 
fi le audits.

Credentialing Defi ned

Each accrediting organization has its 
own defi nition of credentialing and 
privileging. The Joint Commission defi nes 
credentialing as a process involving “the 
collection, verifi cation and assessment 
of information regarding three critical 
parameters, current licensure; education 
and relevant training; and experience, 
ability, and current competence to 
perform the requested privilege(s).”

Hospitals spell out their credentialing 
requirements and processes in medical 
staff bylaws. For managed care 
organizations and group practices, these 
requirements and processes are usually 
specifi ed in policies and procedures. 

Why Credentialing is Performed
Credentialing is performed for a number 
of reasons including the following:

Patient safety. This is the number one 
reason for credentialing. Thorough and 
meaningful credentialing practices ensure 
a competent, well-qualifi ed medical staff 
will be providing patient care.

Verifi cation of the authenticity of the • 
credential. With a scanner and printer, 
it is easy to create a fake credential. 
In addition, fake diplomas and 
certifi cates that appear authentic can 
be purchased from a number of sites 
available on the World Wide Web. 
Therefore, validation of credentials is 
a very important task.

Confi rm current competency. • This is 
where credentialing for LIPs differs 

from that performed in most human 
resources departments. Rather 
than just verifying that a provider 
completed a training program or 
had staff privileges at a hospital, 
credentialing confi rms that he/she 
has the necessary experience and 
training to safely and competently 
perform the privileges requested. 
This typically includes providing 
a copy of the privilege form listing 
all the procedures a practitioner 
wishes to perform at your facility 
and obtaining confi rmation that the 
applicant has training and current 
competence to perform the requested 
procedures. 

Protects your organization from • 
negligent credentialing allegations. 
Over 32 states recognize the tort 
of negligent credentialing or 
have applied broad common-
law principles of negligence 
to credentialing issues. This 
emphasizes the importance of 
making sure that credentials fi les 
are in order. If the provider has 
problems that would have been 
revealed by credentialing, but 
credentialing was not performed, the 
organization may be liable for any 
patient harm caused by a clinician.

Satisfy regulatory and accreditation • 
requirements. Credentialing is 
required by accrediting bodies and 
by state and federal regulations, 
including the Medicare Conditions of 
Participation (CoPs).

Primary Source Verifi cation

Primary source verifi cation means 
obtaining verifi cation of a credential 
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from the issuing source. All accrediting 
organizations have specific requirements 
regarding what information has to 
be verified with the primary source 
and what information can be verified 
through a designated equivalent source. 
Designated equivalent sources are 
organizations that are deemed to have 
information that is the same as that 
of the original source. For instance, 
both The Joint Commission and the 
National Committee for Quality 
Assurance (NCQA) allow a facility to 
verify a physician’s graduation from a 
foreign medical school by querying the 
Educational Commission for Foreign 
Medical Graduates (ECFMG) rather 

than attempting to get this verification 
directly from the foreign medical school. 

Credentials File Contents

All materials gathered in the process 
of credentialing and privileging and in 
the review and approval process are 
contained in the credentials file. This 
varies by organization and may include:

Application for appointment/•	
reappointment and clinical privileges 
form

Copies of licensure, certificates, •	
diplomas, etc.

All information gathered in the •	
course of verifying, evaluating and 

otherwise investigating applications 
for appointments, reappointment 
and changes in staff status or clinical 
privileges

Reports of queries to and responses •	
from the National Practitioner 
Data Bank; AMA Masterfile Profile; 
Federation of State Medical Boards; 
OIG, GSA, FDA and DEA databases 
for individuals sanctioned from 
participating in Medicare, Medicaid 
or other federally funded programs

Department Chairman’s and •	
proctor’s recommendations for 
approval of privileges and cessation 
of proctorship, peer review 

Correspondence between the •	
organization and practitioner 

Correspondence from third •	
parties, including, but not limited 
to, requests for and answers to 
verification of privileges and 
staff appointment, and letters of 
reference

Documentation of continuing •	
medical education

Timeframes for Primary Source 
Verification
Some accreditors require credentialing to 
be completed within a certain timeframe 
in order to ensure that the credential is 
current. For instance NCQA requires that 
verification of licensure be conducted 
within 180 days of the credentialing 
decision. The Utilization Review 
Accreditation Commission (URAC) 
credentialing verification organization 
(CVO) standards require that all 
verifications conducted by the CVO are 
no older than six months from the date 
they are sent to the CVO’s clients. When 
performing audits, it is important that the 
auditor consider not only whether or not 
verification of a credential is present, but 
also that it does not exceed the required 
timeframe. 

Meeting Organization-Specific 
Requirements

In addition to the requirements of 
the accrediting agency, there are 
organization-specific requirements—or 
internal criteria—that must be met, 
and therefore audited. For instance, the 
organization may have a requirement 

Exhibit 1—Audit Tool for New Applicants
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for a specific amount of medical 
malpractice insurance, an office location 
be within a certain geographic area, or 
a collaborative agreement with another 
provider. Requirements specified in 
internal criteria should be included in 
the audit.

Audit Tools

Audits for credentials files can be 
comprehensive meaning reviewing 
all required elements that may occur 
throughout a practitioner’s affiliation, 
or they can focus on specific issues. For 
example, an audit can focus only on 
those areas required for an applicant’s 
initial appointment to the medical staff. 
The audit tool would then only need to 
include all the requirements for initial 
appointment. 

Exhibit 1 shows an audit tool for a new 
applicant credentials file. The results of 
these reviews can be tallied on a tool such 
as the one contained in Exhibit 2. These 
forms are reprinted from The Medical 
Staff Meeting Companion—Tips, Tools, 
and Techniques for Effective Presentations 
published by HCPro, Inc. and are 

available on the CD which accompanies 
that publication.

If a comprehensive audit is to be 
performed, the organization will need to 
develop an audit tool that includes state 
and federal regulations, organization-
specific requirements and accreditation 
requirements. This can make for a very 
long form that takes a lot of time to 
develop not to mention a lot of time to 
complete. When faced with this issue, a 
team of professionals from a number of 
health plans in Washington collaborated 
to develop a standardized delegated 
credentialing audit program. One of 
the results of this collaboration was 
the development of an audit tool and 
process that includes all regulatory and 
accreditation requirements, as well as plan-
specific requirements. Various versions 
of the Washington Credentialing Audit Tool 
(WCAT) are available in a number of file 
formats on the website for the Washington 
Association Medical Staff Services at 
http://www.wamss.org/02Tools.html. 
This tool can be downloaded free of 
charge and customized to meet your 
organization’s requirements. The examples 

in Exhibits 3, 3a, and 3b show just a few 
pages of this audit tool. 

Confidentiality of Records

All states have laws that protect the 
confidentiality of peer review documents. 
In most cases, credentials files are 
considered peer review documents. 
Some healthcare organizations keep peer 
review and provider-specific performance 
improvement documentation in the 
credentials file. As such, efforts need to 
be made to assure that these records are 
handled in a confidential manner. The 
confidentiality policies of the organization 
usually include a provision that lists 
who can access these files. This policy 
may not include a provision for an 
outside auditor to review credentials 
files. Prior to implementing an auditing 
process, the organization should review 
its confidentiality policy to make sure 
it includes language to allow auditors 
access to credentials files.

Don’t Stop at the File

When auditing an organization’s 
credentialing, don’t stop at the 

Exhibit 2—Summary Tool for New Applicant Audits
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Exhibit 3—Overall Scores and Comments per Standard for [Group Name]

Exhibit 3a—Corrective Action / Recommendation Summary for [Group 
Name]



30 New Perspectives Association of Healthcare Internal Auditors November 2008

Exhibit 3b—General Audit Information for [Group Name]

credentials files. Go a step further to 
determine the level of experience of 
the personnel who are performing 
the verifications and managing the 
credentialing process. Credentialing is 
typically performed by a medical services 
professional. Many organizations 
require that these professionals are 
certified by the National Association 
Medical Staff Services (www.NAMSS.
org). When performing an audit, ask 
the organization if their credentialers 

are certified. At the very least, the 
organization should have experienced 
and educated professionals performing 
this important function. 

Summary 
Due to risk to patient safety and liability 
of the organization that would occur 
if credentialing is not appropriately 
completed, it is essential that the 
credentialing process be audited on a 
routine periodic basis. NP
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