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Drug Shortages Can Increase Diversion Risks
Avoid practices that compromise controls
By Kim New, JD, BSN, RN

D
rug shortages are a pervasive issue for 
healthcare facilities because of manufacturing 
problems and supply/demand issues. Every 
day, pharmacists are faced with the question 

of what will be available and how to meet the needs of 
patients. Among the drugs in limited supply are controlled 
substances, specifically certain opioids and opioid dosage 
sizes.

I have seen several attempts to address shortages that, 
though well-intended, may in fact increase the risk of 
diversion. Also, these attempts can negatively impact 
auditing and diversion surveillance.

Facilities may want to add the ongoing review of controlled 
substance drug shortages to the agenda of their diversion 
oversight committees. The committees can then review 
how the pharmacies are handling shortages and ascertain 
that adequate controls are in place to minimize the risk of 
diversion.

Stockpiling
Under normal circumstances, pharmacies avoid 
overstocking controlled medications for many reasons, 
including minimizing carrying costs and expiration losses. 
The best approach from a diversion prevention and 
accountability perspective is to ensure that all controlled 
substances in the pharmacy are in a central, secure storage 
unit, preferably an automated one.

Shortages have led many facilities to keep surplus stocks of 
controlled medications, for fear that the drugs may become 
unavailable. As a result, the excess stock is often not kept 

truly secure, and if staff are unfamiliar with accounting 
for extra stock, may not even be identified as part of the 
inventory.

Controlled substance stock that does not fit into an 
automated vault should still be received into the inventory 
via the automated vault. The drugs should be stored 
separately from all other stock in a truly secure location, 
preferably one with very limited access and with the 
capability to track access, such as via a badge reader. Ideally, 
camera surveillance should also be present in the secure 
location.

When pharmacies with limited space opt to store forms 
and records in the same locked closet as overflow stock, 
many people will have access to the room unnecessarily. 
Whenever space allows, excess stock should be moved into 
the automated vault, so that the amount outside the vault is 
always minimized.

Overstocked drugs should be part of monthly inventories, 
and those inventories should include the inspection of 
boxes to ensure that the contents are still in place.

Dispensing workarounds
Some pharmacies have opted to keep some drugs that are 
in limited supply in the pharmacy rather than in automated 
dispensing cabinets on clinical units. Consequently, nursing 
staff must go to the pharmacy and manually check out a 
syringe or vial when one is ordered.

Two risks result from this practice. The first is that manual 
dispensing eliminates an automated trail. The transactions 
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are less likely to be tracked and trended for usage and 
inventory management purposes, and are not captured 
by diversion-related analytics programs. The second risk is 
that traveling to and from the pharmacy increases the time 
available for a detour and makes tampering and substitution 
easier.

If the available supply does not allow all automated 
dispensing cabinets to be stocked with a drug, priority 
should be given to stocking areas where the greatest need is 
expected. Avoid manual dispensing processes if possible.

Reduced dosage sizes
Waste is a common source for diversion. Diverters early in 
the development of their habit typically start by diverting 
from waste. The ease of substituting an inert substance for 
a controlled drug before wasting supports this diversion. 
A feeling that diversion from waste does not harm anyone 
gives some rationalization. Colleagues who sign off on waste 
that they have not actually witnessed facilitate this pattern.

The less drug being wasted, the less is accessible for 
diversion. The best way to minimize waste is to have the 
smallest dosage size available, so the leftover quantity is 
small or nonexistent.

Excess stock is often not 
kept truly secure.

In some instances, smaller dosage sizes are unavailable, and 
pharmacies have been forced to stock large dosage sizes. For 
instance, one hospital usually kept 2 mg morphine syringes 
in all-automated dispensing cabinets. Shortages forced the 
pharmacy to switch to 4 mg syringes. The average waste 
per dose increased from 0–1 mg to 2–3 mg. The availability 
of smaller dosage units should be reviewed regularly to 
ensure that excessive dosages are not stocked longer than 
necessary.

Weekend deliveries
Because less staff and supervision are present on weekends, 
most pharmacies typically schedule delivery of controlled 
substances during regular business hours. Some suppliers 

will not deliver controlled substances on weekends without 
special arrangements, but others will.

With shortages, pharmacies order more often, and many 
have started receiving controlled substances on weekends. 
Insufficient staff on weekends may not allow for proper 
supervision of receipt, unpacking and stocking of controlled 
substances. Inadequate supervision and inexperience with 
the process increases the risk of diversion.

The less drug being wasted, the 
less is accessible for diversion.

If deliveries may occur on weekends, facilities should ensure 
that staff are trained to follow the expected procedures. 
Receipt of the totes should be witnessed, preferably under 
the view of a camera, including confirmation of contents by 
the supervising pharmacist prior to stocking.

The pharmacist in charge should also verify that all 
controlled drugs received were added to the vault by 
checking the inventory report. Verification that weekend 
staff understand their responsibilities associated with record 
keeping is important. Compliance with these processes 
should be monitored.

Multi-dosing
The longer a controlled substance is out of secure storage, 
the more likely diversion becomes. Some facilities have 
begun to allow staff to administer consecutive doses from 
a single syringe or vial to stretch medications that are in 
short supply. Multi-dosing from a single use vial or syringe 
involves keeping the syringe or vial out of secure storage 
for an extended time. In addition to infection prevention 
concerns, outright theft or tampering by a savvy work 
colleague can more easily occur.

Increased alternative suppliers
Clinical staff become accustomed to the appearance 
of medications, including the tamper-evident features 
they may include. With shortages, many facilities must 
use whatever source is available, and new products are 
introduced regularly into the clinical environment.

Shortages have led many facilities to keep surplus 
stocks of controlled medications.
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In some instances, new products have helped tampering 
schemes. In one example, nursing staff were unfamiliar with 
a new type of syringe that was stocked and did not realize 
that the tamper-evident outer case had been removed 
from all the syringes. Introducing unfamiliar items such as 
syringes may call for placing a photo of the intact product at 
the automated dispensing cabinet so that staff can verify the 
integrity of the item prior to use.

Decreased supply of drugs of choice
Diverters typically have a small number of drugs of choice, 
which can improve the chances of detecting and confirming 
diversion. Shortages may make certain drugs unavailable 
and cause diverting personnel to steal several different 
opioids instead of a single drug of choice.

Overstocked drugs should be 
part of monthly inventories.

Consequently, on usage-based comparisons and analytics 
reports, diverters may not spike for a drug and they may be 
able to continue undetected for a longer period. Auditors 

need to be aware that diversion patterns may be different 
when drug shortages exist.

Conclusion
Drug shortages are currently a reality. Although hope 
continues that supplies will return to normal, no reason 
exists to assume adequate supplies will resume soon. 
Facilities and their internal auditors are best served by 
accepting that controlled substance processes may be 
altered. Even if the disruption is temporary, they should 
ensure that controls are in place to minimize the risk of 
diversion. 

Kim New, JD, BSN, RN, is the principal 
at Diversion Specialists. She is an 
expert in controlled substance security 
and DEA regulatory compliance, and 
a consultant to healthcare facilities 
across the country. She works with 
facilities to set up and expand their 
drug diversion programs. You can reach 
her at Kim_New@diversionspecialists.
com or (865) 456-1813.

expectations. Consider the red flags in Exhibit 4 that 
may have unintended consequences and raise the risk of 
misconduct.

Conclusion
Culture and risk are inseparable. But culture is a complex 
topic and the implications of getting it right or wrong 
are significant. In an environment of increasing scrutiny, 
pressure and transparency, culture takes on special 
importance for the healthcare industry. Internal auditors 
need to assess how effectively organizational cultures 
support new demands from regulators and patients.

In a fight to remain relevant, internal audit must adapt 
and help organizations navigate an extremely complex 

risk environment of unprecedented change. Evaluating 
and evolving audit skills and capabilities, starting and 
promoting dialogue within the organization, garnering 
organizational permissions and support, and understanding 
your organization’s expectations, initiatives and current state 
are important first steps for establishing internal audit’s role 
in culture.

Knowing how and where to start can feel daunting, and 
culture is a topic to approach with care. The good news is 
that Internal audit can play a strategic role in helping the 
organization navigate this complex topic. The role can be 
rich and varied—including culture promoter, observer and 
assessor—in protecting your organization from cultural drift. Is 
the time right for your internal audit team to tackle culture? 

Culture and the Role of Internal Audit – continued from page 21
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