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Who Has Access to Your Medications?
Control access to drugs with physical and logical safeguards
By Kim New, JD, BSN, RN

M
any facilities take for granted that only 
those staff members with a legitimate need 
to access controlled substances and other 
frequently diverted drugs as part of their 

job responsibilities will be authorized to do so. In fact, a 
gap analysis will often find that access to medications and 
medication storage areas has not been reviewed in some 
time. One step toward diversion prevention is to limit access 
to locations where medications are located.

Pharmacy and satellite locations
A good place to begin an access audit is the pharmacy, 
which includes the main pharmacy, the storeroom, and 
any satellite locations. Auditing access is relatively easy if 
entry into these areas is controlled by badge reader. If the 
pharmacy has a physical vault where controlled substances 
are stored, access privileges to that location should be 
evaluated as well.

The first step is to generate a report listing all individuals with 
access to the pharmacy. Only pharmacy personnel and a few 
high-level security personnel should have authorized access. 
Even if volunteers, environmental services staff, or students 
are in the pharmacy on a regular basis, they should only be 
able to gain access when accompanied by a pharmacy staff 
member. Each time they enter the pharmacy, the details 
should be documented in a visitor log.

In addition to reviewing who has access privileges, you 
should review who has accessed the pharmacy over the 
prior month, and when that access occurred. Pay attention 
to access reports for satellite and outpatient pharmacies 
with limited hours. Is a staff member badging in after the 
satellite closes? If so, could there be an appropriate reason 
for doing so?

When considering access, auditors should check for any 
high-risk situations that might involve a conflict of interest. 
Do physicians have access to automated drug cabinets 
(ADCs)? If so, why is that access necessary? Aside from 
anesthesia providers, most individuals who prescribe or 
have controlled substance ordering authority should not 
have access to remove the drugs they order.

I have encountered a handful of cases where a physician or 
midlevel provider placed orders for opioids and was then able 
to remove them from the ADC as part of a diversion scheme.

You should examine medication room access to determine 
what type of traffic goes in and out. Check to see if doors 
appear to be left open for extended periods of time, 
particularly on evening and night shifts.

In my experience, seeing medication room doors propped 
open is not uncommon. Some telltale signs of door 
propping include handmade gauze loops, wads of surgical 
tape, and even magnets used to depress the door latch or 
keep it from being engaged.

Role changes
Access to pharmacy areas, medication rooms, and drug 
cabinets should be eliminated or modified when individuals 
change roles. If a pharmacy technician becomes a registered 
nurse, that technician’s access should be altered accordingly. 
If a nurse moves into an administrative or nonclinical role, 
the nurse should no longer have access to medication rooms 
or ADCs.

While rounding onsite at facilities, I am often accompanied 
by a nurse who works in Risk Management or Quality 
and Safety. Invariably, these individuals can badge into 
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medication rooms because they have previously held a 
position as a staff nurse.

Explore institutional policy regarding access for staff 
members who are on leave. Can these individuals enter 
medication storage areas and access medications, even 
though they aren’t working for a period? Based on diversion 
cases at several facilities, I strongly recommend that access 
be suspended during periods of leave. Clinical and pharmacy 
leadership will be required to follow a defined process for 
reporting when staff will be on leave, which can be tricky. The 
result, in terms of reduced risk, is well worth the effort.

Badge and keypad access
Badge access is far easier to manage and audit than keypad 
access, and is preferred for all access control to drug storage 
areas. If access is via keypad, codes must be changed at least 
every quarter and any time there is turnover in staff. When 
codes aren’t changed regularly, keypads often exhibit wear 
that can make the codes easy to guess for would-be intruders.

You should inquire about keypad codes and determine if the 
codes are appropriately secure. Obviously having a common 
code throughout an institution, or using a code of 1-2-3-4, is 
not a safe practice.

Staff need to be trained 
on the importance of 
enforcing restricted access.

The likeliest time that a former employee will return and 
attempt to divert is in the few weeks after departure. For 
that reason, processes must be in place at every institution 
to ensure that any change of role, termination, leave 
of absence, or suspension of duties is communicated 
immediately to the departments controlling access (often 
Security and Pharmacy). Then action should be taken 
immediately to terminate all access to medications when the 
communication is received.

Since a staff member may be terminated or suspended 
outside of regular business hours for suspicion of diversion, 
a separate process for communication and termination of 
access after hours may need to be defined.

Enforce and monitor restricted access
Staff also need to be trained on the importance of enforcing 
restricted access. Allowing another employee to “tailgate” after 
they have badged in, or giving someone a code to a location 
where access is limited, should result in counseling or discipline.

Although staff presumably have good intentions, I have 
been “badged in” to medication rooms many times without 
even being questioned about who I am or why I might need 
to enter. Similarly, staff have provided me with access codes 
on many occasions.

Ensuring that access remains appropriately limited means 
that who has access and when they use that access must be 
reviewed on a regular basis. Pharmacy and medication room 
access reports should be generated and reviewed at least 
quarterly.

Conclusion
Access to controlled substances and other drugs with 
a potential for diversion is necessary for staff that must 
use the drugs during their work. Each institution has the 
responsibility to ensure that access is limited to those with a 
legitimate need, and that access is used only when needed 
as a part of employees’ duties. 

The likeliest time that a former employee will return and 
attempt to divert is in the few weeks after departure.

Kim New, JD, BSN, RN, is the principal 
at Diversion Specialists. She is an 
expert in controlled substance security 
and DEA regulatory compliance, and 
a consultant to healthcare facilities 
across the country. She works with 
facilities to set up and expand their 
drug diversion programs. You can 
reach her at Kim_New@zoho.com or 
(865) 456-1813.
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