
D
uring the past three years, the Audit Services 
department at Carolinas Healthcare System, one 
of the nation’s largest and most comprehensive 
health systems, has significantly increased its 

continuous auditing and monitoring capabilities.

To expand internal audit coverage in a growing, 
geographically dispersed healthcare system without 
increasing the audit staff, our team needed to extend its 
reach using better data analysis practices. In the process 
of identifying this need, we learned how to measure the 
maturity of our program. We also made discoveries about 
acquiring data, working with business process owners, 
designing effective audit tests using data analysis, and using 
consistent, documented steps to improve our outcomes.

Why build a continuous auditing program?
Historically, manual business processes vulnerable to poor 
design or human error created opportunities for auditors 
to identify control gaps using traditional audit methods. 
Organizations accumulated data in paper documents or 
“unstructured” electronic files (e.g., Microsoft Word and 
Excel documents). Auditors would then select samples of 
documents and manually perform tests.

Today’s automated, data-driven business environment 
requires a new approach to evaluating risk and control. More 
data is available in structured formats (individual data fields 
in a software application) that make it possible to evaluate a 
larger sample or to perform tests against an entire set of data.

Learning from others
To understand how to be successful with continuous auditing 
and monitoring, the Audit Services management team 
decided to look at other organizations and learn about their 
programs. Key metrics that we wanted to evaluate included:

 • How much time and other resources should be invested 
to obtain a good return?
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 • In what risk areas are other organizations finding 
significant results with continuous auditing?

 • What tools are others using?

 • What do effective continuous auditing and monitoring 
programs look like?

Initially, we determined the benchmarking baseline for our 
continuous auditing and monitoring program by placing it 
into one of three categories:

Outsourced Independent Emerging

Data analysis is 
performed by a 
group outside of 
internal audit. For 
example, requests 
to perform data 
analysis are sent to 
the IT department.

Internal audit 
uses its own data 
analysis tools to 
evaluate data.

Internal audit 
does not have an 
analysis tool or 
resource available.

Finding it difficult to compare continuous auditing and 
monitoring programs against each other, the team discovered 
a maturity model developed by ACL Services, Ltd.

The Analytic Capability Model (see Exhibit 1) defines five 
levels of capability on an axis balancing contribution and 
sophistication.

The definitions for each level are:

 • Basic: Ad-hoc analysis conducted by auditors with 
introductory training

 • Applied: Audit planning takes analytics into consideration

 • Managed: People, processes and technology are in place 
to manage analytic activities

 • Automated: Comprehensive tests are developed. Data 
access is secure but accessible. Analytics are scheduled.

 • Monitoring: Analytics are used in annual planning and 
internal control trending.

Self-assessment
To accurately place our program within the Analytic 
Capability Model, we performed a self-assessment. The 
following are six key questions that helped to get the 
process started:

1. How often do we perform data analysis in the context of 
audit testing?

2. Do we have tools that will allow us to perform data analysis?

3. Who on the team can design and execute data analysis?

4. What kinds of data analysis has the team performed?

5. Is any of this activity done on a repeated basis?

6. How is data acquired and are there any data sources 
provided to auditors on a scheduled basis?

The team determined that ad hoc data analysis was performed 
for most audits. Each auditor was equipped with data analysis 
tools and had received training. Data analysis was typically 
performed in the areas of charge capture, accounts payable, 
user account termination and expense reimbursement. 
Our department had designated a small group to focus on 
developing continuous auditing and monitoring capabilities. 
Based on those conditions, our program met the criteria for 
Level 3 “Managed” on the Analytic Capability Model.

For the next ten months, our team worked hard to develop 
new data analysis procedures in several risk areas. We 
focused on improving the team’s ability to use data analysis 
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tools and to automate audit test steps. Each auditor received 
technical training to perform audits that involve data 
analysis. By the end of year, we had made progress but 
were having trouble relating our continuous auditing and 
monitoring efforts to the risk universe and annual audit plan.

Build a risk-based plan
We examined the risk universe to identify items that would 
be ideal targets for continuous auditing. Using a risk matrix 
and assessment guide (see Exhibits 2 and 3), we applied the 
following criteria:

 • Is this a risk that we are currently auditing?

 • To what extent will we need to build a relationship with the 
business process owner to make this process successful?

 • What is the criticality of this risk when compared to other 
risks in the universe?

 • Will we be able to obtain the data on a consistent 
basis?

From the results of our risk assessment, we identified 
the top five candidates for continuous auditing, which 
included payroll, collection agency activity, company 
credit-card expenses, vendor payments and employee 
reimbursement.

Next, we checked our data sources to determine if we 
already had the data needed to develop continuous audits 
in those areas. Our management team decided how much 
time and resources could be invested. The project team 

We identified the top five candidates for continuous auditing, which included payroll, collection 
agency activity, company credit-card expenses, vendor payments and employee reimbursement.

Exhibit 1 – Analytic Capability Model
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contacted the business process owners for those risk areas 
to obtain their input and assistance.

Establish the foundation
In the beginning, our team tried to design test-step 
automation around the data. After trial and error, we learned 
that we needed to perform a traditional operational audit 
first. This would allow the auditor to learn enough to design 
and execute effective audit steps and understand the results 
of the data analysis.

A traditional audit with meaningful results also established 
the justification (and sometimes the demand) for continuous 
auditing with the business process owners. Once the basis 
for performing continuous audits was established, our team 
needed to figure out how to get data on a regular basis.

Data provisioning
Data provisioning involves making data available when and 
where it is needed and as it becomes available. Key benefits 
include the reduction of unexpected delays, data storage 
and security concerns and acquisition of unneeded data.

Four key data provisioning considerations are: acquisition, 
security, definition and retention.

Data acquisition – Many organizations identify the IT 
department as the owner of data. In fact, the data owner 
is the business unit from which data is generated as a 
byproduct of a business process. For example, vendor 
payment data is owned by the Accounts Payable 
department. Therefore, permission to access vendor 
payment data should be granted by Accounts Payable. IT 
should be the group to help solve the technical challenges 
involved with obtaining data.

To ease the process of data acquisition, our audit team 
learned to document how, when, where, and why data 
would be needed. This provided assurance to the data 
owners that internal audit would be good data stewards. 
We obtained written authorization from the data owner to 
regularly access their data. This smoothed our path with 
the IT department when establishing connections to data 
sources. We also issued a security memo to the data owner 
describing the steps that we would take to secure their data.

Today’s automated, data-driven business environment requires a new approach  
to evaluating risk and control.

Exhibit 2 – Assessment guide
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Data security – To provide assurances 
to data owners, our department had 
to establish how we would securely 
manage data.

Some questions we considered:

 • Who will have access to the data?

 • Will auditors have access to all data 
provisioned for the continuous 
auditing program?

 • What can they do with the data?

 • What data elements will only 
be requested for special review 
(e.g., employee social security 
numbers)?

Our project team established a secure 
location for data storage. We created 
a data library to manage access 
permissions and information about 
file locations, direct connections and 

schedules of automated data imports 
(see Exhibit 4).

Data definitions – As we began to work 
with data from a number of different 
sources, we learned that it was helpful 
to document data definitions (including 
metadata and business definitions) and 
data relationships (see Exhibit 5).

Programming data analysis requires 
specific knowledge of data at the field 
level. In some cases, we received similar 
data from different source systems. To 
make it possible to compare data, we 
normalized data files—we standardized 
the format between different file types. 
This step is especially helpful if you 
have a team of several auditors who will 
be using the data.

Data retention – A thoughtful 
data retention policy is the fourth 
component of a robust data 
provisioning strategy. It should answer 
questions such as:

 • How long do we keep data files?

 • How much data do we retain?

 • Where do we store source data?

 • Where do we save analysis results?

The policy must also align with 
the organization’s documentation 
retention standards.

Automation
After building the foundation for 
continuous auditing by conducting 
traditional operational audits and 
establishing data provisioning, our 
team was ready for the next step. We 
knew what we wanted to audit, and 
we had obtained the data we needed.

To become more consistent with our 
data analysis development process, 
we needed to document steps and 
expectations. Defining the audit 
questions, along with sufficient 
background, testing assumptions, test 
design and required outputs, would 
provide clear instructions for all team 

Exhibit 3 – Risk matrix

Exhibit 4 – Data library
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members involved in the planning and 
execution of a continuous audit.

Our team implemented a Data Analysis 
Automation Requirements Document 
(see Exhibit 6) to help auditors define 
the audit question and describe the 
approach and methodology. For 
departments with development 
resources, this is a useful tool to 
facilitate communication between the 
auditor and the developer.

A basic development lifecycle is 
shown in Exhibit 7. It represents the 
ongoing process improvement effort 
that is involved in developing and 

maintaining continuous auditing 
and monitoring. The key to process 
improvement is to understand 
exceptions that result from data 
analysis. They form a feedback loop 
that provides insight into the design 
of the audit test, the success or failure 
of the data analysis and the validity of 
the source data.

Exception management
Our team has learned that exception 
management can be the most 
challenging part of the continuous 
auditing process. Many auditors 
view exception management as the 
mechanism by which audit exceptions 

are produced and “worked” within the 
audit department or sent to a business 
unit that has accepted responsibility 
for resolving the exceptions.

Some define exception management 
as “resolving all exceptions produced 
by audit testing.” Conceptually, this 
is true. However, the volume of 
exceptions produced over time may be 
too large to be meaningful. Therefore, 
continuous auditing programs 
should include a variety of exception 
management options. For example, 
auditors can design outputs that limit 
the number of exceptions requiring 
correction through random sampling 
or stratification. Another choice might 
be identifying an acceptable level of 
error or business unit risk to prioritize 
exceptions requiring remediation.

Continuous audit indicators
Our team uses five indicators to 
determine when we have reached 
the point where we are executing 
continuous auditing. These include:

1. False-positive results have been 
reduced to an acceptable level.

2. Data is available on schedule and 
data analysis is scheduled to run 
automatically.

3. Exceptions are investigated timely.

4. Results are consistent, accurate and 
meaningful.

5. The process has completed the 
feedback loop at least two times.

Next step: continuous monitoring
Knowing when to move a continuous 
audit process to continuous monitor-
ing is a matter of auditor judgment 
and agreement with the business 
process owner. Indicators include:

Exhibit 5 – Data definitions and relationships

Exhibit 6 – Data analysis automation requirements

After trial and error, we learned that we needed to perform a traditional operational audit first.
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 • The risk has been mitigated. The business process 
owner wants to monitor the risk to ensure it stays within 
acceptable limits.

 • The controls have changed or the process has changed, 
eliminating or substantially mitigating the risk.

 • The organization’s risk priorities have changed. Internal 
audit no longer has the resources to audit this risk 
and the business process owner has agreed to accept 
responsibility for ongoing monitoring.

To successfully transfer responsibility outside of the audit 
function, we found it helpful to partner with the business 
process owner for one or two audit cycles to ensure that 
information was shared and expectations were defined. 
Audit Services continued to monitor exception resolution 
and reporting to executive management.

Results
Investing time and resources to mature our continuous 
auditing and monitoring capability allowed our 30-member 

audit department to save an estimated 800 hours annually 
in direct auditor time with effective data provisioning. 
Continuous audit projects from the first two years of our 
effort identified $525,000 in expenses or revenue that the 
organization was able to recover.

Conclusion
Achieving greater continuous auditing and monitoring 
capability begins with self-assessment. Understanding the 
current status of the program allows audit teams to identify 
which steps to take first. Just like traditional auditing, each 
project begins with risk assessment and connects back to 
the annual audit plan.

Data acquisition and management require deliberate 
planning and effective communication. Development 
of data analysis automation can be aided by methodical 
documentation and discipline, requiring team members 
to consistently follow process improvement steps. As 
the program matures, audit departments can reach out, 
as necessary, to business process owners to transfer 
responsibility for exception management and monitoring. NP

Exhibit 7 – Development lifecycle

Exception management can be the most challenging part of the continuous auditing process.

Summer 2013 Association of Healthcare Internal Auditors New Perspectives  13

Continuous Audit Capability


