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Conflict of Interest:  Part 2 - Automating 
Elements of Successful Mitigation

Mark P. Ruppert, CPA, CIA, CISA

 This article explores one approach to 
automating the collection, review, and follow-up of 
conflict of interest disclosures.  It is the second part 
of a two-part series.  Part 1, Elements of Successful 
Mitigation, was published in the Spring 2003 issue 
of New Perspectives.  
 In Part 1, eight key elements for successful 
mitigation were identified as crucial to the effective 
oversight and mitigation of conflicts of interest 
(and commitment).  These elements are reiterated 
in Exhibit 1 since we (Cedars-Sinai Health System 
[CSHS] in Los Angeles, California) focused on those 
key elements that could be effectively automated 
given our primary automation goals to:

• Reduce administrative effort; 
• Make the conflict of interest questionnaire 

easier to complete and track;
• Maximize ability to review and manage 

disclosures  and conflicts; and,
• Centralize collection and review efforts across 

the organization.

 While our automation efforts ultimately touches 
all eight, CSHS specifically automated processes to 
address the following elements:

• Participant identification;
• Collection of conflict of interest disclosures;
• Review of disclosures;
• Certain communications; and,
• Documentation.  

 However, since CSHS used Web technology 
supported by an underlying Oracle database, the 

Exhibit 1:  Eight Key Elements of Successful Conflict of Interest   
    Mitigation

#1 -  Definition:  Does the organization define COI and is that 
 definition supported by related regulatory and professional 
 guidance?
#2 - Policies:  Has the organization established COI policy and is it  
 appropriately respective of other related organizational policies?
#3 -  Participants:  Has the organization defined who must participate 
 in a formal COI disclosure process?
#4 - Collection:  Has the organization implemented a collection 
 process that ensures complete and timely collection of 
 disclosures?
#5 - Review and Oversight:  Has the organization implemented a 
 review process that ensures:
 •   All disclosures and non-disclosures are addressed?
 •   Appropriate parties review disclosures?
 •  Follow-up occurs?
 •   Any necessary actions are taken?
#6 -  Education and Communication:  
  •  Has the organization effectively communicated its related 
  policies?
 •  Are disclosures and non-disclosures communicated with 
  those who need to know?
  •  Are the results of disclosure review and actions  taken   
  communicated to those who need to know?
#7  - Leverage:  Has the organization implemented appropriate   
 incentives or penalties to ensure compliance?
#8 - Documentation:  Does the organization maintain documentation 
 supporting its efforts?
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“Conflict of Interest Web site” is also used to  
provide information and education materials by 
posting COI-related policies and links to related 
professional information (e.g., regulatory and 
professional association information).   The Web 
site is on an Intranet and sits behind a firewall, 
allowing CSHS to maintain better security over 
personal and sensitive disclosure information.

Automating Participant Identification and 
Questionnaire Collection

 Once participant requirements are established 
(i.e., individuals who must complete an annual 
submission), ensuring all participants complete 
a questionnaire becomes the next challenge, 
especially in a large, complex organization.  In 
our manual system, CSHS had to obtain lists from 
various sources, generate letters and mailing labels, 
and mail them to each participant.  Manual tracking 
logs had to be maintained to ensure all responded 
and follow-up letters had to be sent to ultimately 
collect all questionnaires.  With automation,  
participants are now identified via interfaces from 
human resources, research, physician tracking, and 
E-mail address book databases.  Additionally, each 
participant is assigned a participant type, which 
allows the tracking and reviewing by categories of 
participants (e.g., board member, medical staff, 
employee, principal investigator, etc.).
 Each year a date is chosen for the interface 
to occur to ensure everyone is captured as of a 
specific date.  The interface captures any new 
employees and identifies any terminations from the 
previous year.  For individuals coming on board after 
that date, their original hiring conflict disclosure 
information is used and they are picked up in the 
next annual cycle.  A manual review is conducted 
to verify the propriety of the updated participant 
information before starting the collection process, 
or “filing period”, for each year.
 The system is configured to allow a “filing 
period” within which participants must complete 
their on-line questionnaires to comply with policy.  
There is a 30-day period; however, the system was 
developed to allow for the establishment of the 
filing period dates for any range. Once the filing 
period starts, the system automatically generates 
e-mails to all participants notifying them of the 
need to complete the form.  There is also a direct 
link to the Web page for easier access.  
 Efforts are made to avoid manual records; 
however, manual questionnaires are not completely 

removed since there are some individuals, primarily 
attending physicians, who may not be able to easily 
access the system since they do not routinely 
access systems within our Intranet.  In these 
instances, a paper form can be completed; this 
is then scanned and added to the database to 
maintain all questionnaire records centrally and 
electronically.  
 To ensure all questionnaires are collected, the 
system tracks when an individual has completed 
their questionnaire.  While the system will save 
any information keyed in a given sitting, it will not 
mark the questionnaire complete until all questions 
are answered.  The system sends automatic e-mail 
reminders to only those individuals who have not 
yet completed the questionnaire.  Since the system 
provides for automatic date-triggered e-mails, weekly 
reminders are sent the first three weeks and daily 
reminders during the last week of the filing period.  
Additionally, since various participant demographic 
data is in the system (including department name), 
e-mails can be sent to vice presidents and or clinical 
department chairs informing them of outstanding 
questionnaires. E-mails are received at different 
intervals informing them of participants who have 
not yet completed the questionnaire.  This allows for 
follow-up with the individuals that report to them.
 To ensure disclosures made are as complete 
as possible, the system prompts participants 
while completing the questionnaire to ensure the 
completeness of responses.   Under the manual 
system, questionnaires were often received with 
incomplete responses, which resulted in difficulties 
in  making a conflict determination.  System edits do 
not allow for the completion of a questionnaire unless 
every question is answered.  The questionnaire was 
designed on a yes/no basis whereby any response 
of yes requires additional information.  System 
edits verify that additional information is provided, 
prompting the participant if they select “yes” and 
tried moving to the next question without providing 
specific disclosure information.  It also reminds 
them of the type of information expected to be 
disclosed for each question.  

Automating Review and Oversight

 An effective and serious review needs to 
be multidisciplinary in nature, including key 
compliance, ethics, legal, and medical personnel 
to ensure that those with appropriate knowledge 
and understanding of the organization and industry 
have input on the disclosures.  A Conflict of Interest 
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Steering Committee was implemented to ensure 
a multidisciplinary review.  The challenge to this 
approach when using manual records is that 
simultaneous review requires the shuffling of a 
lot of paper, difficult maintenance of review notes, 
potentially inconsistent decision making due to 
difficulty in seeing similar situations, and more time 
consuming querying and reference of disclosure 
information.
 Review begins following the close of the filing 
period. The first component of the automated 
review and oversight is using the system to triage 
questionnaires.  Questionnaires are flagged by 
the system in the following ways to assist with the 
review process:

• “Completed” or “Not Completed” 

  This identifies if a completed questionnaire 
had been submitted by the participant, including 
the date of completion or last update.  If the 
questionnaire is partially complete, the indicator 
will be “Not Complete”, though a last update date 
will appear.

• “No”

  This indicates that responses to all questions 
was “No” and that no disclosures were made 
otherwise.  The system allows a participant to type 
disclosure information even if they respond “No” 
to the question, allowing a participant to disclose 
information even if they select “No”.  It was decided 
to allow this response since it occurred often on the 
paper forms.

• “Yes”

  This indicates that the participant answered 
“Yes” to at least one question, or had included 
disclosures even if all question responses were 
“No”.

 The system then allows a query by completion 
status, disclosure status, participant type, name, 
department, type of response, etc., to focus the 
review process.  The review then focused on 
disclosures by participant type, department, etc.  
Likewise, each vice president and department 
chair may access the system and perform similar 
queries of the disclosures made by individuals 
under their areas of responsibility.  This allows the 
management of known conflicts more easily.

 Once the review process is started, each 
participant’s record is accessed directly from the 
query by drilling down from their name (set up as a 
Web link) to their specific disclosures.  Various review 
comments can be added, documents attached, and 
follow-up questions can be sent electronically to 
participants and their respective vice presidents or 
chairs.  All actions are tracked by the system so that 
a history of review is maintained.  
 If additional information was added but not 
flagged regarding a specific conflict decision, 
the record remains marked as “In Review” as an 
identifier that a decision is pending.

Automating Communication

 The system now only allows for mass e-mailing 
to all or specific groups of participants, but for the 
communication of specific information.  For instance, 
prior to each holiday season, all participants are 
reminded of the key components of CSHS’s gift and 
entertainment policies.  The system is also used to 
send advance notices of the pending filing period for 
each new year.

Automating Documentation

 Sufficient documentation should be maintained 
to demonstrate reasonable review and oversight 
relative to potential conflict situations.  The 
automated solution allows for easy maintenance 
and retrieval of information and makes it much more 
accessible to those who need to know.  At the same 
time it is important to recognize that automation 
does not eliminate the possibility that information 
is not disclosed by the participants.  However, by 
providing real-time information to applicable vice 
presidents and department chairs, and by sending 
periodic reminders, improvements in both the 
quality and quantity of documentation maintained 
and readily available have been noticed.
 One challenge of a manual process is 
documenting a complete review process.  As noted 
throughout this article, the system provides various 
means for manually entered and automatically 
generated documentation.  Additionally, we had to 
make decisions on how to close one filing year for 
transition to the next.  Each record has a “conflict 
of interest” identifier, which is assigned one of the 
following:

• “No” – There is no conflict.
• “Yes” – There is a conflict.
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• “Yes, Managed” – There is a conflict but it is 
managed or procedures, processes, etc., have 
been implemented to manage or mitigate.

• “In Review” – Actions have been taken but a 
final conflict decision has not been rendered.  
This status is automatically applied any time 
a review action is recorded (e.g., comments, 
e-mail sent to the participant, etc.).

• Blank – If no action has been taken the “conflict 
of interest” identifier, remains blank.

 Several weeks prior to the close of the 
reporting year (prior to starting the filing period 
for a new year), a system is established to notify 
key Steering Committee members that records 
may remain unresolved (i.e., conflict of interest 
identifiers of In Review or Blank).  This ensures that 
all records have received appropriate review and 
conclusion.  In this regard, an automated closing 
process is applied by the system at the close of the 
year and prior to the filing period start date of the 
new year.  Upon closing, the system automatically 
assigns the following “conflict of interest” identifier 
to all unresolved records (i.e., all marked In Review 
or blank):

• “No - Auto” is assigned to all records with 
no disclosures and No or a Blank conflict of 
interest identifier.  Since actions are not taken 
for participants with no disclosures unless 
undisclosed information is identified and 
pursued, the closing process automatically 
assigns “No-Auto” to these records, thereby 
avoiding the manpower necessary to open 
each record in the review module and mark 
them accordingly.

• “In Review – Auto” is assigned to all records 
still marked “In Review” regardless of the 
completion or disclosure status.  This allows 
these records to be easily tracked for continued 
follow-up and update in the subsequent year.

Security

 While not a key element of successful 
mitigation, security is important with an automated 
system. Obviously many disclosures are private 
and individuals disclosing want to ensure their 
information is made accessible only to those who 
need to know.  For this reason, a decision was 
made to keep the system within the Intranet.  While 
it results in a handful of paper forms, the comfort 
it seems to generate is worth it.  Additional levels 

of security include unique user identifications and 
passwords, password minimums, password tracking, 
user roles, and user templates.  Participants can 
also only see their own questionnaire and any 
attachments they sent with it; review comments and 
related attachments are only accessible by certain 
key personnel.

Lessons Learned

 The primary focus was to keep the questionnaire 
easy to complete.  Thus, we concentrated on keeping 
the interface as user-friendly as possible.  Like all 
system development projects, the application was 
thoroughly tested using a team of organization 
volunteers.  The change was communicated 
early and demonstrated specific benefits.  Early 
training efforts  focused on the vice presidents and 
department chairs so they had a good feel for the 
system at go live; which provided instant feedback 
on any issues.
 Some problems not quite addressed right the 
first time included;

• Spending a lot of time understanding system 
codes for participant identification.  We 
ultimately found post go-live that some 
individuals were missed.  We should have 
reviewed our lists with applicable vice 
presidents and department chairs to ensure we 
had a complete list prior to go-live.

• We didn’t account for the uses of various 
operating systems and browsers.  Most of 
our first year headaches related to users 
with outdated browsers and a few peculiar 
Macintosh browser combinations.  Thus, 
understand your user population and try to 
test accordingly.  We now publish on the login 
page a list of supported operating systems and 
browsers.

Conclusion

 The benefits of a data repository have become 
evident since CSHS made it through the first 
year of using an automated process.  Significant 
improvements included:

• Reduction of the administrative effort in 
collecting information.  Bulk and repeat 
mailings, and the labor associated with them, 
are a thing of the past.

COI, continued on page 26
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survey by the accreditation committee.  Full 
accreditation under both programs is valid for 
three years.  The AAHRPP program contains 
three categories of accreditation below “full 
accreditation,” depending on the results of the 
institution’s scheduled survey.  The PHRP program 
provides for a one-year accreditation alternative to 
full accreditation if the accreditation committee 
determines that an institution requires further 
work.  The fees for each program are comparable, 
with AAHRPP charging less up front ($7,000 for 
one IRB and up to 100 protocols as opposed to 
$15,000 for the same under the PHRP program), 
however AAHRPP charges at least a $4,160 annual 
maintenance fee, unlike PHRP, which charges no 
such annual fee.  Two organizations have been 
accredited under AAHRPP’s program:  the Western 
IRB and the University of Iowa.  
 There are many possible benefits to research 
institutions undergoing accreditation.  By 
conducting a self-evaluation and preparing for an 
accreditation survey, institutions are able to improve 
the protections afforded to research participants 
as they strive to meet a raised floor for research 
protections.  Furthermore, institutions may be 
potentially insulated from tort liability in the event 
of an adverse event to a research participant to the 
extent their human subject protection programs 
have been found to meet the requirements for 
full accreditation.  Finally, institutions may enjoy 
deference by OHRP, FDA or ORI, to the extent the 
institutions have pursued and met the accreditation 
standards.

Conclusion

 The foregoing represents a sampling of topical 
issues in research compliance.  These issues 
continue to develop and change rapidly.  Internal 
auditors and compliance staff should make efforts 
to review relevant literature and the OHRP and FDA 
websites to stay current with on-going developments 
in these areas. §

 Mark Barnes is Parner at Ropes & Gray and 
represents hospitals, healthcare associations, 
and physicians in regulatory, reimbursement, 
research, HIPAA compliance, and litigation 
matters.  Mark was a speaker at the 2003 AHIA 
Annual Conference.  Comments or questions on 
these items may be directed to Mark Barnes 
at mbarnes@ropesgray.com or Kate Gallin at 
kgallin@ropesgray.com.

COI, continued from page 21

• Improved user/participant satisfaction. 
Questionnaires are collected more quickly and 
many individuals expressed gratitude that the 
system allows for the elimination of collections 
held by other areas.  Now that vice presidents 
and department chairs in those areas can 
access the information, there is one collection 
process.  Participants were happy to complete 
the form once per year instead of multiple times 
per year.

• Improvement to the completeness of the 
collection of disclosure information.  In the first 
year we had less robust edits.  We learned from 
the process and updated the questionnaire 
since to include more robust edits that help to 
ensure more complete questionnaires.

• The availability of disclosure information to 
those who need to know.  Vice presidents 
have been grateful, especially in regard for 
various specifics related to the types of medical 
supplies, devices, and equipment.  They can now 
pursue agreements with greater confidence that 
no conflicts exist relative to those individuals 
involved in the decision making processes.

• Management of potential conflicts including 
ease of review and consistency of disclosure 
review.  As much as such a process can be 
mundane, the ease of information review has 
kept a certain level of “excitement” among the 
Steering Committee members.

• Coordination with the efforts of our Institutional 
Review Board related to research activities.  With 
special IRB system access established and IRB 
representation on the Steering Committee, 
more complete disclosures are available and 
can be better understood at the time of protocol 
submission to the IRB.

 For questions related to this article and the 
conflict of interest automation process, send an 
e-mail to Mark Ruppert at ruppertm@cshs.org and 
include “COI Automation” in the subject line.  §
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