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Feature

Compliance Risks in Your Work Force: 
Best Practices to Avoid Sanctioned and 
High-Risk Staff
By Kristin Brooks 

The hiring process in the healthcare 
industry is complex. For hospitals 

and healthcare facilities, the potential 
of employing sanctioned, excluded, 
debarred and disciplined individuals is 
a high-risk issue with potentially severe 
consequences. 

Employing or contracting with 
individuals, vendors or entities on a 
sanction or exclusion list could leave a 
healthcare organization in noncompliance 
with the Office of Inspector General (OIG) 
and Center for Medicare and Medicaid 
Services (CMS). Noncompliance could 
result in substantial penalties and fines as 
well as the devastating step of exclusion 
from participating in federal programs 
like Medicare and Medicaid. 

Ensuring compliance is not easy. There 
is no centralized database for sanctioned 
medical staff; in fact, sanctions data is 
scattered among hundreds of sources. 
State and federal regulations can 
sometimes conflict, leaving organizations 
in a difficult spot. Adding to the 
complexities of determining if new hires 
are sanctioned individuals, compliance 
and internal audit executives must be 
concerned with the status of their existing 
employees and vendors. 

Consequences of noncompliance

Sanctioned healthcare professionals and 
entities may not be employed by or in a 
contract with a healthcare organization if 
that organization receives federal or state 
funding. If a provider hires or contracts 
with a sanctioned individual or entity for 
a clinical, administrative or operations 
position, it can:

• Face severe fines and penalties 

• Be ordered to reimburse the 
government for services provided by 
that sanctioned individual 

• Be placed under strict oversight by 
federal auditors 

• Be prohibited from participating in 
Medicare and Medicaid programs

To stay compliant, healthcare 
organizations must routinely check all 
relevant databases to confirm workers 
have no sanctions listed on their 
records. There are over 1,500 sources of 
healthcare sanctions data in the U.S., 
including state, federal and licensing 
certification agencies in 50 states, that 
maintain records of sanctions, exclusions, 
debarments, probation rulings and letters 
of reprimand. 

Some of these include:

1. Office of Inspector General (OIG) 

2. OIG List of Excluded Individuals and 
Entities (LEIE)

3. Center for Medicare and Medicaid 
Services (CMS) 

4. Office of Foreign Assets Control 
(OFAC) 

5. U.S. General Services Administration 
(GSA) Excluded Parties List System 
(EPLS) 

6. U.S. Drug Enforcement 
Administration (DEA) 

7. U.S. Food and Drug Administration 
(FDA) 

8. State medical boards, dental boards 
or boards of pharmacy 

9. State Medicaid boards 

10. National Practitioner Data Bank 
(NPDB) 

11. And more

Each of these agency data sources 
provides unique information critical to 
healthcare sanctions. 

All of these variables mean you need to be 
on your toes. For example, ethical lapses 
in a clinical study are reported through a 
different agency than prescription drug 
abuse. To execute a thorough sanction 
screen, compliance officers, internal 
auditors and/or others must check all 

Executive Summary

The compliance requirements and complexities associated with conducting 
background checks on healthcare workers can seem insurmountable, but new 
technologies and employment screening based on best practices can help address 
these issues, making it easier to maintain compliance. New intelligent compliance 
assurance solutions are available that aggregate database searches and provide 
quicker and easier access to all relevant sanctions lists. 

This article will identify some of the screening best practices associated with a robust 
background and sanctions check program. It will help compliance professionals 
understand how to select the most effective solution for their organization. 
Additionally, it will help internal auditors identify and/or provide more meaningful 
suggestions when evaluating the organization’s background and sanctions checking 
processes for prospective hires.
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data sources relevant to these individuals 
and entities. The resulting effort can be 
costly and time consuming. However, the 
penalties for not screening correctly will 
be even more costly. 

One large senior care organization 
found how expensive it can be when it 
was audited by the Health & Human 
Services Office of Inspector General. 
With over 200 facilities nationwide and 
20,000 employees serving 25,000 patients, 
company officials began the audit 
confident they were compliant. They 
checked every job candidate against the 
OIG List of Excluded Individuals and 
Entities (LEIE) and ran criminal history 
checks on all applicants. 

During the routine audit, the OIG 
discovered one current employee with 
outstanding sanctions. The organization 
was fined $500,000 and issued a formal 
warning to improve its employment 
screening process or the fines would 
increase. To address this issue, the 
organization reviewed its entire screening 
process and established new procedures 
based on best practices. 

When the new system was in place, 
compliance officers re-screened all 
employees and found about a dozen 
indications of potential noncompliance 
that required further investigation. When 
fully scrutinized, the organization found 
five sanctioned individuals that had to 
be released from their organizational 
responsibilities. While five out of 20,000 
employees seems insignificant, when 
the penalty is $500,000 per person, the 
liability adds up quickly.

Hidden inherent system weaknesses

In addition to the numerous databases 
that must be checked for each staff 
member, there are several challenges 
inherent in the current system:

• Delays of several weeks or more 
may occur between when a person 
is sanctioned at the state level and 

when the offense is reported to the 
federal level and published on the 
OIG LEIE.

• In some cases, sanctions data 
reported to a licensing board may not 
be reported properly to the state or 
the federal level.

• Individuals can alter their names, 
use maiden names or aliases, change 
locations and falsify identifying 
information, such as social security 
numbers, to conceal past sanctions.

• Many large healthcare organizations 
employ thousands of workers in 
multiple locations, increasing the 
chance for lapses in screening and 
human error.

• Conflicting expectations may be 
a factor. New Equal Employment 
Opportunity Commission (EEOC) 
guidance released in 2012 states 
employers cannot have a blanket 
policy that individuals with criminal 
convictions may not be hired. 

However, federal and state 
regulations mandate that healthcare 
organizations not hire individuals 
with certain criminal convictions, 
especially violent and drug-related 
convictions. Healthcare organizations 
have to decide whether to err on the 
side of patient safety by not hiring 
people with a certain criminal history, 
even though this potentially exposes 
the employer to EEOC claims of 
discriminatory hiring practices. 

These challenges can make it difficult 
for healthcare providers to achieve full 
compliance. One doctor had his license 
revoked by the Oregon Medical Board 
after multiple disciplinary actions for 
professional misconduct and gross 
negligence involving inappropriate 
touching of nurses and staff between 2002 
and 2008. However, because of the way 
that Oregon, like other states, reports 
these violations to OIG and GSA, the 
doctor did not appear as a sanctioned 
physician until December 2009—nearly 20 
months after his license was revoked. 

By using only OIG and GSA sanctions 
databases, compliance officers would 
have unknowingly allowed this doctor to 
perform his duties. The hospital would 
have been exposed to large potential 
financial penalties as well as harm to its 
reputation. Scenarios such as this are not 
uncommon, and it falls to the healthcare 
organization to do full due diligence to 
ensure they are compliant with new hires 
and existing staff.

Sanctions and compliance 
requirements

A sanction or disciplinary action can be 
based on a broad range of violations and 
misconduct, including: 

1. Patient abuse or neglect 

2. Healthcare fraud conviction 

3. Drug or controlled substance 
convictions 

4. Default on a health education 
loan or scholarship obligation 

5. License suspension or revocation

6. Quality of care violation 

7. Breach of a corporate integrity 
agreement

8. And more

Under the Federal Health Entitlement 
Plan (FHEP), an individual or vendor 
sanctioned and excluded in one state 
is to be sanctioned and excluded from 
participating in federal programs in 
all other states. Organizations are 
mandated to check new and existing 
employees and vendors against the OIG 
LEIE1 and GSA Excluded Parties List 
System (EPLS)2 at least once a year. It 
is critical that the organization verify 
against all possible federal and state 
databases and agencies, and do it more 
often than annually.

The requirements for monitoring 
sanction and exclusion lists are expected 
to become even more stringent at both 
the federal and the state levels. For 
example, recently the New York State 
(NYS) Office of the Medical Inspector 
General (OMIG) announced its 
recommendation for organizations to 
check employees against sanction and 
exclusion lists monthly.3

While this guidance applies to New 
York, industry experts expect other 
states to follow suit for similar monthly 
monitoring requirements. In addition, the 
OIG is also expected to release a federal 
recommendation that mandates checks 
be performed either quarterly or monthly, 
rather than annually.

1 OIG List of Excluded Individuals/Entities (LEIE): 
www.hireright.com/Office-Of-Inspector-General-
LEIE.aspx  

2 General Services Administration (GSA) Excluded 
Parties List System (EPLS): www.hireright.com/
GSA-EPLS-Sanctions-Check.aspx

3 New York State Medicaid Update, April 
2010, Volume 26, Number 6: www.health.
state.ny.us/health_care/medicaid/program/
update/2010/2010-04.htm#rem

State and federal 
regulations can 

sometimes conflict, 
leaving organizations 

in a difficult spot.



Winter 2012 Association of Healthcare Internal Auditors New Perspectives  11

Solutions

Only recently have new intelligent 
compliance assurance solutions emerged 
to help healthcare providers navigate the 
employment screening risks to ensure 
personnel are licensed and compliant. 
These software solutions are generally 
available from software-as-a-service 
providers and enable screening and real-
time monitoring. 

Intelligent compliance assurance 
solutions have a number of components 
including employee roster management, 
identity verification, continuous 
monitoring and supporting evidence 
from the primary source. 

• Rosters – Rosters enable organizations 
to upload their entire employee 
roster. All roster members are 
periodically screened against 
sanction data sources for matches. 
Intelligent compliance assurance 
solutions should support human 
resource information systems and 
traditional file types such as CSV 
(comma-separated value) files.

• Verification – Verification ensures 
the identities of those who appear 
on the sanctions list match 
the professionals in question. 
Verification is completed using a 
combination of name and name 
variants, Social Security numbers, 
addresses and dates of birth.

• Monitoring – Monitoring ensures 
organizations are notified when an 
employee appears on a sanction 
list. When monitoring is enabled, 
compliance officers can choose the 
screening frequency (e.g., monthly or 
quarterly).

An effective compliance assurance 
solution is critical for any healthcare audit 
and compliance professional that has had 
to navigate the maze of sources and data 
now available. Most important, these 
solutions help protect both the public and 
the healthcare institution.

Best practices

The compliance risks and liabilities 
begin during the recruiting and hiring 
process. In most cases, these are managed 
by the recruiting and human resources 
personnel. Often human resources 
professionals do not fully understand 
the risks, the potential costs and 
consequences of noncompliance. For 
this reason, it is critical that compliance, 
auditing and governance professionals be 
involved in the creation and management 

of the screening program to ensure its 
effectiveness.

Here are some best practices for 
healthcare organizations to consider 
when developing a screening program. 
It is important to note that some of these 
practices may require advance employee 
notification and other measures to meet 
state employee protection laws.

Implement a comprehensive pre-
employment screening program that 
incorporates thorough sanction checks

Your pre-employment screening process 
should have a tight filter for sanction and 
exclusion checks. Be sure the program 
applies across all workers, including 
employees, contract and temporary 
workers, and vendors. Develop a policy 
that addresses who will be checked, what 
will be checked about them and how the 
information will be used in the hiring 
decision, so that checks are conducted 
consistently. 

The policy should be sophisticated 
enough to incorporate different checks 
and processes for different roles, when 
appropriate, and should be reviewed by 

legal counsel. In addition to sanctions 
checks and license verifications, 
employment screening should include 
a social security number and address 
history verification, criminal records 
checks and previous employment and 
education verifications.

Screen existing employees and  
vendors regularly

Screening existing employees and 
vendors is just as important as pre-
employment screening. The current 
federal regulations recommend screening 
for sanctions and exclusions at least 
annually, but that is expected to change 
to a recommendation for quarterly or 
monthly sanction screening. 

This recurring screening should be 
conducted on all workers, including 
temporary and contract workers, and 
all vendors, partners and providers. 
At a minimum, check all agencies and 
licensing boards in areas where the 
individual has lived and worked during 
the last seven years. 

In addition to sanctions and exclusions 
checks, healthcare providers should 

Equal Employment Opportunity Commission 
(EEOC) guidance released in 2012 states employers 
cannot have a blanket policy that individuals with 

criminal convictions may not be hired.
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also conduct criminal records checks, 
and if the individual drives during the 
course of employment, an annual motor 
vehicle records check is advisable as 
well. Ongoing screening not only helps 
healthcare providers to ensure compliance 
with all regulatory statutes, but also 
sends a message that the organization is 
strongly committed to maintaining a safe, 
compliant and high-quality workplace for 
patients, the public and employees.

Conduct internal audits annually to 
confirm that all workers and vendors 
have been screened through the system, 
and identify any issues. For many 
healthcare organizations, it works 
best to integrate screening with other 
personnel systems. 

One healthcare employer tied its 
screening system to the payroll system so 
every time an individual was added to 
payroll, the organization could confirm 
that a background check and sanctions 
verification had been completed. This 
also improved efficiency because once 
data was entered into payroll it was 
automatically uploaded and populated 
into the employment screening solution’s 
central database. Another organization 
tied the screening and sanctions system to 
the badging system so that no personnel 
or vendor could receive a badge until they 
had cleared a screen. 

The legal/regulatory environment for 
employment background screening—both 
for healthcare organizations specifically, 
and for employers generally—is evolving 
at a rapid pace, making it crucial for 
healthcare organizations to work closely 
with experienced legal counsel so they 
remain aware of and in compliance with 
these changes. 

For example, as a result of the Nationwide 
Background Check Program that was 
established by the Affordable Care Act, 
17 states applied for and received grant 
funding, and are now in various stages 
of implementing new background 
check programs for direct patient access 
employees in long-term care facilities.4

Delaware (one of the 17 states) recently 
announced that its new “Background 
Check Center” program goes live in 

4 For additional information, see www.cms.gov/
Medicare/Provider-Enrollment-and-Certification/
SurveyCertificationGenInfo/BackgroundCheck.html

March 2013.5 As Delaware and the 16 
remaining grantee states implement their 
new programs, healthcare providers will 
have to stay informed of and adapt to the 
changes and new requirements.

Just as the legal/regulatory environment 
is evolving for the screening of 
healthcare workers specifically, it is also 
evolving for employment screening in 
general. Employment screening that 
employers conduct through third-
party background screening companies 
is regulated under the Fair Credit 
Reporting Act (FCRA), and employers 
are under increased scrutiny for their 
procedural compliance with the FCRA. 

The types of issues with which employees 
need to be concerned include:

• Compliance with the FCRA 
disclosure/authorization that they 
are required to provide before 
initiating a background check 
through a screening company

• Compliance with the pre-adverse 
and adverse action notices employers 
must provide if an adverse 
employment decision may be made 
based, in whole or in part, on the 
information in the background report 
that is provided by the background 
screening provider

There has also been activity both at 
the federal and state levels regarding 
the use of criminal history information 
in connection with their employment 
screening programs. Notably, in April 
2012, the EEOC issued its Enforcement 

5 See www.dhss.delaware.gov/dhss/dltcrp/
bgcheckcenter1000.html

Guidance on the Consideration of Arrest 
and Conviction Records in Employment 
Decisions Under Title VII of the Civil 
Rights Act of 1964, as amended, 42 
U.S.C. § 2000e, et seq. (the “EEOC 
Guidance”). 

The EEOC Guidance describes the 
EEOC’s views on how an organization 
may use criminal history information 
in the employment screening process in 
a nondiscriminatory manner. Similarly, 
in July 2012, the “Ban the Box Act” 
was introduced in the U.S. House of 
Representatives (H.R. 6620). If passed, this 
legislation would make it unlawful, with 
only limited exceptions, for an employer 
to ask job applicants whether they have 
been convicted of a crime until after a 
conditional offer of employment is made. 

Various forms of legislation involving 
the use of criminal history information in 
the hiring/employment process has also 
recently been passed or gone into effect in 
Indiana, Massachusetts and Ohio. 

These are just some of the many recent 
developments in the employment 
screening legal/regulatory landscape, but 
they clearly demonstrate the importance 
of remaining aware of and in compliance 
with evolving requirements. Working 
closely with experienced legal counsel 
will not only allow organizations to be 
informed as new developments take 
place, but is particularly important to help 
them understand how the changes impact 
them and determine the steps required to 
remain in compliance.

Conclusion

The challenges in the employment 
and sanction screening process can be 
immense for healthcare organizations. 
Implementing a background and 
sanctions screening program built on 
best practices and intelligent compliance-
assurance solutions enables auditors and 
compliance officers to help reduce risks, 
ensure compliance and hire high-quality 
personnel. NP

Kristin Brooks is Associate General Counsel 
and Vice President of Compliance at Hire-
Right, a leading provider of on-demand em-
ployment screening solutions. More informa-
tion can be found at www.hireright.com or by 
calling (949) 428-5800.

The OIG is also 
expected to 

release a federal 
recommendation that 

mandates checks 
be performed either 

quarterly or monthly.


