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Common Sense ERM:  
A Practical Black and White Approach
By Scott D. Smith

Introduction

Enterprise Risk Management (ERM) is a 
broad concept that many hospitals have 

been considering over the last few years. 
It’s a concept that can get confusing pretty 
quickly and you can find yourself tangled 
up in your britches before your realize it. 

What ERM comes down to, is a single, 
standardized process for the identification 
and assignment of ownership, including 
a plan for mitigation of all risks your 
organization faces. In practice, ERM 
program implementations come in many 
variations. I want to investigate with 
you the advantages and disadvantages 
to hospitals implied by ERM and clarify 
some misconceptions. 

How Coso Defines Enterprise Risk 
Management

The Committee of Sponsoring 
Organizations (COSO) defines ERM as: 
“a process, affected by an entity’s board 
of directors, management and other 
personnel, applied in strategy-setting and 
across the enterprise, designed to identify 

potential events that may affect the entity, 
and manage risk to be within its risk 
appetite, to provide reasonable assurance 
regarding the achievement of entity 
objectives.1”

Within the COSO definition, the 
identification and management of risk is a 
central theme. You have likely seen various 
definitions of risk that can be called 
‘working definitions’. One I particularly 

like is: “The potential harm that may arise 
from some present process or from some 
future event.” The COSO committee pretty 
much sees risk this way, as they write: 
“Events can have negative impact, positive 
impact, or both. Events with a negative 
impact represent risks, which can prevent 
value creation or erode existing value.”2 

Risk can also be viewed in a more neutral 
fashion and defined simply as “volatility 
from the expected” which encapsulates 
both the upside and downside aspects of 
risk. 

Five Attributes Common to ERM 
Programs

I have provided a couple of reasonable 
working definitions of risk. Let’s now 
consider the five attributes that should be 
common to all ERM programs. Focusing 
on these common attributes can assist 
us in developing a practical approach 
for implementing ERM in a hospital 
environment. A properly constituted ERM 
program: 

• Is applied consistently across the 
organization.

• Is driven from the “top down” within 
the organization.

• Takes a proactive, forward-looking 
view.

• Assigns clear ownership of risk.

• Integrates risk management into 
business processes.

When contemplating ERM, one rapidly 
gets into a consideration of COSO’s ERM 
Framework. The debate centers on how 
the Framework is too broad, too complex, 
and too difficult to deal with in a hospital 

ERM is a single, 
standardized process 
for the identification 

and assignment of 
ownership, including 
a plan for mitigation 

of all risks your 
organization faces.

1 Enterprise Risk Management—Integrated Framework Executive Summary 2004, Committee of Sponsoring Organizations of the Treadway Commission, http://www.
coso.org/Publications/ERM/COSO_ERM_ExecutiveSummary.pdf

2 Ibid.

Executive Summary

Enterprise Risk Management (ERM) is a hot topic in healthcare circles. 
Everywhere you look, someone seems to be speaking on the topic or writing 
about it. But, just what is ERM? How can you present ERM to the organization’s 
decision makers who may have a wrong perception of what it is? Where is your 
organization on this issue? What resources and expertise are needed in order to 
implement the management of risk across the enterprise?  

These are the burning questions a lot of people are asking—from the board 
room to institutional managers, including internal auditors. I have interviewed 
several institutions and internal audit directors in doing background research 
for this article. What I heard was, “Help us educate those we must educate on 
ERM, and give us something simple that works.” Reading this article should 
give you that help.
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environment. All are valid points, but 
hospitals are generally too far away 
from real ERM for the discussion to be 
particularly relevant. 

As I stated earlier, in doing my research 
for this article, I spoke with several 
representative institutions and asked 
the Directors of Internal Audit some 
standard questions. The first concern I 
heard from them wasn’t about COSO, 
but rather about needing to sell ERM 
as having tangible value for their 
organizations. That is a very practical 
point, indeed. 

The issue is that hospital senior 
management sees ERM as a re-packaging 
of many things they already have in 
place. The Chief Executive Officer (CEO) 
is in essence thinking, “We do risk 
assessments. That is what the lawyer we 
hired does so we can insure ourselves 
adequately. That is what Internal Audit 
does in preparing their annual audit 
plan for the Audit Committee, and the 
Chief Compliance Officer also does that. 
In fact, the Chief Information Officer 
commissions an IT Risk Assessment as 
well, so why do we need something else?” 
Your CEO, or others in the executive 
suite, might very well adopt this line of 
thinking, which is quite reasonable and to 
be expected. 

Therefore, it is important to be prepared 
with the five bulleted ERM attribute 
‘talking’ points listed above. Let’s look 
in greater depth at how you might want 
to respond to the CEO, and others, using 
the common attributes found in virtually 
all properly developed ERM programs. 

You Have to Have Consistency 
across the Organization

In your conversation with senior 
management, you can note that risk 
assessment activities that are within 
hospitals tend to be siloed and are 
not consistently applied across the 
organization. By pointing this out you 
help management understand how 
incompatible risk assessments and 
abatements can be. Improving the 
consistency of assessing and treating risk 

should lead to more efficiency, higher 
quality results, and lower overall costs of 
execution. 

Your position can acknowledge that the 
current risk processes the hospital has 
focus on specific goals such as insurable 
risk, financial and fraud-related risk, or 
compliance risks. However, a properly 
designed ERM process encompasses 
and serves all of these goals from a 
single entity-wide process that looks 
at the business as a whole. In addition, 
comparable metrics can be used to 
provide a more accurate picture. 

In my work, I like to use common 
templates such as risk identification 
matrices which can be adapted for 
different areas of the hospital or the 
organization as a whole. These can be 
very useful in conversations related 
to ERM in your hospital. For instance 
Exhibit 1 depicts: 

• Likelihood

• Financial Impact, and

• Qualitative Factors 

Drive It from the Top

Importantly, the ERM program needs 
to be initiated and directed from the 
“top of the organization,” meaning the 

Senior management 
sees ERM as a 

re-packaging of many 
things they already 
have in place.

Exhibit I
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CEO, Board of Directors, and the Audit 
Committee. In industries outside of 
healthcare, many firms have created a 
new vice-president-level position of Chief 
Risk Officer (CRO), who reports to the top 
and provides central direction to ERM. 

One of the CRO’s key roles is to 
communicate the importance of risk 
management to the enterprise as a whole. 
Driving ERM from the top provides the 
necessary sense of urgency, importance, 
and organizational focus necessary for an 
entity-wide effort. 

It’s Not Just for Today—  
Just Ask British Petroleum

A proactive, forward-looking view means 
that risk management must anticipate what 
could happen, as the entity exists today. 
But, it must also consider all new business 
initiatives, technology changes, regulations, 
and investments, which carry both known 
risks, at unknown levels of criticality, as 
well as potential unknown risks. 

Another way to view this, is that you 
should not allow your hospital, your 
perspective of risk, or the ERM program 

to remain static. As your hospital grows 
and expands as an organization, it will 
encounter greater risks in known areas 
as well as new risks that have not been 
considered before. 

An excellent example of changing risks is 
the now infamous British Petroleum (BP) 
oil drilling platform, Deep Horizon. The 
Gulf of Mexico accident has become one 
of the most famous man-made disasters 
to have ever occurred. Consider this 

horrific accident against the backdrop of 
about 3,900 oil rigs operating in the Gulf 
of Mexico that have been operating safely 
for over 30 years. 

What happened in the Deep Horizon 
case? Why was it different? Was the risk 
assessed too low? Perhaps, but more 
likely, based on the news reports to date, 
the necessary control activities were 
simply not being performed as defined. 
As time passed, the risk of a catastrophic 
occurrence increased when new 
technology was deployed and processes 
changed. But, complacency also increased 
because a major problem never happened 
before that could not be quickly handled. 

BP’s worst case scenario likely included, 
but stopped at, explosion, fire, injuries, 
and/or death. Their scenarios may have 
included temporary abandonment of the 
oil rig. All are very serious, but rare events. 
Worst-case scenarios likely did not include 
a rig colapse; failure of blowout valves one, 
two, and three; and three, and the inability 
to quickly cap the millions of gallons of 
crude spilling into the Gulf of Mexico. 

Consider then, the hypothetical case of 
a hospital system which has gradually 
grown in its marketplace over the past 
20 years. Now, management sees an 
opportunity to grow faster, including 
growth in clinical areas, through the 
acquisition of several key critical access 
hospitals in the nearby counties. While 
the business strategy may be sound, 
the additional risks to the business 
have changed. A forward-looking 
ERM program would be useful to the 
due diligence process, as well as in the 
practical areas of risk identification, risk 
ownership, and risk mitigation. It is easy 
for organizations to miss increases in risk, 
especially when they feel the envelope is 
only being pushed ‘a bit more.’

Who Owns the Short Straw?

Now let’s discuss how a practical ERM 
approach reshapes expectations by not 
only identification, but also by assigning 

It is easy  
for organizations to 

miss increases in risk, 
especially when they 
feel the envelope is 
only being pushed  

‘a bit more.’

“There are known knowns. These 
are things we know that we know. 
There are known unknowns. That is 
to say, there are things that we now 
know we don’t know. But there are 
also unknown unknowns. These are 
things we do not know we don’t 
know.”—US Defense Secretary 
Donald Rumsfeld.
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clear ownership of those risks, including 
their mitigation. 

About a year ago, I worked with a 
hospital on revenue cycle risks and 
internal controls. I was surprised at what 
a positive experience the assignment 
turned out to be. The organization had 
implemented a new Epic revenue system 
which went quite well. 

In the course of that implementation, 
however, certain manual processes 
and reconciliations were eliminated 
as controls. No one specifically said, 
“We don’t need these control steps 
any more,” but rather, no one said 
they still needed to be done. In system 
conversions people tend to focus on 
what they are specifically told to do and 
often assume that what they are not told 
to do is no longer required. 

Nothing malicious, lazy, or arrogant 
was going on. People in the business 
units simply did not realize they should 
continue to receive certain reports and 
to reconcile them. Once our ERM team 
documented the process flows, described 
the internal controls and why they were 
necessary, the control deficiency was 
fixed. The business unit managers almost 
universally embraced the responsibility 
and told us they felt more in control as a 
result. 

The point is, everyone has anecdotal 
stories about hospital efficiency and 
accountability. The people on the front 
lines really want to do what they can to 
make the hospital successful. Don’t be 
afraid to ask them to take ownership of 
risk. They really want to take control and 
to help mitigate risks associated with 
processes and functions. 

Plain and Simple Does The Trick

From a practical perspective, you 
want the various business units to be 
responsible for effectively managing 
the risks that affect their business units. 
Additionally, you need to assign the 
ownership of the controls designed to 
mitigate those risks. 

Many ERM methodologies will tend to 
branch out in different directions at this 
juncture. I am sure other industries, and 
even some hospitals, have implemented 
more than just the assigning of 
responsibility and control ownership at 
the process level, and they have benefited 
as a result. But, after looking at 50 hospital 
systems and smaller 20-bed critical access 
hospitals, I found a lot of agreement that 
a simple, practical approach accomplishes 
the ERM goal. 

Speaking with several hospital internal 
audit directors and two financial Vice-
Presidents, their comments to me were 
clear. ERM needs to be very black and 
white. “We don’t need to re-invent 
what we already do well.” I asked them 
how ERM could be more valuable in 
application and I got a surprising answer; 
ERM would be very helpful as a part of 
the due diligence process. ERM would 
be more valuable if it was imbedded in 
the consideration of new initiatives and 
business acquisitions before the transaction 
was done rather than after. 

Four Common-Sense ERM  
Implementation Considerations

•	 Leverage	what	you	already	have. Yes, 
some revision will be required, 
but keep things simple. For 
instance, consolidate the office 
or the role of a Chief Compliance 
Officer. Standardize the overall 
risk assessment and awareness 
model. With simple changes, your 
hospital should be able to improve 
efficiency, improve the quality of risk 
management overall, and lower the 
costs of managing risk efforts. 

•	 Avoid	the	extremes. You can indulge 
in various “Chicken Little” scenarios 
concerning “the sky is falling.” 
Expect to find some persons in your 
organization who will center on 
this type of approach. You can be 
much more effective, however, by 
developing a process to carefully 
assess risk using a clear systematic 

methodology. A deliberative approach 
will keep your organization focused. 
It will provide you with a truly 
supportable risk model that is useful 
to senior management. By limiting the 
breadth of ERM, your organization 
will not miss areas of increasing 
risk complexity. Additionally, your 
organization will not become too 
complacent by thinking that you have 
everything covered. 

•	 Accountability	is	key. If no one is 
recognized as being the owner(s) of 
identified risk and the mitigation 
of said risk, then it is fair to ask the 
question, “What’s the point of doing 
this at all?” Don’t be shy about 
assigning responsibility for risks and 
control of those risks. 

•	 Know	your	culture. Some hospitals can 
take an initiative like ERM and, using 
internal leadership and resources, 
adapt it to their organization. Other 
hospitals cannot address this due 
to resources, staffing, or lack of 
institutional project experience or 
discipline. They then must rely upon 
outside third-party consulting in 
order for broad projects such as ERM 
to be successful. If you must use 
outside consultants, it can be a small 
price to pay for dealing with known 
and unknown risk. 

Conclusion

In a hospital setting, enterprise risk 
management can be implemented in a 
practical way. Doing so can yield rapid 
positive impacts by providing a more 
efficient and organizationally effective 
risk identification, accountability and 
mitigation strategy. In addition, internal 
audit benefits from ERM by having better 
awareness of enterprise-wide risk. Finally, 
ERM risk mitigation strategy decisions 
must be made at the senior management 
and Board level. Having ERM in place 
provides a cohesive picture of the risks 
the organization needs to consider as part 
of business operations. NP
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