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Introduction

Control Objectives for Information and 
related Technology (CobiT), authored 
by the IT Governance Institute (ITGI) 
and promulgated by the Information 
Systems Audit and Control Association, 
is an ideal framework for considering 
the effectiveness of internal controls 
governing information technology. CobiT, 
as defined by the ITGI, “provides good 
practices across a domain and process 
framework and presents activities in 
a manageable and logical structure. 
COBIT’s good practices represent 
the consensus of experts. They are 
strongly focused more on control, less 
on execution. These practices will help 
optimize IT-enabled investments, ensure 
service delivery and provide a measure 
against which to judge when things do go 
wrong.”

The Bon Secours Health System Inc. 
(BSHSI) Internal Audit services team 
serves as an independent, objective, 
assurance and advisory service designed 
to add value and improve operational 
effectiveness of our organization. The 

work of BSHSI Internal Audit includes 
robust and pervasive reviews of complex 
technology platforms and applications 
supporting healthcare operations. This 
includes electronic medical records 
(EMR), system enterprise resource 
planning (ERP), and data center operation 
facilities that support twenty-eight 
different healthcare entities that provide a 
combination of acute care, senior services, 
and home care programs.

The CobiT framework was introduced to 
BSHSI Senior IT Management in 2005 in 
an effort to educate and gain acceptance 
of its use. The initial goal was to be able to 
provide a relevant accepted governance 
authority that complimented existing 
information technology control policies 
in order to provide Internal Audit with 
additional standards to audit against. 
In addition, it allowed us to remain 
independent with respect to establishing 
IT policy. 

The four CobiT domains; Plan and 
Organize (PO), Acquire and Implement 
(AI), Deliver and Support (DS), and 
Monitor and Evaluate (ME) have 

provided us direction in our technology 
audit work. This article will focus on 
our use of these domains in system 
implementation and general information 
technology audits.

Applying CobiT in System 
Implementation Reviews

It is the policy of the Bon Secours Internal 
Audit to provide timely reporting of 
audit results to management and the 
Audit and Compliance Committee. 
Consistent with this policy is the 
provision of real-time assessments 
pertaining to the implementation 
of significant applications. These 
assessments are performed prior to 
application implementation to give 
management and the Audit and 
Compliance Committee an objective view 
of the ‘readiness’ of the application, from 
a technology and user perspective. Our 
assessments are issued in a scorecard 
reporting format. 

The use of a scorecard report is an 
on-going measurement of risk and 
control monitoring to determine if a 
process or project is being managed 
within acceptable standards or controls. 
A scorecard provides the reader with 
current assessments on the status of 
task completions, assessments on the 
status of the proper balancing of risks 
and controls across several project areas, 
timely notification to management of 
any variances (including deficiencies that 
do not meet control expectations), and a 
consistent scoring methodology using red, 
yellow and green indicators.

A practical use of scorecard reporting 
is illustrated by our current 
implementation of an electronic medical 

Executive Summary
Convincing IT and management concerning application of sound internal control 
can at times be a challenge. Internal auditors have an ally in Control Objectives for 
Information and related Technology (CobiT). Representing experts’ consensus of 
good practices, CobiT sets forth a commonsense framework that internal auditors 
can rely upon for guidance when considering the effectiveness of internal controls in 
information technology (IT).

The Audit Services department at Bon Secours introduced the CobiT framework 
to educate management about internal control in IT applications and systems and 
to obtain its acceptance for use in audits. By combining this framework with Bon 
Secours own policies, Internal Audit is now able to successfully apply this approach 
to system implementation projects and general technology audits. Using color-
coded scorecards quickly communicates the status of system implementation and 
application control effectiveness in the IT audits the department undertakes.
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record (EMR) system—a clinical 
information system that will assist in 
the transformation of the organization. 
The timeline for the implementation 
is a committed five-year rollout which 
began in 2007 and is expected to end 
in 2012 or sooner. There are three 
phases for the project. The first phase 
of the implementation was a six month 
planning period. The second phase was 
a 12 to 18-month development of clinical 
content and workflow design. The third 
phase is a system-wide rollout and 
optimization period. 

The currently defined control areas 
are primarily targeted at information 
systems concepts. Internal Audit has 
defined nineteen individual sections that 
comprise our systems development life 
cycle which spans all three phases of the 
EMR project. Along with our existing 
information technology standards for 
project management, the expected 
controls and risks, if controls were not 
in place, were identified from various 
sections of CobiT and used to develop 
test work to assess the implementation at 
various stages. 

Some of the specific control areas 
evaluated as part of our scorecard report 
include: 

Budget (PO 5.3 IT Budget Process •	
and PO 5.4 Cost Management) 

Project Management (PO10.7 •	
Integrated Project Plan) 

Status Reporting (PO10.13 Project •	
Performance Measurement, 
Reporting, and Monitoring) 

Model Build (AI 2.2 Detailed •	
Design and AI 2.5 Configuration 
and Implementation of Acquired 
Application Software) 

Software Change Management, •	
(AI6.1 Change Standards and 
Procedures and AI7.4 Test 
Environment) 

Unit Testing, (AI7.2 Test Plan) •	

Data Conversion, Validation and •	
Interfaces, (AI7.5 System and Data 
Conversion) System Integration 
Testing (AI 17.7 Final Acceptance Test) 

Training, (AI 17.1 Training and DS •	
7.1 Identification of Education and 
Training Needs & DS 7.2 Delivery of 
Training and Education) 

Physical and Logical Security (DS12.2 •	
Physical Security Measures, DS5.2 
Security Plan and DS5.5 Security 
Testing, Surveillance and Monitoring) 

Go-Live (AI 4.2 Knowledge Transfer •	
to Business Management, (AI 4.3 
Knowledge Transfer to End Users 
and AI 4.4 Knowledge Transfer to 
Operations and Support Staff) 

We have found that by using interim 
scorecard reporting we can communicate 
identified opportunities for control 
enhancement to management in a 
timely manner and in a format that is 
consistent with normal project status 
reports. When evaluating the adequacy 
of controls for a scorecard, a score of 
Green indicates the area is meeting stated 
objectives in defined strategy. A score of 
Yellow indicates the area contains one 
or more key expected controls that are 
not being executed according to defined 
strategy, and a score of Red indicates 
that the successful implementation may 
be jeopardized because controls are 
inadequate.

The following is an example of a section 
of our scorecard for Software Change 
Management.

Applying CobiT in General 
Technology Audits

When using CobiT in our general 
information technology audits, the 
process of incorporating the framework 
to our audit work is broken down into 
numerous stages. The first stage is to 
compare the scope of the audit with the 
CobiT control objectives for the function 
or process being audited. For instance, 
in a recent physical security audit, our 
scope was to determine the effectiveness 

Scorecard for Software Change Management

Control 
Area

Expected Controls Risk if Expected Controls Not in Place
Key Areas Needing 

Improvement
Strategy Implementation

10. Software Change Management (CobiT® - AI6.1 Change Standards and Procedures and AI7.4 Test  
Environment)

GREEN YELLOW

A formal software 
change management 
process is used;  
including requests,  
approval, and testing.

A. Unauthorized or improper changes 
to software impact the  
implementation timeline and critical 
path.

Change management 
processes do not  
require approval by 
key stakeholders. 

YELLOW YELLOW

B. Improper changes to application 
could cause extensive re-testing.

GREEN GREEN

C. Timing of changes could affect the 
work load of individuals.

GREEN GREEN

Change controls are  
applied across all  
system environments.

D. Environments are out of sync  
resulting in incorrect work flows and 
potential errors.

The current TRAIN-
ING environment has 
not been maintained 
with changes  
applied to Production 
resulting in end users 
not being trained on 
current workflows and 
processes.

GREEN RED



10 New Perspectives Association of Healthcare Internal Auditors September 2009

of Information Technology’s physical 
access controls that ensure computing 
facilities access is properly authorized, 
and protections and safeguards were in 
place, in order to ensure the availability 
of information systems assets. A gap 
analysis between the documented 
control environment and CobiT control 
objectives was performed. This was our 
starting point in the planning process 
that was accomplished by reviewing 
the organization’s current policies 
and procedures for physical security 
against CobiT (section DS12, Manage the 
Physical Environment). Our goal was to 
ensure we had identified all the control 
objectives for the audit scope. In this case 
there were five specific control objectives 
within DS 12. We eliminated section DS 
12.1, Site Selection and Layout because 
it was evaluated and risk assessed 
previously during initial construction of 
the facilities. It was concluded that our 
scope was in accord with the remaining 
sections of DS12. In the event we 
concluded the scope of our test work had 
not identified all the control objectives as 
identified by CobiT, we would have risk-
assessed each of the missing elements to 
determine if they should be added to our 
scope. 

Next, we compared the steps in our 
existing audit programs to the activities 
in the CobiT control practices. The goal in 
this step was to ensure we had identified 
the appropriate testing activities. When 
there is no existing audit program, we 
develop the audit programs using the 
CobiT control practices. To continue 
with our physical security example, 
we developed our audit programs by 
describing the risks (exposures and 
effects) that may result from the failure 
to achieve each objective, the desired 
control, and the detailed test work to be 
completed. The following is an example 
from our audit program highlighting 
external signage. 

We identified unauthorized access 
to areas when signage specifies high 
risk areas such as a data center or 
communication closet. The signage 
makes it easy for people intent on 
destruction to identify and locate them. 
Our desired control stated, (per CobiT 
DS12.2.2), “ensure that external signs 
and other identification of sensitive 

IT sites are discreet.” Our test work 
included steps to visually observe the 
entrances to IT locations for indicative 
signage. 

Additionally, we add audit activities 
required by organizational policy, 
legal or regulatory guidelines. As a 
healthcare organization, we are required 
to comply with HIPAA privacy and 
security regulations. As part of the 
physical security audit we also wanted 
to ensure the testing included assessing 
compliance with HIPAA standards 
for physical security. The Physical 
Safeguards section outlines the necessity 
of a Facility Security Plan. The covered 
entity is required “to implement policies 
and procedures to safeguard the 
facility and the equipment therein from 
unauthorized physical access, tampering, 
and theft.” This regulation aligns with 
the CobiT Control Objectives section 
12.3, Physical Access which advises an 
organization to, “define and implement 
procedures to grant, limit and revoke 
access to premises, buildings and areas 
according to business needs, including 
emergencies. Access to premises, 
buildings and areas should be justified, 
authorized, logged and monitored. This 
should apply to all persons entering the 
premises, including staff, temporary 
staff, clients, vendors, visitors or any 
other third party.”

To validate control with respect to this 
requirement, one of our testing steps 
to satisfy the Physical Access section 
was to determine whether locks and 
electronic monitoring devices such as 
key card badges and video cameras 
were in place. 

In instances where key card badges 
were in use, we completed additional 
testing. This testing consisted of 
determining if access rights were 
reviewed on a regular basis. We also 
tested to determine if monitoring was 
taking place at all physical locations that 
hosted critical systems. To accomplish 
this, we developed Computer Aided 
Audit Techniques (CAATs) to complete 
our analysis. This required us to obtain 
a data extract from the key card system 
of all people who had been granted 
access to locations that host critical 
systems. We also got a data extract 
from the human resource system of all 

active employees. Once we secured and 
normalized both files, we were able to 
compare the data to identify individuals 
with access who were no longer active 
employees. The outcome told us 
how effectively management utilized 
employee termination reports received 
from Human Resources. It also identified 
where opportunities to institute this 
reporting were required. 

A second form of monitoring tested 
focused on access times. This required us 
to obtain another data extract from the 
key card system that listed all individuals 
granted access by date and time. Based 
on the normal operating hours of our 
Information Technology teams, we 
established the time window starting at 
midnight to 6:00 a.m. to evaluate against. 
All instances of granted access during this 
time frame were considered exceptions 
and required management to explain the 
reason and evaluate these after-hours 
accesses for appropriateness. The results, 
in some cases, provided management 
with the opportunity to improve 
processes for reviewing access logs on an 
ongoing basis. 

In cases where we note exceptions 
to the control, we quote the control 
practices from the organization’s 
existing information security policies 
and additionally provide support with 
references to CobiT. As an example, the 
following is an excerpt from an audit 
finding: Information Security policy, 
Protection from Malicious Software requires 
operating system security patches be 
installed and updated on systems at all 
times. CobiT control practices (DS 5.10.4) 
also recommend maintaining currency of 
operating system software by applying 
all relevant security patches and major 
updates to the system in a timely manner.

Summary

These few examples demonstrate how 
CobiT has provided management, and 
the Audit and Compliance Committee, 
assurances the control environment 
is being evaluated against existing 
information technology control policies 
complimented by an accepted governance 
authority. It ensures Internal Audit 
remains independent from establishing 
IT policy. For us, CobiT is becoming an 
organizational way of life. NP
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