
A
uditors who have not previously audited a 

pharmaceutical inventory should be aware 

of the different control issues associated with 

controlled and noncontrolled pharmaceuticals. 

The US Drug Enforcement Administration (DEA), pursuant 

to the Controlled Substances Act of 1970 (Act), has

established classifications for pharmaceuticals based on 

their medical benefits and potential for abuse. 

The Act identifies specific pharmaceuticals with a high risk for 

potential abuse and classifies them into five schedules. These 

pharmaceuticals are referred to as controlled substances and 

they are subject to restrictive regulatory requirements for 

ordering, storing and dispensing. The Act and other useful 

information regarding controlled substances controls are 

available through the DEA at www.deadiversion.usdoj.gov/.

Schedule I pharmaceuticals have limited medical benefits 

and may cause severe dependency. As a result, Schedule 

I pharmaceuticals generally are not included in pharmacy 

inventories. Although marijuana is a Schedule I controlled 

pharmaceutical under federal law, some states do allow 

its use for medical purposes. Distribution of marijuana by 

hospitals is being considered by some states and it may 

soon be included in the formulary of some hospitals.

Specific regulatory requirements for controlled substances 

may differ between states and the rules applicable to 

a specific health system should be researched. A good 

resource for identifying controlled substances requirements 

for your state is the National Association of State Controlled 

Substances Authorities at nascsa.org.

Review pharmacy policy and procedures

Your pharmaceutical inventory controls audit should begin 

with a review of applicable policies and procedures. You 

should look for written policies and procedures that: 

• Document how the inventory is physically secured.

• Explain how drug diversion is prevented and detected.
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An audit of controls over a health system’s 

pharmaceutical inventory should be 

considered for many reasons. "ey include: 

 • Dispensing and administration of 

pharmaceuticals is a major revenue-

generating activity for health systems.

 • Procurement of pharmaceuticals is a 

significant expense.

 • Pharmaceutical inventory can represent 

a large investment that should be 

safeguarded.

 • Ordering, receiving, storing and 

dispensing pharmaceuticals are subject to 

strict regulatory guidelines.

 • Pharmaceutical theft is significant risk.

"is article provides suggestions for you to 

consider when performing a pharmaceutical 

inventory controls audit.
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• Define the responsibilities of pharmacy management 

and of the management in patient care areas that store 

and administer pharmaceuticals to patients. 

Policies and procedures should be routinely reviewed and 

updated for changes in processes or technological changes 

or upgrades. Since automated dispensing systems are 

commonly used to secure and dispense pharmaceuticals, 

there should be contingency procedures to follow when the 

automated dispensing systems are unavailable.

Pharmaceutical acquisition process

Pharmaceuticals are acquired by the pharmacy department, 

usually through a vendor designated as the primary 

distributor. The ordering systems used by large distributors 

will allow the pharmacy to order pharmaceuticals 

electronically. They may also provide certain automated 

controls, such as requiring that different employees request 

and approve orders.  

Controlled substance ordering is subject to strict regulations. 

Strict segregation of duties is a must in the acquisition 

and receiving process. The orders must be approved by a 

pharmacist with an assigned power of attorney from the 

health system. Schedule II controlled substances must be 

ordered using special DEA forms which are available as 

numerically controlled manual forms (DEA Form 222) or as 

electronic forms available through the Controlled Substance 

Ordering System (CSOS).

Controlled substances delivered by the distributor should 

be accompanied by shipping manifests. A pharmacist 

not involved with placing the order should inspect the 

controlled substances delivered and compare the quantities 

to the manifests. The manifest should be signed by the 

pharmacist confirming they agree to what was delivered, 

and the pharmacy should be complying with regulatory 

requirements for maintaining signed delivery manifests. 

Pharmacy personnel not responsible for receiving 

controlled substances should compare vendor reports 

of shipments to the quantities added to the controlled 

substance inventory records to assure that all quantities 

delivered were recorded.

Review of pharmaceutical inventory 

To manage pharmaceutical cost and ensure quality patient 

care, your organization will have a process for evaluating 

and approving specific pharmaceuticals for use. The 

approved list of pharmaceuticals is referred to as the 

formulary. The formulary is determined by a committee 

that includes physicians who practice medicine at the 

health system.  

For your state’s controlled 
substances requirements go to 
nascsa.org.

Upon delivery, controlled substances should be stored 

in secure locking cabinets or electronic cabinets linked 

to automated dispensing systems. Detailed controlled 

substances inventory records should be maintained and 

updated upon delivery. Noncontrolled substances are 

generally stored on shelves in the pharmacy, but some 

noncontrolled substances, because of their cost or because 

of safety issues, may be secured in locked cabinets.

If the pharmacy maintains noncontrolled substances 

using a perpetual inventory system, pharmacy employees 

should perform ongoing test counts to ensure the 

accuracy of the perpetual inventory records. The cost 

of individual pharmaceuticals should be considered 

when determining the frequency of counts, and all 

pharmaceuticals in the formulary should be counted at 

least every three years. There also should be processes for 

adjusting the inventory records based on count results, 

and for investigating count variances. 
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Not all pharmacies have invested in perpetual inventory 

systems for noncontrolled substances. Pharmacies that do 

not use a perpetual inventory system should be performing 

complete inventory counts at least twice per year. You 

should consider scheduling the audit during an inventory 

count so that controls over counting, adjusting the financial 

records and investigating unexpected or large adjustments 

can be tested.

Physical access control

Theft or diversion of pharmaceuticals by employees is a 

significant risk. Therefore, staff awareness of diversion-

related issues should be an important component of 

diversion prevention. The pharmacy and patient care areas 

should provide routine training to increase staff awareness 

of diversion issues. There should also be procedures in place 

for employees to report suspicious activities they have 

observed, anonymously if desired.

Entrances and exits to the areas 
where controlled substances are 
secured should be monitored 
using surveillance cameras.

Physical access to the pharmacy should only be granted 

to employees to perform their jobs. The pharmacy should 

have policies preventing employees from bringing 

personal belongings into the pharmacy that could be used 

to conceal and remove pharmaceuticals. Lockers should 

be provided outside of the pharmacy for employee’s 

personal belongings.

The pharmacy should be secured using key lock or 

electronic badge entry controls. For those with key lock 

access controls:

 • Records should be maintained of employees who have 

been issued keys.

 • There should be procedures for key retrieval when 

employees no longer work in the pharmacy.

 • There should be procedures for responding if keys are lost.

Master keys should be kept secured and procedures for 

accessing them should be clearly defined. There should also 

be documentation and justification if access is provided to 

any nonpharmacy personnel (such as security personnel 

outside of regular business hours).

If the pharmacy has electronic badge entry control, 

pharmacy management should have access to monitoring 

reports of employees entering the pharmacy and the times 

of entry. The reports should be reviewed to:

 • Verify that unauthorized employees did not enter the 

pharmacy 

 • Investigate reasons employees may have entered the 

pharmacy outside of regular business hours 

You should perform a site visit of the pharmacy to physically 

observe access controls. Entry and exit doors should be 

examined for manual locking mechanisms that can override 

key lock or electronic badge access controls. In addition, the 

badges of employees in adjacent areas that have not been 

provided access should be tested to verify that their badges 

cannot open the pharmacy doors.

Entrances and exits to the pharmacy and areas where 

controlled substances are secured should be monitored 

using surveillance cameras. You should ensure:

 • The cameras are placed to show anyone entering  

the area 

 • The images transmitted are clear enough to allow 

identification of those entering

 • Tapes of the camera images are maintained long enough 

for future investigations, or to comply with record 

retentions/regulatory requirements 

Disposition of expired pharmaceuticals

Pharmaceuticals must be removed from the pharmacy 

shelves before their expiration dates to ensure expired 

pharmaceuticals are not administered to patients. The 

pharmacy should have a process for identifying and 

removing pharmaceuticals with impending expiration dates. 

Guidelines for removing pharmaceuticals from the shelves 

should require their removal soon enough to prevent 

dispensing after expiration, but not cause unnecessary 

pharmaceutical  replacement cost.  

Pharmaceutical expiration dates marked on the packaging 

and the pharmacy shelves should be surveyed to determine 

whether pharmaceuticals are being removed timely. 

Expired pharmaceuticals removed from the shelves should 

be adequately controlled to prevent diversion, and the 

disposal method must comply with regulatory requirements. 

The pharmacy may use an outside vendor (DEA-registered 

reverse distributor) to retrieve and destroy expired 

pharmaceuticals. A written record showing the transfer of 
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the controlled substances between the pharmacy and the 

outside vendor should be maintained. The DEA Form 222 or 

the electronic equivalent is the official record of the transfer 

of Schedule II controlled substances.

Pharmaceutical security in patient care areas 

The pharmacy is responsible for controlled and noncontrolled 

pharmaceuticals from the time they are received until they 

are dispensed, administered, or wasted, including after they 

have been moved to stock in patient care areas. Stocking of 

pharmaceuticals in patient care areas should be performed by 

pharmacy employees, and there should be an independent 

daily reconciliation of stocking activity.

The pharmacy and patient care 
areas should provide routine 
training to increase staff 
awareness of diversion issues.

The most common method of securing pharmaceuticals in 

patient care areas is electronic cabinets linked to automated 

dispensing systems. The electronic cabinets record the 

identity of employees that access the cabinets using 

personal identity codes or biometric controls.

Employees should be required to complete user 

authorization forms before being granted access to 

electronic cabinets.. The forms should be approved 

by pharmacy management and by the employee’s 

management in the patient care area. The approved 

forms should be kept on file for future reference. Patient 

care management should perform periodic reviews to 

confirm employee access that is no longer required has 

been terminated. 

Controlled substances secured in electronic cabinets 

are stored in separate individual compartments within 

the cabinets. When a cabinet is accessed, the employee 

identifies the patient and the controlled substances needed. 

The cabinets will only allow the authorized employee 

to access to the compartments containing the needed 

controlled substances.

Electronic cabinets maintain a perpetual inventory of 

controlled substances. The accuracy of the perpetual 

inventory records is continually verified by employees that 

access the controlled substances compartments. When 

employees access a compartment, they are required to 

count the inventory quantities in the compartment. The 

employee’s count is recorded using an electronic keypad, 

and if the count does not agree with the cabinet’s perpetual 

inventory records, the cabinet alerts the employee that there 

is an inventory discrepancy.

If there is an inventory discrepancy, an icon or indicator 

light appears on the electronic cabinet alerting other 

employees of the discrepancy. Procedures should require 

that management in the patient care area be immediately 

notified so an investigation can occur. The investigation 

should begin by reviewing the electronic cabinet’s records 

to identify other employees who recently accessed the 

controlled substance compartment before the discrepancy 

was discovered.

Daily reports should inform pharmacy and patient care 

management of any discrepancies that have occurred. 

Pharmacy management should ensure all discrepancies are 

investigated. If an investigation is handled by management 

in the patient care areas, the pharmacy should be informed 

of the results.

Controlled substances diversion

Employees may steal controlled substances for resale 

and personal gain, or divert them for personal use. Both 

situations can cause significant problems.  

Some electronic cabinets have reporting capabilities that are 

useful for detecting diversion of controlled substances. To 

ensure the effectiveness of the reporting, all employees with 

access to controlled substances, including management, 

should be included in the electronic cabinet reporting 

profiles. Policies should assign accountability for monitoring 

those with access to controlled substances and procedures 

for doing so should be clearly written.

The pharmacy may use a DEA-
registered reverse distributor 
to retrieve and destroy expired 
pharmaceuticals.

Since the electronic cabinets interface with the clinical 

and/or billing systems, the ability should exist to transmit 

controlled substances prescriptions to the electronic 

cabinets. The prescription information can then be used to 

create patient medication profiles in the electronic cabinets 

to ensure employees only remove controlled substances for 

which there is an approved patient prescription.

In some cases, prescriptions may not have been transmitted 

before the employee removes the controlled substance. For 
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example, in patient care areas when emergency treatment 

is necessary, the administration of controlled substances 

before the prescription has been transmitted to the cabinet 

may be a frequent occurrence.

In these cases, the employees will still be able to remove 

controlled substances for the patient, but the removal 

will be reported by the electronic cabinet as an override 

transaction. Pharmacy management should have a process 

for investigating override transactions to verify that a 

subsequent prescription was transmitted to the electronic 

cabinet to validate the override.

Electronic cabinets are also capable of generating 

reports showing quantities of controlled substances that 

individual employees are removing. The reports should 

also provide statistical analysis to identify individual 

employees that have removed controlled substances 

at a higher than expected rate. Because higher rates of 

removal can be an indication of diversion, there should 

be policies and procedures that provide guidance for 

investigating these employees. 

Disposal of controlled substances 

Controlled substances may be dispensed in the 

manufacturer’s shipping packaging. If the doses prescribed 

are different from the packaged doses, the contents not 

administered to the patient must be returned to the 

electronic cabinet (if unused) or disposed of (wasted). 

Pharmacy management should have processes to verify 

controlled substances dispensed but not administered to 

patients are properly returned or wasted.

The verification process should compare dispensing 

transactions to patient administration and return or wasting 

transactions, and account for all quantities dispensed. 

Performing the comparison may require developing special 

information technology reports or a manual procedure.

Daily reports should inform 
pharmacy and patient  
care management of  
any discrepancies.

Return and wasting transactions should be recorded 

by the electronic cabinets. Wasting a controlled 

substance must be witnessed. Some states require 

that only licensed professionals waste and witness. 

Recording return and wasting transactions in the 

electronic cabinets identifies employees performing the 

transactions, which enables testing for compliance with 

internal procedures or state requirements.

The allowable methods of wasting controlled substances 

should be documented in policies and procedures. 

Processes to ensure policies and procedures agree with 

regulatory requirements should be in place along with 

guidelines for timely returning or wasting controlled 

substances after they are dispensed. Return and wasting 

reports should be available from the electronic cabinets that 

show the dates and times that controlled substances were 

dispensed and returned or wasted. 

Conclusion

There are significant risks associated with pharmaceuticals. 

As an internal auditor, you can assist management to 

properly manage those risks. Investing your time and energy 

in a pharmaceutical inventory controls audit could return 

significant benefits for your organization. NP

Hard work never killed anybody. But it does keep you off Facebook.  

~Anon.

28  New Perspectives Association of Healthcare Internal Auditors Fall 2014

Feature


