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Cash Controls: A Quick Primer to Protect 
Your Company’s Cash
By Valla Wilson, CIA

C ash is king. It is liquid, portable, and 
desirable and is the one asset that 

can be easily taken. When it is stolen, 
it could be months or years before the 
disappearance is discovered. Other 
assets such as computers, supplies 
and equipment are more difficult to 
conceal, are not as easily convertible to 
something useful, like money, and may 
be less desirable targets. Therefore, it is 
imperative that an organization have 
adequate controls in place to prevent theft 
and other misuses of cash. 

Generic cash

The term ‘generic cash’ means more than 
bills and coins. It also includes checks and 
credit cards. Establishing stronger cash 
control should also include increasing 
or maintaining the effectiveness and 
efficiency of operations. 

Poorly considered cash controls can cause 
inefficiencies. For instance, an employee 
may have to go a distance to make a 
photocopy of a check, obtain a printed 
receipt or perform other procedures. 
Good control takes into consideration 

the operational procedures required of 
employees. If procedures are not efficient, 
employees will eventually begin to bypass 
the controls in order to make transactions 
easier or faster for themselves and the 
patients. 

When reviewing cash controls, you 
should look not only at policy and 
procedure compliance. You should also 
ensure employees are complying with 
applicable regulations such as payment 
card industry (PCI) requirements, which 
govern consumer protection and the 
processing of credit card transactions. 

Confirming that your entities’ cash is 
under good control, while ignoring its 
regulatory compliance risk, would be a 
huge mistake for the audit function.

Reasons for cash control

Boards, as well as the general public, 
expect management to exercise 
stewardship over what is considered 
the most basic of management 
responsibilities. Reporting cash losses 
due to theft is a big embarrassment 
to management. As important as cash 
is, there are other considerations that 
must be kept in mind. Here are the 
four basic purposes for controlling the 
organization’s cash assets:

• Safeguard assets from employee 
theft, robbery and unauthorized use

• Enhance the accuracy and reliability 
of accounting records by reducing the 
risk of errors and irregularities

• Increase effectiveness and efficiency 
of operations

• Ensure compliance with applicable 
laws and regulations, as well as 
adherence to policies and procedures

As you begin to develop your audit 
program and testing, keeping these 
purposes in mind will help assure a more 
comprehensive audit effort. 

Cash categories

Key cash controls encompass 10 control 
categories. To be complete, your audit 
program needs to address all of them.

Authorization

Authorization controls include 
establishing adequate levels and/or 
criteria for approval of transactions. 
An example is requiring supervisor 
approval before processing refunds or 
credit transactions. A department may 
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have set up an authorization procedure 
that requires an employee to forward the 
documents, or to seek out a supervisor 
to obtain approval(s). If, however, 
the employee decides to continue a 
transaction without obtaining the 
approval, no one is the wiser. 

The best authorization control, then, is 
to prevent a transaction from occurring 
unless an authorization has been given. 
A good example is having the system 
restrict employees from voiding a 
cash transaction without a supervisor 
override. We can see examples of this in 
stores when the cashier has to call upon 
a supervisor to enter an authorization 
so processing of the transaction can be 
completed.

Authorization controls also include 
limiting access to assets and records, 
unless the person has authorization for 
that access. Examples include requiring 
a safe’s combination to be changed 
regularly or requiring system passwords 
to be changed on a scheduled basis.

Reconciliation

Reconciliation controls are the most 
critical, but this type of control is often 
skipped or not completed properly. 
Reconciliation, in simple terms, is 
a review to determine whether two 
items are consistent. The control is not 
effective if variance(s) are identified in the 
reconciliation process but not investigated 
to determine the cause. 

Investigation might reveal someone 
taking cash out of the deposit, a posting 
error, a system glitch or other error. 
Examples of cash-related reconciliations 
include validated deposit slips reconciled 
to daily cash activity reports, daily 
transaction reports reconciled to a patient 
account listings, and daily cash activities 
reconciled to sales reports. 

Segregation of duties

Segregation of duties is a common issue 
to be considered when evaluating key 
business processes, especially cash 
collections in small clinics. Inadequate 
segregation of duties, sometimes 
referred to as incompatible duties, is a 

common control oversight that can allow 
employees the opportunity to steal cash. 

Application of internal control concepts 
provides that no individual should be 
responsible for more than one of the 
following transactions: authorization, 
custody and record-keeping. 

For instance, an employee who prepares 
the deposit and is responsible for posting 
receipts to individual accounts would 
have incompatible duties, because this 
employee could take cash from the 
deposit and post the account as if the cash 
had been received. These duties should be 
allocated to more than a single individual.

Exception/edit reports

These types of reports are generated to 
monitor activities and transactions that 
fall outside of expected norms. Exception 
reports usually provide details on 
violations of established standards, such 
as identifying refunds that were issued 
greater than an employee’s authorized 
threshold or credits issued that did not 
have corresponding debit transactions. 

Edit reports provide transaction history, 
such as a report of changes to a master 
file. Other examples are reports of 
account adjustments or credits. This type 
of control, which is also referred to as a 
compensating control, is especially critical 
when there is a lack of segregation of 
duties due to limited staffing. 

Monitoring operations

Monitoring is the verification that 
internal controls are operating properly. 
Monitoring controls, sometimes referred 
to as supervisory controls, are often 
absent in business unit areas. You will 
sometimes see management given 
credit for designing an adequate control 
environment but then fail to ensure 
controls are operating effectively or as 
designed. 

In clinic settings and other cash collection 
areas there tends to be high staff turnover. 
Monitoring, therefore, is critical to ensure 
that the control activities continue to 

operate properly when there are changes 
in personnel. Monitoring is considered 
oversight of activities and should be 
undertaken by an individual who does 
not perform the daily cash activities.

Examples include periodic independent 
cash drawer counts with no forewarning 
or the review of daily cash balancing 
by the supervisor prior to deposit of 
funds. Other monitoring activities 
of cash controls include reviewing 
monthly bank reconciliations and cash 
logs, and following up on reconciling 
items greater than a defined threshold 
(per client policy) to ensure appropriate 
resolution.

Documentation and record retention

These controls provide reasonable 
assurance that assets are controlled 
and transactions are correctly recorded. 
Documentation also provides evidence of 
controls and is essential to being able to 
monitor control procedures. 

Often, documentation or critical records 
are not retained as required, causing 
uncertainty as to whether control 
procedures such as reconciliations were 
performed. Other cash examples include 
the retention of monthly bank statements 
to allow for the validation of daily cash 
balancing. Edit and exception reports 
also need to be retained. It is important 
that the organization have established 
record retention policies, and individual 
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department policies should refer to 
record retention policies for their critical 
documents.

Key performance indicators

These are financial and non-financial 
quantitative measurements that are 
collected by the entity and used by 
management to evaluate the extent 
of progress toward meeting defined 
objectives. 

Most healthcare entities have key 
performance indicators that can be 
considered as critical controls for 
monitoring and managing cash activities, 
and are used to hold employees 
accountable for results. 

Cash performance indicators include 
capturing the percentage of copay and 
deductibles collected against the cash 
expected to be collected. Cash collected 
for different products and services is often 
measured, including the volume and cash 
received in each of the clinics. 

System configuration

System configuration controls include 
switches which can be set by turning 
them on or off to secure data against 
inappropriate processing, based on 
established policies, procedures and 
regulatory requirements. 

Some examples are system controls 
preventing employees from making 
reversal transactions and system 
limitation controls that prevent credit 
transactions on accounts without 
corresponding charges. Other system 
configurations include setting up input 
controls to prevent a person from posting 
extraordinary amounts into the system.

Data interfaces 

This is a control that, if not followed, 
could impact large amounts of recorded 
data. Data interfaces control the transfer 
of specifically defined information (data) 
between two computer systems, using 
either automated or manual means 
to ensure accuracy, completeness and 
integrity of the data. Avoid total reliance 
on data interfaces without proper 
monitoring controls to ensure 100 percent 
success in data exchanges. 

It is critical that the company define 
who is responsible for data interfaces. 
Confusion in this area may occur 
when one business unit (e.g. clinic) 
assumes that another business unit 
(e.g. patient accounts) is responsible 
for ensuring all records successfully 
transmit to the other system. Most 
often, operational departments assume 
IT has responsibility for the successful 
transmission. The validation of lock 
box payment transactions uploaded to 
patient accounts is just one example of 
data interface controls. 

System access

Without proper system access controls, 
other established controls can be violated. 
System access control is the ability that 
users have within a computer application, 
as defined by access rights configured in 
the system. 

It is critical that business process 
owners periodically conduct reviews to 
ensure only authorized staff can access 
the system and that each individual 
has appropriate level of access. It is 
also important that employee access 
is immediately removed for those 
employees who transfer to other positions 
or are terminated. 

For example, system access to process 
credit card refunds is limited to 
supervisors. Equally important and often 
overlooked is access granted to system 
vendors and consultants. Access for these 
individuals should be removed when 
their task is completed. Standing access 
should never be allowed.

The above categories are control 
activities you should expect to find in 
most business processes that would 
not be present just in cash-related 
activities. The review of cash procedures 
and controls can be performed by 
management and as part of routine or 
other planned audits. Auditors are often 
able to detect fraud, loss of cash or other 
cash control issues by testing these types 
of controls. 

Three types of common fraud

As per audit standards, internal auditors 
need to assess risks for the possibility of 
fraud and ensure there is an evaluation of 
controls to help prevent or detect fraud. 
Three categories of cash fraud include 
skimming, larceny and lapping.

Skimming

Not to be confused with credit card 
skimming—which involves stealing 
personal information from the magnetic 
strip on the card using a small handheld 
electronic device—skimming is the 
removal of cash prior to its entry into an 
accounting system. It is also referred to 
as “off book” fraud, since the money is 
stolen before it is recorded on the books 
of a company. Because the skimming 
transaction is never recorded, it is an 
extremely difficult fraud to detect. 

Persons most likely to commit skimming 
fraud are employees who have direct 
contact with customers, especially those 
who handle cash transactions. Cashiers 
can skim by simply not recording the cash 
received or recording only a portion of the 
receipt. That is why many businesses ensure 
that customers are given receipts so the 
transaction is recorded, thereby reducing 
the risk of the cashier taking money. 

The traditional fraud discovery step is to 
balance recorded cash (i.e. currency and 
checks) to the actual cash received, and 
then compare the amount to expected 
daily cash. Another means is to place 
cameras where cash transactions occur. 

By reviewing recordings of the 
transactions and cash register, it is 
possible to spot aberrant activities. This 
is a time-intensive control because it is 
necessary to watch every transaction 
during the day. Most businesses, 
therefore, will use the cameras as a 
preventative control.

Larceny

Larceny, or embezzlement, is taking cash 
(currency and checks) without paying, 
or obtaining unauthorized funds from 
an account without consent. In frauds 
of this type, employees will write IOUs 
against money taken, reverse cash 
transactions, alter cash counts or remove 
audit tapes. 

Large cases of this type also include 
credit (debit) card fraud which involves 
processing unauthorized credit card 
transactions. This automatically puts 
money in someone’s personal bank 
account. However, there may be other 
enabling factors associated with this 

Ten Key Cash Controls

• Authorization

• Reconciliation

• Segregation of duties

• Exception/edit reports

• Monitoring operations

• Documentation and record 
retention

• Key performance indicators

• System configuration

• Data interfaces 

• System access
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type of fraud, such as: management 
override of internal controls, collusion 
between employees and collusion 
between employees and third parties. 
Reconciliations, authorizations and 
monitoring are controls designed to 
prevent or detect this type of fraud if  
it occurs.

Lapping

Lapping schemes involve stealing cash 
or diverting checks for a person’s own 
use, and covering the disappearance 
by substituting and falsely recording 
subsequent collections. An example that 
occurs (usually in smaller settings) is an 
employee who receives a payment from 
Customer A and steals that payment. 
Later, when a payment is received from 
Customer B, the perpetrator deposits those 
funds but records them as being from 
Customer A, instead of Customer B. Then, 
the perpetrator deposits a cash receipts 
from Customer C and records them as 
being from Customer B, and so on. 

To avoid detection, the perpetrator must 
either return the stolen cash, which is 
unlikely, or continue to use the payment 
from one customer to credit the account 
of another. If this does not continue, a 
customer who has made his payment 
will be contacted by the company, about 
their ‘non-payment,’ and the scheme will 
be exposed. 

The scheme, of course, commonly 
expands to many such customers and 
takes quite an effort on the perpetrator’s 
part to keep it going without error. Often 
these employees don’t like to take time 
off from work for fear their scheme will 
unravel during their absence.

Red flags that a lapping scheme may be in 
play include: 

• Delays in posting patients’ accounts

• Patient complaints of payment errors

• An apparent increase in billing and 
posting errors

• An increase in accounts receivable 
write-offs

Two effective controls are strict insistence 
on segregation of duties and periodic 
rotation of duties. 

Audit tests

In addition to ensuring controls are 
in place as discussed above, and to 
prevent or detect fraud, you may want 
to consider performing independent 
test procedures. One common cash 
test procedure includes conducting 
surprise (unannounced) cash counts. 
Someone independent of the cashiers 
randomly selects cashiers for audit and 
proceeds to validate cash in the register 
against system report. When routinely 
performed, this helps prevent the 
“borrowing” of cash from drawers. 

Another effective monitoring approach 
is control self-assessments that use an 
internal control questionnaire (ICQ). The 
ICQ is completed by management, and 
identifies whether established policy and 
procedures, along with attendant controls, 
are routinely followed. 

The ICQ identifies expected controls for 
cash-related risk areas such as:

• Collections

• Manual receipts

• Imprest cash

• Reconciliations

• Safe use

• Daily balancing

• Bank deposits

When control variances are identified, 
further audit efforts can be applied by 
internal audit. It is also good to randomly 
choose an area for audit where the ICQ 
shows things to be operating as expected. 
The purpose is to confirm the integrity of 
the answers.

Conclusion

Healthcare entities have an obligation 
to protect assets such as cash. They 
also have the responsibility to create an 
environment that promotes good internal 
control and ethical behaviors that do 
not tempt employees to steal funds. 
Reviewing and implementing controls for 
each of the control objective categories 
discussed in this article can help to 
accomplish this. 

If you are interested in an ICQ for clinic 
setting you can find it in the AHIA audit 
library. NP
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