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COVER STORY

Introduction

 This article describes a successful 
application of Control Self-Assessment 
(CSA) to the claims management system 
at Mayo Clinic in Rochester, MN.  CSA is 
a control and risk assessment process 
that facilitates collaboration between 
employee teams and management in 
order to identify obstacles and develop 
action plans to enhance the prospect 
of achieving the organization’s mission 
and objectives.  

Mayo Clinic’s Mission and Business 
Environment

 Mayo Clinic’s stated mission is “to 
provide the best care to every patient 
every day through integrated clinical 
practice, education, and research1.”  In 
the area of fi nances, Mayo Clinic’s core 
value and mission are to “operate in a 
manner intended not to create wealth 
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but to provide a fi nancial return suffi cient 
for present and future needs.”  
 Recent changes in the healthcare 
industry have introduced new risks 
related to these core values and 
mission.  For example, the increasing 
number of health plans for patients, self-
insured organizations, health insurance 
companies, clearinghouses,2 and 
other government- and private-payer 
organizations has made the claims 
management process an exercise in 
complexity.  
 A further complication in this 
process is the Health Insurance 
Portability & Accountability Act of 1996 
(HIPAA), requiring not only improved 
effi ciency in healthcare delivery 
through standardizing electronic data 
interchange (EDI), but also protection 
of patient confi dentiality and security 
of health data through setting and 
enforcing standards.  In conjunction 
with the goals of HIPAA, Mayo Clinic has 

developed in-house claims management 
software to increase the effi ciency and 
accuracy of claim submissions to their 
payer organizations.
 Technologically, the claims 
management process includes the 
“hard” mechanical tasks of coding, 
testing, documenting, and maintaining 
the software.  From an end-user 
perspective, however, this process 
involves many “soft” people-related 
functions, such as training and 
support, communication within and 
between work groups, installation of 
control procedures and protocols, 
establishment of roles and priorities, 
and development of effective 
relationships with payer organizations.  

“Soft” Risk Management

 All of these complex components 
in a dynamic environment of change 
introduce new risks that must be 
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identifi ed, assessed, and managed.  
Ultimately, if these risks in Mayo 
Clinic’s claims management system 
are not managed and controlled, cash 
fl ow problems caused by ineffi cient or 
inaccurate claims processing could 
threaten the organization’s ability to 
invest in the education and research 
programs that support its clinical 
practice.  Therefore, a continuous 
process of risk and control assessment 
is needed to ensure the achievement of 
the Mayo Claims Management System 
(MCMS) business objectives, as well as 
the overall mission of the organization.
 The most elusive and diffi cult 
obstacles threatening the achievement 
of a business unit’s stated objectives 
are often related to the people in that 
unit as they interact and collaborate in 
their work.  Traditional audit procedures, 
followed by “hard” controls, may be 
insuffi cient in removing or mitigating 
such “soft” risks.  Instead, by drawing 
from the experience and expertise of 
the operating employees who are most 
directly affected by these obstacles and 
risks, an appropriate and effective set 
of “soft” controls can be developed.  
CSA is specifi cally suited to carry this 
out.

Benefi ts of CSA

 CSA serves several purposes at 
Mayo Clinic.  Its primary purpose is 
one of risk and control assessment.  
However, other benefi ts from CSA have 
also been realized, including an ability to 
audit particular aspects of a business 
unit that traditional audits have found 
elusive.  In addition, CSA serves as a 
mechanism by which management can 
administer an internal control program 
for corporate governance.

A Risk Assessment Process

The COSO Control Framework

 As a systematic approach to risk 
assessment, CSA places a particular 
focus on the people-related aspects of 

an organization such as communication, 
understanding of information, defi nition 
of roles, reengineering and streamlining 
of business processes, and increasing 
control consciousness.  This approach 
matches the risk assessment process 
outlined by the Internal Control 
– Integrated Framework, commonly 
known as the COSO3 Report, as part 
of an internal control program that 
provides reasonable assurance that 
an organization’s business objectives 

will be achieved.  The COSO Report 
states that fi ve critical components 
are necessary for an internal control 
program to assure management that a 
company’s business objectives will be 
accomplished:  Control environment, 
risk assessment, control activities, 
information and communication, and 
monitoring. 
     Although CSA was fi rst introduced in 
1987, the 1992 COSO Report prompted 
many organizations to adopt CSA as 



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES  Fall 20048

a highly effective tool to assess their 
informal or “soft” controls.  In response 
to the recent string of corporate 
corruption scandals, the COSO 
framework is generally being used to 
help ensure Sarbanes-Oxley legislation 
compliance.  In conjunction with 
COSO, CSA is being used to document 
and evaluate the “soft” controls 
– such as corporate culture, control 
consciousness, and “tone at the top” 
– for Sarbanes-Oxley compliance.

Objective-Based Workshop Format

 The most common form of CSA 
is a workshop that is facilitated by 
internal auditors who are trained in CSA 
techniques.   One of the fundamental 
beliefs and assumptions of CSA is 
that the knowledge and expertise 
of operating employees are needed 
to innovate and improve business 
processes in order to assure the 
achievement of an organization’s 
business objectives.  The workshops are 
designed to capitalize on this fi rst-hand 
knowledge and expertise, especially in 
the development of specifi c action plans 
that address the risks of a particular 
business unit.  These action plans 
include both “hard” controls, such as 
separation of duties and asset security 
procedures, and “soft” controls, such 
as the development of communication 
channels and maintenance of customer 
relationships.  
 In the case of the Electronic 
Commerce Business Unit at Mayo 
Clinic, the objective-based facilitated 
workshop format4 of CSA was chosen in 
order to enable frontline employees to 
identify past successes and obstacles 
in their business unit, participate in 
the assessment of internal controls, 
evaluate risks, develop potential action 
plans, and estimate the likelihood of 
achieving specifi c business objectives 
provided by management. 

An Audit Enhancement

 The facilitated CSA workshop is also 
a dynamic, interactive audit process 

that involves management, internal 
auditors, and operating employees.  At 
Mayo Clinic, the workshops are used 
to complement and augment, but 
not replace, the traditional internal 
audit.  As an audit enhancement, the 
CSA workshop focuses and highlights 
attention on specifi c high-risk areas that 
are often longstanding but elusive.  
 For example, internal auditors 
are commonly aware of problems in 
a business unit caused by the lack of 
communication within and between 
work groups.  However, when specifi c 
“hard” controls are imposed, such as 
formal notifi cation procedures, the 
problem of inadequate communication 
may elude these “hard” controls and 
reappear in some other areas of the 
business unit’s operations.  The problem 
is apparent, but diffi cult to pinpoint, 
trace, and rectify with traditional audit 
procedures.  
 CSA workshops enlist frontline 
employees to not only identify such 
risks in the “soft” areas, but also 
to brainstorm action plans that will 
effectively mitigate these risks.  In 
some cases, feedback from frontline 
employees in the CSA workshops can 
help management and internal auditors 
to focus their activities, in a way that 
will increase the audit’s probability of 
success.  

A Governance Tool 

 As a governance tool for 
management, CSA workshops can have 
a signifi cant impact on an organization’s 
control environment.  CSA proponents 
believe that operating employees 
are best positioned to assess their 
own business unit’s current state of 
control, provide constructive feedback 
to management, and implement 
the controls that they propose.  The 
implementation and monitoring of 
“soft” controls are diffi cult to codify 
in a traditional policy and procedures 
handbook.  Furthermore, testing and 
obtaining evidence related to “soft” 
controls through traditional audit 
procedures is sometimes unfeasible.  

Only by employees volunteering to 
take responsibility for carrying out the 
corrective actions pertaining to these 
undocumented and informal controls 
will the “soft” side of the organization’s 
control environment be improved.  
The interaction and collaboration 
fostered by CSA workshops motivate 
its participants to voluntarily assume 
this responsibility and signifi cantly 
contribute to the corporate governance 
of the organization.  

Mayo Clinic’s Corporate Culture

 The CSA process is fl exible and 
can be adapted to fi t an organization’s 
culture, ideals, and values.  The primary 
value at Mayo Clinic is that “the patient 
comes fi rst.”  This value is expressed 
in every aspect of the organization’s 
functional operation.  From the way 
it hires and trains employees to the 
way it designs its facilities to the way 
it approaches care, the Mayo Clinic 
corporate culture has evolved to align 
itself with this primary value.  Patient 
care drives every decision throughout 
the organization.  
 To ensure Mayo’s commitment 
to patient care, decision making at 
every level of the organization includes 
consensus, prioritization, and teamwork.  
Any decision that may impact the patient 
in the clinical, business, or technology 
areas is determined by a committee of 
responsible parties.  Changes that may 
impact the patient are well-discussed, 
prioritized, and planned before being 
implemented.  Each person on the 
committee is seen as a valued member 
with benefi cial insights to be considered 
in the decision-making process.  As 
a result, change does not happen 
quickly, haphazardly, or indiscriminately.  
Instead, the decision-making process 
is purposely controlled to limit any 
negative impact on patients and to 
optimize their care. 
 These ideals have been put into 
practice since the hospital’s founding 
in 1889, and have distinguished Mayo 
Clinic as an international leader in 
healthcare.  Given this collaborative 



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES  Fall 2004 9

culture, the internal auditors at Mayo 
Clinic developed a CSA workshop that 
matched the organization’s values and 
practices.  

CSA Workshop Results at MCMS

 In 1999, MCMS software was 
developed and implemented in-house 
in order to enhance the automated 
processing of Mayo Clinic’s hospital and 
clinic claims to a large variety of payers.  
MCMS includes a visual interface with 
users who input claim-related data into 
a central database.  Before claims can 
be submitted to payers for payment, 
claim data must be mapped to match 
the particular service codes used by 
individual payers.  In order to ensure 
confi dentiality and privacy, the mapped 
data must also be encrypted before 
being communicated to each payer 
(Figure 1).

Workshop Preparation

 Prior to the one-day CSA workshop 
in February 2002, individual interviews 
with key personnel in each of the eleven 
relevant business units5 involved 
with MCMS were conducted.  The 
interviews helped Mayo Clinic’s Internal 
Audit Services (IAS) and management 
to compile a list of eight business 
objectives to be assessed in terms of 
past successes and obstacles, as well 
as future action plans for improvement.  
The selected objectives for MCMS 
related, in part, to communication, 
controls, security, priorities, 
implementation activities, reporting, 
and relationships with payers.  
 Based on the responses they 
received from interviewees, internal 
auditors listed the successes, 
obstacles, and potential action plans for 
each of the eight objectives selected for 
MCMS improvement.  This preliminary 

information was later used to compare 
to the collaborative responses from the 
employees interviewed as they jointly 
participated in the interactive workshop.  
It was also used during the course of the 
workshop as a check to help ensure that 
all important issues raised during the 
preliminary work were addressed in the 
workshop discussion.
 The one-day workshop began 
with a short presentation by the two 
facilitators from IAS, assisted by a 
KPMG CSA trainer who advised on the 
project, to introduce the purpose and 
ground rules of CSA.  Each participant 
was given a list of the eight MCMS 
objectives that would be discussed and 
an electronic voting keypad.  Voting on a 
seven-point scale took place before and 
after the discussion of each objective.  
Participants voted to determine both 
the mean score assigned to MCMS 
for each objective at the present time, 
as well as the expected achievability 
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score if proposed action plans were 
implemented.  To illustrate the fruitful 
ideas and proposed action plans that 
resulted from the CSA workshop, a 
description of the discussion regarding 
one of the MCMS objectives will follow 
(Figure 2).  
 The fi rst stated objective was: 
“We communicate well within and 
between our groups.”  Prior to the 
workshop, individual interviews 
indicated that while communication had 
improved in the prior two years, there 
was not a consistent and proactive 
communication process for the MCMS 
users pertaining to system changes and 
problems.  Discussion of this objective 
in the workshop yielded more specifi c 
obstacles related to this issue.  
 Suggestions from the interactive 
discussion in the workshop indicated 

that the lack of an established and 
broadly understood communication 
process resulted in inconsistency in 
several key areas:

1) Payer Reporting Notifi cation:  End-
users of the MCMS software were 
not receiving timely notifi cation that 
their claims had been received, 
accepted, or paid by the payers.  

2) System Change Notifi cation:  End-
users were also not receiving timely 
notifi cation of changes to the MCMS 
software that would affect their use 
of the system.

3) Change Prioritization Posted 
The prioritization process used 
to make decisions regarding new 
and upcoming MCMS software 
installation locations, applications 
of MCMS, system enhancements, 

and upgrades was not adequately 
documented and communicated to 
end-users of the system.

 Because the CSA workshop 
utilized the combined experience 
of grassroots MCMS users, more 
specifi c descriptions of the obstacles 
to effective communication were 
highlighted than could be expected 
from individual interviews with users 
or top-down policy pronouncements 
from upper management.  As a result 
of these specifi c obstacle descriptions, 
the following proactive communication 
approach was proposed:

1) Payer Reporting Notifi cation

A rapid broadcast communication 
strategy with a three-tiered protocol (e-

Figure 2:  Sample of MCMS CSA Workshop Results
Objective 1:  “We communicate well within and between our groups”

SUCCESS 1.  The internet weblog has been a good communication tool for the individuals who use it.
   2.  There has been adequate advanced notice and testing during the MCMS software implementation process.

OBSTACLES

PROPOSED
ACTION 
PLANS

VOTING
RESULTS 0                          1                          2                          3                         4                          5                         6                         7 

Lack of a rapid 
communication process 

between e-commerce unit 
and business units.

Untimely notifi cation to 
end-users when payers 
fail to send scheduled 
confi rmation reports.

Inconsistent notifi cation 
to end-users of changes 

made to MCMS software.

Lack of personal contact 
between IT personnel and 

remote MCMS users.

Payer Reporting
Notifi cation

System Change 
Notifi cation

System Change Priorities 
Posted on Internet

Site Visits from IT 
Personnel

Develop rapid broadcast 
communication strategy 

with a three-tiered protocol 
(e-mail, telephone, and a 

web site log).

Implement three-tired 
protocol to alert end-users 

of system changes.

Clarify critieria used to 
priortize system changes 

and provide status reports 
on changes in progress.

All non-urgent MCMS-
related problems will be 
discussed at periodic, 

face-to-face meetings with 
IT personnel and remote 

end-users.

X X

Actual:  4.3 mean 
score before 
action plans are 
implemented.

Achievable:  6.0 
mean score after 
action plans are 
implemented
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mail, telephone, and a web site log) was 
proposed. When reports from payers 
are not sent as scheduled, MCMS users 
will be notifi ed using all three tiers of 
communication within four hours from 
the scheduled report deadline for 
payers.  

2) System Change Notifi cation 

 The three-tiered protocol will also 
be used to alert end users of system 
changes.  The web log, rather than e-
mail or telephone, will be the fi rst point 
of contact for information technology 
(IT) personnel to document system 
changes.

3) Change Prioritization Posted

 In order to reduce any confusion 
caused by Mayo Clinic’s comprehensive 
process of decision prioritization 
regarding any changes affecting MCMS, 
one committee was designated to 
develop and maintain a single list of 
MCMS-related priorities.  This task 
includes consolidating all priorities 
established by the other business 
units, documenting the criteria used to 
develop these priorities, and publishing 
a single updated list on the web site.  
The web site will include hyper links to 
other Mayo web pages that document 
the particular work that is completed as 
a result of each prioritized decision.

4) Site Visits from IT Personnel 

 During the “proposed action 
plans” section of the discussion on 
the communication objective, the IT 
representatives participating in the 
workshop realized that they had rarely, 
if ever, visited some of the more remote 
user sites within MCMS.  In fact, the 
site representatives who expressed the 
most frustration with MCMS software in 
the area of communication were from 
sites that had not been periodically 
visited by IT personnel.  Hence, the 
IT representatives proposed that all 
non-urgent MCMS-related problems 

be discussed at periodic, face-to-face 
meetings with IT personnel.  This 
proposal, although somewhat obvious 
in retrospect, was uniquely facilitated by 
the collaborative and interactive nature 
of the CSA workshop.

 Prior to the discussion on the 
objective for communication between 
and within work groups, workshop 
participants jointly scored MCMS’s 
actual state for this objective at a mean 
of 4.3 on a seven-point scale.  After the 
discussion of the successes, obstacles, 
and proposed action plans for this 
objective, participants then assigned an 
achievability score with a mean of 6.0 
on the scale.  This indicates that the key 
personnel involved with MCMS believed 
that the proposed action plans from 
the CSA workshop, once implemented, 
would signifi cantly improve the 
communication within and between the 
MCMS user groups.
 Part Two of this article will detail the 
key lessons learned in the MCMS CSA 
workshop at Mayo Clinic.  In addition, 
the follow-up process for completion 
and evaluation of action plans and the 
major CSA contributions to Mayo Clinic 
will be explained.  ■

Footnotes:

1http://www.mayoclinic.org/about/
missionvalues.html.
2 Providers and health plans can opt to 
send all transactions through a single 
clearinghouse, which translates the 
provider data into the correct format for 
each health plan (and vice versa). The 
clearinghouse performs all the sorting 
and data transmission. Commercial 
vendors typically charge providers and 
payers on a per-transaction basis and 
may charge a membership fee. Examples 
of commercial vendors include WebMD, 
MedUnite, and Pointshare.
3COSO stands for the Committee 
of Sponsoring Organizations of the 
Treadway Commission (the National 
Commission on Fraudulent Financial 
Reporting).  The fi ve sponsoring 

organizations of COSO include the 
American Institute of Certifi ed Public 
Accountants (AICPA), the American 
Accounting Association (AAA), Financial 
Executives International (FEI), the 
Institute of Internal Auditors (IIA), 
and the Institute of Management 
Accountants (IMA).
4Other forms of CSA-facilitated 
meeting formats include: 1) Control-
based, 2) Process-based, and 3) Risk-
based.  See http://www.theiia.org/ecm/
guidance.cfm?doc_id=554 or McCuaig 
(1998, p. 45) for a description of each 
format. A department-based approach is 
also introduced by Hubbard (2002, p. 23).  
5Four administrative units, fi ve healthcare 
provider affi liates, and two IT units. 
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