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How you can retool your audit process to add greater value

The control environment component serves as the 
foundation for the other components of the internal 

control framework. The control environment is a product 
of management’s operating style and includes significant 
organizational behavior factors such as the integrity and 
ethical values of the organization. 

In addition, the organization structure that sets delegation 
of authority systems as well as the processes for managing 
and developing people within the organization is a 
significant component of the control environment. While 
many significant control deficiencies can be mitigated by 
strengths of other controls, significant control environment 
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1Committee of Sponsoring Organizations Internal Control Framework (1992 and 2013).
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Within the United States, COSO-IC1 is the most commonly used internal control framework, the fundamental 
concepts of which are implemented by organizations of all shapes, sizes, locations and industries. While 
your organization is most likely skilled at considering the fundamental COSO internal control concepts from 
an organizational perspective, has your internal audit function ever used the five components of the COSO 
framework to plan and conduct an individual audit from the audit plan? If you have not, you may find that 
thinking about an internal audit from this perspective can provide enhanced value. Let’s consider how this 
approach might be used in application.
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deficiencies cannot be offset by other internal 
control strengths.

To use COSO-IC-based auditing in 
practice, as part of the preliminary risk 
assessment and planning for the function 
being audited (the auditee), you may 
consider the auditee’s management. For 
example, have there been any whistleblower 
complaints in recent years related to the  
auditee? If so, what was the response of the  
auditee’s management to the complaint(s)? 

Further, in evaluating standard compliance-related items 
that everyone in the organization is responsible for 
completing, such as required HIPAA training, how does  
the completion rate of the auditee compare to the 
organization overall? 

Key performance indicators (KPIs) and analysis such as 
these may provide a gauge as to how auditee management 
views its responsibilities for internal control. Lastly, when 
anomalies are identified, what actions does auditee 
management take to hold its employees accountable? 
Additional considerations may include any assessments 
based on 180-degree evaluations (selected questions 
related to management operating style), employee turnover 
rate (compared to other departments), and pattern from 
voluntary employee departures.

Risk assessment
Identification of goals and objectives is a precondition to 
assessing risk within any activity (organization, department, 
function). Once the goals and objectives are identified,  
the core components of the risk assessment process 
should be considered. For instance, evaluating the process 
and frequency of the risk assessment (dynamic and 
iterative) should be evaluated. 

In addition, it is important to determine and understand 
whether risk tolerances have been established and  
how such risk will be managed within tolerance levels. 
Another consideration is how changes in the external 
environment and business model are captured and  
updated within the risk assessment process.

Considering these elements of the risk 
assessment process, when performing 

preliminary risk assessment/planning for 
the auditee, you may consider asking what 
steps the auditee is using internally to 
identify risks and what triggers are in place 
to update the risk assessment. Leveraging 

your knowledge of the overall entity’s risk 
appetite, you may also ask questions to 

determine if the auditee’s risk appetite appears  
to be in line with that of the organization as a whole.

Other questions to ask as part of preliminary risk 
assessment/planning might include: 

•  How frequently do you revisit key risks within your area?

•  Does your consideration of risks include both internal and 
external risks?

•  Does everyone within the auditee’s function have a 
consistent understanding of key risks and whether  
that understanding is in alignment with that of the  
overall entity?

Control activities
Historically, most internal auditors have focused the 
majority of their efforts on planning and testing of the 
control activities component. In fact, many of us are already 
covering that area fairly comprehensively within our audits. 
With that in mind, it should be expected that this area is 
well understood by most auditors and we focus less of our 
attention on this particular component within this article.  

However, a few things to consider related to control 
activities include:

•  How do control activities link to the objectives of the 
auditee as well as the risks to achieving those objectives?

•  Is the auditee more focused on the quality or quantity of 
the control activities?

•  Is technology being leveraged by the auditee to 
streamline both preventive and detective controls?

•  Are control activities appropriate based on the overall 
entity’s risk appetite?

Has your
internal audit 

function ever used the 
five components of the 

COSO framework 
to plan and conduct an 

individual audit?

Association of Healthcare Internal Auditors 11



   NP Digital Insights12

Information and communication
This component of the COSO-IC framework 

may be used in both the preliminary  

risk assessment/planning step and in 

executing the audit program. For example, 

during the preliminary risk assessment/

planning process, it is important to determine 

whether and how the auditee is proactively 

communicating issues and concerns  

to management of the overall entity (bottom-up). 

How key messaging is communicated from the top down, 

and the extent to which it is communicated, are also key 

considerations. The tone with which such information is 

communicated by the auditee is important to ensuring clear 

alignment of information with the tone set at the overall  

entity level. 

One other area of focus is obtaining an understanding of how 

the auditee is managing both the risks and the opportunities 

related to all of the data that is available for use by the auditee 

(e.g., big data/analytics).

Through completion of the audit program and analysis  

of any testing exceptions identified, you can also evaluate  

the information and communication program using 

an approach similar to that recommended for the risk 

assessment/planning process. For example, upon 

identification of exceptions or anomalies, did the auditee 

communicate as appropriate to upper management and 

external parties, as applicable, based on the entity’s 

established protocols?  

Monitoring
Traditionally, most organizations have 

focused their monitoring processes 

specifically on internal control. Further, many 

organizations have also usually tagged 

internal audit with monitoring responsibilities. 

However, through using a COSO-IC-based 

approach to individual audits, you may think 

about monitoring in a broader context. 

For example: 

•  What items are being monitored on an ongoing basis by 

the auditee? 

•  What KPIs have been established by the auditee to 

evaluate business performance? 

•  Is technology being leveraged fully to streamline monitoring 

and reporting? 

•  In addition, if the auditee uses third party providers, what is the 

auditee doing to monitor activities of the third party provider?

Summary
Reevaluating and retooling your audit process may be a 

step in the right direction to add greater value to the audits 

that you deliver. There is no one-size-fits-all approach to 

most effectively complete an audit, but thinking about the 

audit process from a COSO-IC based approach may be one 

potential solution. You may also find that you are currently 

doing some of these elements, and framing the audit 

process from the COSO-IC perspective may provide a new 

opportunity to bring it all together. DI

When
anomalies 

are identified, 
what actions does  

auditee management take 
to hold its employees 

accountable?
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