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Bits and Bytes

Ask the IT Auditor
By Chase Whittaker, Contributing Technology Committee Member

Automated workpapers

W hat are some of the key benefits of 
automated workpapers? 

Answer: There are five primary benefits 
to be gained from using automated 
workpapers.

Auditors are able to document and 
sign off on work performed using 
standardized workpaper templates with 
common terminology, and the time to 
prepare audit reports drops substantially 
when documented exceptions are 
populated to a report template. 

Another key benefit is enabling real-
time review of audit work. Managers 
and in-charge auditors may be able 
to more effectively and efficiently 
supervise and review fieldwork 
as recommended by professional 
guidance (i.e. Institute of Internal 
Auditors Practice Advisory 2430-1). 
This functionality reduces possible 
duplication of effort by eliminating 
often-required changes to audit files in 
multiple locations.

Audit groups can also design and 
complete department-level quality 
assurance reviews using automated 
workpaper software.

Cost savings can be realized with 
reduced paper storage and retrieval 
costs as the use of automated 
workpapers increases. 

Time savings can be realized by retrieving 
a prior audit project from an online 
database rather than retrieving paper files 
from a storage room or off-site location.

What are folks using beyond workpaper 
preparation and review? 

Answer: Many vendors have added 
Enterprise Risk Management solutions 
into audit workpaper solutions. Others 
have added features such as resource 
scheduling, time and expense recording, 
staff performance evaluations, auditee 
satisfaction surveys and other file 
handling capabilities. Many audit 
departments choose to use only part of 
the available modules or functionality 
rather than the full suite of capabilities.  

For departments choosing to develop a 
solution internally rather than buying 
one, what led to that decision? 

Answer: Some audit departments 
reviewed multiple products and liked 
individual functionality components from 
many of them. Rather than settling on 
one solution, these departments had the 
internal resources to develop a solution 
combining the best features from the 
multiple solutions considered to meet 
the department’s specific needs. This 
approach still allows auditors to keep all 
audit documentation in one place and 
keep multiple components of an audit 

organized. Technical support, however, 
must be provided from within the 
organization.

What are some implementation hurdles 
faced when implementing automated 
workpapers? 

Answer: Different audit departments 
will encounter various implementation 
hurdles. Here are some common 
challenges you may encounter.

• The truism that people resist change 
often applies to the adoption of 
automated workpapers. Some 
departments encounter initial 
resistance to technology or overall 
change in normal work processes. 
Some auditors prefer to continue 
working with paper-based 
documentation or document their 
work in Microsoft Office applications 
without additional workflow. 
Anticipating, understanding and 
working through these levels of 
resistance are critical to a successful 
deployment of the software. 

• Audit departments should ensure 
the hard drives of laptops and other 
storage devices assigned to auditors are 
encrypted. This process is particularly 
important for anyone whose audit 
documentation often involves a review 
of sensitive information.

• With the introduction of automated 
workpapers, the audit department 
should work with its information 
technology department to help 
ensure change control processes 
are understood. An automated 
workpaper is software—and what 
always accompanies software? 
Patches and upgrades.

The AHIA Technology Committee hosts Tech Talk, a quarterly teleconference 
providing an opportunity for healthcare auditors to discuss technology-related 
topics. Questions to the Ask the IT Auditor column come from the AHIA Tech Talk 
session participants. The answers are a composite of the responses from the various 
IT auditors also on the calls. Tech Talk topics are often suggested in advance, but hot 
topics often arise during the teleconferences. 

Dates for the quarterly Tech Talk calls are published on the AHIA website and 
communicated by e-mail to AHIA members. 
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insurance that is comprehensive with 
respect to claims and coverage amounts 
and names the provider as an additional 
insured).

Stability of the vendor and escrowing 
source code 

The license agreement should provide 
protection if the vendor becomes 
insolvent or files for bankruptcy. 

One means of doing so is to provide for 
the escrow of the software source code. 
Any escrow should be made with an 
independent third party, include not only 
the source code, but also the tools, logic 
diagrams, programmer notes, encryption 
keys, compilers and documentation 
necessary to operate the software, and 
require the vendor to escrow any updated 
version of the escrowed materials 
produced during the contract term. The 
escrow agent should be required to verify 
that the escrowed materials are complete 
and up to date.

HIPAA Compliance 

Vendors will typically need access to 
patient health information as part of 
their maintenance and support services. 
Providers should require the vendor to 
sign the provider’s version of a business 
associate agreement (BAA) covering 
the responsibilities of the vendor with 
respect to data privacy and security and 
ensure that the BAA has state privacy law 
provisions, indemnification and cyber-
insurance provisions, language requiring 
vendor’s timely compliance with breach 
notification requirements and other 
privacy and security law requirements. 

Vendors should not be permitted to 
retain protected health information, use 
it for anything other than to provide 
the services to the provider or, as noted 
above, use it to create de-identified data.

Conclusion

When it comes to purchasing software or 
online computer services, the provider 

naturally starts at a big disadvantage, 
but through proper planning, foresight 
and execution, a provider can enhance 
leverage and neutralize the vendor’s 
advantage. 

Joint purchasing, bundled purchases, 
creating competition amongst vendors 
through the use of RFPs, strategically 
timing purchases, and fighting for the 
most critical contractual terms that 
enhance the provider’s leverage can 
result in a more balanced set of terms. NP

Stephen Phillips is a corporate and 
healthcare regulatory partner and the chair 
of Hooper, Lundy & Bookman’s Technol-
ogy Practice Group. Located in the San 
Francisco office, he was selected for Night-
ingale’s Healthcare News’ 2009 list of 
Outstanding Healthcare IT Lawyers. You 
may reach Stephen by email at sphillips@
health-law.com or by telephone at (415) 
875-8508.
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• Creating and maintaining 
standardization of audit processes 
can also be a challenge—especially 
if an audit department has a lot of 
variability in existing processes. If audit 
processes are not standardized as much 
as possible, the automated solution 
may not yield the desired results 
because of the different processes. 

• Electronic scripting, analytics, and 
variable look-up formulas from other 
tools such as ACL, IDEA, Microsoft 
Excel or EasyAudit can often be 
integrated or embedded within an 
automated workpaper solution. 
Consideration of how to best 
integrate these tools with automated 
workpaper software, however, is 
another layer of complexity for users 
to understand and become proficient.

Why have some departments chosen not 
to use an automated workpaper solution? 

Answer: That is a good question. There can 
be any number of reasons, but certainly 
these can be counted among them.

• A certain level of automation may be 
accomplished using existing software 
tools such as Microsoft Office, Open 
Office, Google Docs, ACL, Idea, etc. 
Some audit departments may be 
able to realize an acceptable level 
of automation of its workpaper 
documentation practices with what it 

has rather than deploying a separate 
turnkey solution.

• Building a business case and getting 
budget funding for necessary 
hardware, software, maintenance, 
and implementation costs in the 
current economic climate often 
are not feasible. Similarly, some 
departments struggle with the 
concern of incurring costs for a 
full workpaper suite without fully 
using all available functionality in a 
desired solution. 

• The learning curve for less 
technologically savvy auditors to 
learn a new automated workpaper 
software tool may be considered too 
great of a challenge. 

• One needs to consider the cost of 
taking staff away from audits to 
learn the new software tool. The 
training costs, implementation 
time, and learning curve steepness 
may limit rather than enhance 
productivity.

Auditing interfaces

What are some key considerations when 
planning an audit of interfaces?

Answer: Each interface is unique in and 
of itself, but following the approach here 
will help get you there.

• First, obtain a list of interfaces. The 
auditor needs to first understand what 
the existing interfaces actually are. 

• Review documentation for 
key information. Who are the 
system owners? What are the key 
applications exchanging data? What 
business processes are affected? Are 
organizational ‘key controls’ affected by 
interfaced transactions? What data is 
mapping from one system to another? 

• Understand and test significant 
formulas or calculations programmed 
directly into the interface (e.g. sums, 
algorithms, averages).

• The auditor should ensure the interface 
is actually working. Ensure data is 
transmitted as designed and intended 
and is accurate and reliable. Review 
automated and manual controls for 
monitoring interfaces, transaction logs, 
balancing reports, system flags, etc. to 
determine if interfaces have stopping 
working. The auditor should also 
review the frequency, duration and 
financial and business process impacts 
for interrupted interfaces.

• Gain an understanding and review 
the change control process for 
changes made to interfaces—
including understanding the effects 
interface changes have on datasets 
and business processes. NP


