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Bits and Bytes

Ask the IT Auditor
By Chase Whittaker, Contributing Technology Committee Member

Data acquisition, manipulation analysis

One of the biggest challenges for internal 
auditors is getting clean, usable data 

files. Are there any tips, suggestions or best 
practices for requesting data files?

Answer: Development of such tips and 
best practices is an iterative process. 
Frequently, internal auditors do not 
necessarily get the data they want—but 
they generally get the data they asked for. 
Requesting specific data fields wanted 
and fields not wanted generally helps 
with acquiring the desired data. 

Some organizations use a “data 
understanding” phase to their audit 
engagements whereby auditors meet with 
end users to better understand business 
processes, how data is organized, names of 
key tables, what data is joined, etc. Going 
through this process may result in a more 
accurate data request by the auditor and 
the providing of data to the auditor. The 
process of acquiring data may go smoothly 
if the auditor specifically identifies the 
format of the data file to be provided (e.g. 
Excel, Access database, comma-separated 
or delimited text files). 

CAATS and continuous auditing

Where are some areas AHIA members are 
deploying continuous auditing or other data 
analysis practices in order to monitor and 
identify control issues?

Answer: Many additional labels are 
used as synonyms for continuous 
auditing such as continuous controls 
monitoring, data analytics, computer-
assisted audit techniques (CAATs), 
etc. Several general areas where these 
concepts have been deployed in 
practice include:

1. User access reviews for significant 
systems 

2. Analysis of accounts payable vendor 
master files and tests for duplicate 
payments 

3. Revenue comparisons to help 
identify potential duplicate or missed 
revenue (e.g. comparison of Part A 
and Part B billings to help ensure 
hospital and professional fees are 
billed when appropriate)

4. Test of information technology 
application change control 
processes 

5. General ledger transactions, balances, 
relationships and trends 

6. Payroll transactions and trends (e.g. 
overtime patterns, tests for ghost 
employees)

7. Use of Benford’s Law to help isolate 
anomalous transactions

8. Identification of anomalous 
transactions (e.g. unexpected 

transaction posting date and/or time 
stamps)

9. Comparison of security badge 
system data to human resources 
records

10. Travel expenses

11. Comparison of data sets before and 
after system conversions

12. Retirement plan accrual calculations

13. Clinical or financial data passed to 
the insurance risk group

14. Comparison of physician 
credentialing information to clinical 
system provider dictionaries

15. Continuity of pharmacy activities 
(i.e. physician ordering, dispensing 
from automated cabinets, patient 
administration and billing)

Because scope areas, materiality levels, 
risk estimates, etc. vary, some routines 
are generated daily while others may run 
monthly or quarterly. Affected operational 
department personnel should be engaged 
to address any anomalies or exceptions 
and resolve and/or respond to them.

Data analysis tools

What types of software are being used by 
AHIA members for data analysis?

Answer: Some examples include Microsoft 
Excel, ACL desktop/server editions, 
ACL’s AuditExchange2, Visual Basic and 
Windows Scheduler. Also, Active Data, an 
Excel add-on, can combine worksheets, 
assist with queries and perform data 
manipulation. Because Excel is so widely 
used by auditors and operations personnel, 
use of the Active Data Excel add-on may 
ease the transitioning of internal audit-
developed routines to operations for a 
self-monitoring plan.

The AHIA Technology Committee hosts Tech Talk, a quarterly teleconference 
providing an opportunity for healthcare auditors to discuss technology-related 
topics. Questions to the Ask the IT Auditor column come from the AHIA Tech Talk 
session participants. The answers are a composite of the responses from the various 
IT auditors also on the teleconference calls. Tech Talk topics are often suggested in 
advance, but hot topics often arise during the teleconferences.

Dates for the quarterly Tech Talk calls are published on the AHIA website and 
communicated by e-mail to AHIA members. 
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What other applications are used to further 
automate the audit process? 

Answer: Solutions such as CCH 
TeamMate and Thomson-Reuters/
Paisley AutoAudit may help automate 
areas such as work paper documentation, 
risk assessment, budgets and time-
entry and automated follow-up for 
recommendations and issues.

What has been the experience with ACL’s 
Audit Exchange2 (AX2) from a technical 
standpoint? Should any pitfalls be expected?

Answer: When purchasing and 
implementing AX2 it may be necessary to 
keep the traditional network ACL version, 
in addition to AX2, to aid with script 
development. Another planning step to 
consider when deploying AX2 is allowing 
time to make minor modifications to 
previously-developed ACL scripts to ensure 

they work in the new solution. Also, AX2 
works in a virtualized server environment. 

Application service providers (ASP)

How does a healthcare organization monitor 
access to data controlled contractually by an 
ASP organization?

Answer: Regularly review SAS 70 
reports. These reviews, however, are 
not a complete solution. Many SAS 70 
reports do not adequately define the 
control and are not comprehensive in 
addressing the controls. 

A vendor checklist may be developed 
through the efforts of a multi-
functional group with representatives 
such as compliance, internal audit, IT 
security and contracting. Among other 
things, the checklist may address areas 
such as security and backups. The 
checklist can then be completed during 
the request-for-proposal (RFP) and 
bidding processes. 

Do healthcare organizations use a standard 
template in defining desired vendor 
contracting terms and conditions?

Answer: A best practice is the use of 
standard contract provisions. Challenging 
situations may arise when vendors will 
not agree to some of the organization’s 
contractual terms and conditions, such as 
a right-to-audit clause.

Which organization pays HIPAA fines, 
consumer credit monitoring expenses, and 
other costs if there is a breach of data by the 
ASP organization? 

Answer: It depends! How the contract 
is negotiated and written obviously 
affects the decision. A best practice 
is the development of a centralized, 
standard contract approval process by the 
organization’s legal department. 

There are financial risks associated with a 
breach that may be greater than fines and 
consumer credit monitoring even if these 
costs are the contractual responsibility 
of the ASP organization. Reputation 
risk is at stake with a breach because 
the breach will likely be associated with 
the healthcare organization rather than 
the ASP. Erosion of patient confidence 
may lead to lowered repeat visits and 
referrals for care even if the healthcare 
organization has contracted away full or 
partial liability. 

As an internal auditor, getting a better 
understanding of the healthcare 
organization’s risk acceptance process is a 
good place to begin for these areas. NP


