
D
ata governance addresses the risks related to 
an organization’s data initiative. Internal audit 
must be prepared to evaluate the effectiveness 
of controls within this realm.

Why big data is high risk
Collecting data is not necessarily a high risk. Aggregating 
the data, however, can pose cybersecurity and privacy 
risks. But the reason big data is becoming a high risk area 
is because clinical decisions are starting to be made from 
reports produced by data warehouse applications.

From an industry readiness point of view, healthcare has 
been going through a data capture phase with the adoption 
of electronic health record (EHR) technology. Since providers 
and payers now have the data, the industry is tackling the 
challenge of adopting predictive and prescriptive analytics. 
The accuracy of the data available becomes increasingly 
more important when it is used to determine diagnosis and 
treatment plans for patients.

Cybersecurity implications
As the industry strives to prevent cybersecurity disruptions, 
securing the big data environment must be a top priority as 
hospital operations will increasingly rely on these systems.

Which user credentials are most attractive to a cybercriminal?

A. Access to the payroll system

B. Access to the medical record system

C. Access to the billing system

D. Access to business intelligence (BI) tools

The answer is D. BI tools may offer a cybercriminal the 
largest payoff. A data governance program needs to 
carefully regulate the data classifications input to a data 
warehouse application. Otherwise, depending on how 
security is configured, a cybercriminal could potentially 
generate large amounts of personally identifiable 
information, protected health information, or card holder 
data from your data warehouse application just by using 
read-only access.
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Which securing big data, BI tools, and data warehouse 
applications, restricting read-only access matters in addition 
to privileged-level access due to the large volume of 
sensitive data a user may have access to. A data governance 
program must account for not only the data stored in BI 
tools, but also for the reporting capabilities that users have.

The data team
To support large-scale data initiatives, organizations develop 
dedicated teams to design data warehouse applications and 
ensure the availability and reliability of reports.

A few common roles and responsibilities of data team 
members:

 • Chief Data Officer – Develops strategy and oversees 
implementation of data initiatives. This is an emerging 
C-suite position in the healthcare industry

 • Data scientists, engineers and statisticians – Create the 
logic that enables data solutions

 • Data analysts – Identify key risk and performance 
indicators, and turn data into real-time solutions

 • Data management – Bridges the gap between data and 
technology

Examples of healthcare data team activities:

 • Build better predictive models for diagnoses and 
treatments

 • Detect early patterns of waste, fraud and abuse

 • Reduce per capita cost of healthcare delivery

 • Improve service delivery and operations

 • Enhance sustainability and manage risks

 • Track more aspects of healthcare delivery

What is data governance?
The Data Governance Institute defines data governance 
as “a system of decision rights and accountabilities for 
information-related processes, executed according to 
agreed-upon models which[sic] describe who can take 
what actions with what information, and when, under what 
circumstances, using what methods.”1

Common principles to consider within the framework of a 
data governance program:

 • Accountability and stewardship – The assignment and 
ownership of data

 • Accessibility – Data must be secure and accessible to be 
usable

 • Quality and integrity – Data must be accurate and reliable

 • Standardization – Data structure and language conducive 
to reporting

 • Data value – Reporting capabilities must align with 
business objectives and add value

 • Auditability – Ability to track key performance and risk 
indicators

Data governance program audits
Internal audit departments should consider conducting 
an assessment of the effectiveness of their organization’s 

1  www.datagovernance.com/the-basic-information/

Challenges of big data in healthcare

1  The growth in digital data

2  A lack of data scientists

3  Interoperability

4  Limitations of EHRs in creating actionable analytics

5  Difficulty implementing changes

6  Constant changes in data

7  Industry readiness
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data governance program. There are no universally agreed-
upon frameworks for data governance as with other IT risk 
domains like cybersecurity. But an audit program can be built 
with consideration to the principles that should be present.

You should start by understanding the risks and current 
state of big data and data analytics at your organization. 
Hospitals that have adopted prescriptive analytics will have 
a different risk profile than those still struggling with data 
capture. Other early audit activities can include reviewing 
data governance policies, and governance activities such as 
committee meetings and identifying executive sponsor(s) of 
data initiatives.

When performing this type of audit, a multidisciplinary 
skillset is required. You may want to co-source with 
subject matter experts or form partnerships with technical 
experts to ensure the appropriateness of audit procedures 
performed and the validity of audit recommendations.

Following are some considerations for designing your data 
governance control analysis.

General controls of the data warehouse (DW) application
Logical access

 • Provisioning/deprovisioning process

 • Administrator/super-user access

 • Authentication controls

Change management

 • Change management procedures

 • Patch management procedures for addressing security 
and functionality

 • Testing to ensure compatibility and data integrity

Data management (backup and restore)

 • Data backup/restore process/procedures

Data governance control areas
Data governance (DG) policy/processes evaluation

 • DG organizational structure (i.e. management oversight, 
roles, responsibilities, etc.)

 • Processes and tools for managing source system data (i.e. 
extraction is complete and accurate)

 • Data standards are established

Data security

 • A data classification scheme exists and is formally 
documented

 • Controls are in place to restrict access to sensitive data, at 
rest and in transit

 • Data interfaces and locations of staged data are 
documented

 • Access to sensitive data, both direct and through BI tools, 
is restricted to authorized personnel only

 • Access to sensitive data sets within the application is 
monitored and reports for appropriateness are generated

Data consumption and dissemination

 • Data dictionary for both the source system data and DW 
data exists

 • Analysis used for financial statement adjustments or 
management decision making follows a formal process 
that requires business authorization, testing and 
approval prior to release

 • Ad hoc queries are restricted to authorized users with 
requisite levels of experience and training

 • BI tools are in place to prevent inaccurate reporting 
caused by end users unintentionally joining data in 
tables

 • Access to DW data via BI tools is provisioned to users with 
training to perform data analysis and is restricted based 
on subject

Data validation

 • DW records are reconciled with the source system data

 • DW business rule validations are in place to detect source 
system data quality issues and rule violations

 • Controls exist to ensure unauthorized changes in source 
data formatting do not occur

 • Controls exist to prevent duplicated data

 • Notifications are made of data issues to ensure 
remediation

Data integrity and consistency

 • DW structures are designed to enforce referential 
integrity through primary and foreign key 
relationships

 • Procedures are established to ensure consistent manual 
table updates and include independent verification

When securing big data, restricting 
read-only access matters.

Spring 2017 Association of Healthcare Internal Auditors New Perspectives  21

Big Data Audits



 • Procedures are in place to ensure that DW information 
residing in other systems is consistent and 
synchronized

Extract, transform and load (ETL) processing

 • A job scheduling tool is in place to automate execution 
of ETL routines

 • Security exists around the job scheduling tool

 • ETL routines are developed to capture data processing errors

 • Procedures are in place to monitor ETL jobs and to detect 
ETL failures and exceptions

 • Administrators are notified of exceptions/failures; 
resolutions are formally documented

Conclusion
Data governance is at the core of successful big data 
initiatives. Internal audit can provide a lot of value by 
assessing the effectiveness of data governance programs 
related to the operational, compliance and security 
implications of big data. While auditing data governance 
may be a nontraditional IT audit that many organizations 
are not yet performing, it is a high risk area that is worthy of 
consideration for your annual audit plan. 

You may want to co-source with subject matter experts 
or form partnerships with technical experts.

Life Care Centers
On October 24, 2016, the Department of Justice announced 
another settlement for skilled nursing facility billing, with Life 
Care Centers. The settlement amount was significant, at $145 
million to be paid by Life Care. Life Care also entered into a CIA.

While the settlement and press release also made certain 
statements regarding the sole shareholder of Life Care, 
there was no individual liability to be paid. Unlike the North 
American CIA, the owner for Life Care was made a party 
to the CIA. He was not excluded from participation in any 
federal healthcare programs.

Yates Memo future
The government’s methods are evolving. The govern-
ment still generates considerable attention with the 
announcement of large settlements, but now has a renewed 
focus on individual accountability. Recent settlements have 
confirmed that individuals will be named and associated 
with the alleged wrongful practices of their companies. 
While this is likely to continue, for the Yates Memo to be 
successful, the program should see estimates of perceived 
waste and fraud decrease over time due to more effective 
compliance programs and deterrence. 

The Yates Memo – continued from page 15

We all need people who will give us feedback. That's how we improve.  
~Bill Gates
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