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Over the years, I have used a number 
of different tools in my internal audit 
practice for continuous risk monitoring 
and auditing. They have included 
software designed for internal auditors, 
especially products from ACL, as well 
as enterprise software products from 
Tripwire (for monitoring changes to 
application code), HP, and others. I have 
used business intelligence solutions 
from Business Objects, and quite a lot 
of auditor-developed programs written 
in COBOL, RPG, Dyl260/80, Coopers 
& Lybrand’s Auditpak II, and others. 
But, technology continues to improve 
and smart auditors (and I like to feel I 
am one) learn how to take advantage of 
them to improve the breadth, quality, and 
effi ciency of their programs.

Selecting the Right Tools

So how do you select the tools for the 
job? What you don’t do is make a rushed 
decision. Deploying the right tool is 
essential to success.

If you decide (with your family) to 
increase your living space, do you rush 
down to the local hardware store to buy 
the snazziest electronic tools? Obviously, 
not. You design the enlarged living space 
fi rst and then, and only then, decide what 

tools you need. It may turn out that you 
already have tools that will work well. 
Alternatively, you may need a variety 
of tools and, perhaps, should engage 
specialists for tasks you don’t want to do 
yourself.

The same concept applies to selecting 
tools for continuous auditing: design 
your living space fi rst and then buy the 
appropriate tools. Recognize that you 
might build out the space over time (e.g., 
adding a bedroom for your newborn fi rst 
and a bathroom later). Make sure each 
element of the space will work effectively 
together when they are all completed.

Too many people rush out and get a 
continuous auditing tool that appears to 
be excellent and meets their immediate 
needs. I confess to doing this some years 
ago. My team built a series of programs 
to continuously monitor the accounts 
payable system and detect potential 
duplicate payments. We used a solution 
designed for and used by internal 
auditors that was excellent for the task, 
and with which my team was very 
familiar. It was an easy choice—but the 
wrong one. The software worked very 
well and the accounts payable manager 
was enthusiastic about running it herself 
instead of relying on the internal auditors 

to tell her what had been missed. But, 
when she approached IT to make it a 
supported product, they told her they 
would have to rewrite it in standard 
enterprise code. They had no intention 
of supporting the software we had used. 
Our efforts shortened the development 
process, but it would have been better 
to use the enterprise solution in the fi rst 
place.

Enterprise Software Solutions

A number of internal audit departments 
are in a similar situation. They are 
developing continuous auditing 
routines that they intend to pass over to 
management as continuous monitoring 
tools. But, management and IT generally 
prefer to use enterprise software solutions 
and may not accept and run programs 
written in the languages and products 
used by internal auditors. It is better 
to anticipate this when selecting the 
continuous auditing tool than handling 
the problem after a lot of resources have 
been spent using the ‘wrong’ tool for the 
job.

Other auditors have bought continuous 
auditing products because they 
include a set of “out-of-the-box” tests 
that are thought to be important. 
These are typically solutions that 
monitor transactions in processes like 
accounts payable, payroll, and travel & 
entertainment expense. For example, 
they have standard tests that will detect 
mismatches between invoices and 
purchase orders, or help detect employee 
fraud through the application of Benford’s 
Law analyses. They may detect unusual 
journal entries, or vendors with the same 
address as employees.

Executive Summary 
Manual audit techniques have been in place since Roman times, when tick marks 
were chiseled into stone tablets. Times and demands have changed for auditors and 
decisions for how to be more effective, effi cient, and accurate challenge us all. There 
is a temptation to reach for the fi rst electronic tool that you can afford. This often 
proves not to be a good use of resources as we fi nd the tool has its limitations and IT 
will not necessarily support its use. This article explores the opportunities, born out 
of personal experience, to design a continuous auditing capability that fulfi lls the 
internal auditing mission over time for addressing the on-going review of risk and 
control.
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Utilize a System Perspective

While immediate and valuable results are 
obtained, auditors I have spoken to who 
have taken this path are left wondering 
how to apply this technology to their 
broader task of providing assurance on 
the significant risks to the business. They 
have built bedrooms that are great, but 
didn’t have connecting doors into the rest 
of the planned living space.

These days, my approach to building a 
continuous auditing program is based on 
several key points:

The mission of internal auditing is to •	
provide assurance, and continuous 
auditing is a technique employed to 
get there. It is not the end objective. 

 I am focused on building a 
continuous risk and control 
assurance program rather than just 
a continuous auditing program. 
Someone can look busy applying 
continuous auditing to areas like 
payroll, accounts payable, and 
expense reporting, but are these the 
top risks to the organization and will 
this activity provide the assurance 
the board and executive management 
need?

 In these times, resources are limited 
while demands are increasing. For 
example, budgets for internal audit 
departments are generally either 
down (according to the IIA, 23% of 
companies have lowered the budget 
for internal audit) or only slightly 
increased. But, internal auditors are 
being pressed to be more focused on 

risk management practices, to extend 
into governance, and continue to add 
value. With the help of technology 
you can do more with less or the 
same.

My continuous risk and control •	
assurance program will be built over 
time, not all at once. 

 Since I intend to build the program 
in stages, addressing either a process 
or a risk at a time, it is important to 
maintain focus at every intermediate 
decision point. What is the design 
of the enlarged living space I want 
at the end of the project? Will 
everything built during the project 
work effectively as part of the whole?

Because risks change, I need to •	
include continuous risk monitoring 
activities to avoid providing 
assurance only on yesterday’s risks.

 The world has learned the hard 
way that risks change at increasing 
speeds. Don’t build a continuous 
auditing program that is out-of-
date before it is finished. Include 
risk monitoring to take account of 
emerging risks and risks that have 
moved from ‘low’ to ‘high’. At the 
same time, ‘sunset’ risks that no 
longer apply and shift the related 
resources to higher risk areas.

Generally, risks are managed by a •	
combination of controls, including:

Controls that operate at the  c

entity-level. Examples are an 
organization’s code of conduct, the 
corporate controller’s review of 
trends and variances from forecast, 
and oversight from the board and 
its committees.

Controls within business processes. c

Controls within the Information  c

Technology (IT) processes, such 
as program change control and 
information security.

 As an example, controls to manage 
procurement risks relating to the 
cost of materials might include:

A monthly review of average  c

material costs by product (to 
confirm that targeted cost 
reductions were being achieved 
for all critical components by 
each purchasing location) by 

the chief procurement officer at 
headquarters.

Controls within the quotation,  c

vendor selection, purchase order, 
and payment business processes at 
each purchasing location.

Controls within IT processes to  c

ensure that functionality relied on 
for automated controls and key 
reports (such as the calculation and 
reporting of average material costs 
by product, and the performance 
of the three-way matching 
of purchase order, receiving 
document, and vendor invoice) is 
operating consistently as required.

 This combination of controls 
includes manual controls (e.g., 
the review of vendor quotes), 
automated controls (e.g., the three-
way match), and semi-automated 
or ‘hybrid’ controls (the production 
and review of a report of average 
material costs). It also includes 
IT general controls supporting 
the continued performance of the 
automated and hybrid controls.

Each risk is managed by a •	
combination of controls; therefore 
you need tools that enable testing of 
all the controls.

 It is important that tools enable the 
continuous auditing of manual as 
well as automated controls and the 
controls within both business and IT 
processes.

 Some manual controls (e.g., 
the review of journal entries by 
experienced individuals, or the 
completeness of a health and safety 
inspection) are very difficult to test 
using automation. It may be better to 
choose management self-assessment 
or surveys for these or for any lower 
risk controls. Alternatively, I may 
perform periodic manual tests, where 
I send auditors (or others) a schedule 

Management and 
IT generally prefer 
to use enterprise 

software solutions.
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of tests to complete where the results 
are captured and retained as part of 
the continuous assurance program. 
So these capabilities should be in the 
technology tool-set. 

 A number of solutions that vendors 
call continuous auditing or 
continuous control monitoring tools 
do not directly test controls. Instead, 
they examine data. For example, 
perhaps invoices are tested to confirm 
they match to purchase orders with 
respect to price and quantity. But, 
because they match does not ensure 
that the management control to 
perform the match is actually in 
place. One way I like to explain this 
is by asking people whether they 
have received a call telling them their 
house was broken into. Invariably, 
the answer is that there has been no 
call. I then ask whether that proves 
they locked the door before they left 
home. Wry smiles show that people 
understand: the lack of a burglary 
does not prove the house was locked. 
The same holds true for controls like 
the matching process: the fact that 
invoices and purchase orders match 
does not prove that anybody (or any 
system) performed a match.

 Testing data can give a strong 
indication that a control is not present 
when the test results show, in this 
case, mismatches. The auditor needs 
to understand the level of assurance 
provided concerning the operation of 
controls when the test tests the data 
and not the control itself.

 The ability to test data and controls 
depends a lot on the availability 
of information and where that 
information resides. For example, 
if you want to test changes to 
application codes to ensure that they 
were properly approved, where are 
the records of changes retained? Do 
they include information as to who 
approved them? You may have to 
do a fair amount of investigation 
to understand not only the control 
process but also where the related 
records are maintained before you 
can determine how you will perform 
the test—and what type of tool will 
be needed.

 Taking all of this into account, you 
must be prepared to use not one, but 
multiple tools to test the combination 
of controls.

In order to select the right tools, •	
design the living space—the 
continuous assurance program.

 What I like to do is to take each 
control and determine the high-level 
testing strategy to use. This may be:

A fully automated test of the  c

control (e.g., verifying that a 
requisition was approved by the 
appropriate manager).

Management self-assessment  c

(e.g., confirming that disaster 
preparedness drills have been 
completed).

Selecting a sample of transactions  c

and routing it for testing based 
on a manual audit program 
(e.g., selecting a sample of 
journal entries and routing it to 
a finance manager who confirms 
he reviewed them, or to a local 
internal control manager who 
verifies that all original documents 
are appropriately signed).

A fully manual test (e.g., sending  c

an audit procedure to a local 
internal control manager, who 
inspects cameras at a secure 
location to ensure they are 
operational).

 Review this set of strategies and 
determine what type of tools may be 
needed, but do not select them until 
the next step is completed.

Before selecting tools for my •	
own living space, my continuous 
assurance space, I need to understand 
what is already available.

 Too often, auditors jump to select 
a tool that meets their individual 
needs. It may even be designed 
specifically for auditors. But, 
as professionals charged with 
assurance over the efficiency of the 

business, we should not contribute 
to inefficient software proliferation. 
If a product can be utilized that is 
already used by, say, the finance 
organization, then that should be 
given very strong consideration. 
We need to recognize that every 
new product carries a cost, 
especially for IT; it’s yet another 
product they have to support, and 
another interface to the enterprise 
applications.

 There is also great advantage in 
using enterprise solutions that use 
enterprise data, which is already 
subject to enterprise internal 
controls: the data is reliable 
and there is no concern that an 
interface or download will not 

be maintained as the production 
application or data is changed. 
I have seen this in practice. The 
company manufactured hard 
drives and the largest number on 
the balance sheet was the warranty 
reserve. In order to calculate it, 
the finance function used SAS 
against an extract from the SAP 
system. But, the extract and SAS 
application was not modified when 
the company was reorganized and 
a new division added. The result 
was that the reserve was materially 
understated, and the error was 
found by the external auditors.

Only now is it time for tool selection.•	

 Consider selecting a combination 
of tools. Generally there will be 
one (such as SAP Business Objects 
Process Control) that can drive all 
the business process and entity-
level testing, including testing of 
manual and automated controls. 
It will support surveys and 
management self-assessment, as 
well as examination and testing of 
data, re-performance of automated 
controls, and routing of manual 
audit programs. It will contain all the 

A number of solutions that vendors call continuous 
auditing or continuous control monitoring tools do not 

directly test controls. Instead, they examine data.
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workflow and record retention (of 
working papers) needed.

 Typically included in my toolkit is 
something to test systems access and 
segregation of duties. Hopefully, 
the company has one in place that 
supports audit needs as well as 
management access control processes.

 While the business process testing 
tool may help with IT general 
controls, you may need specialized 
tools where there is a complex 
environment. For example, I might 
use software from ArcSight to 

monitor and examine system logs for 
inappropriate network activity.

Summary

What I have learned is that it is no simple 
task to build a program that provides 
a continuous and reasonable level of 
assurance that the significant risks and 
controls are effectively managed. An 
auditor can’t simply go to the store and 
select the snazziest software. You have 
to understand the needs before making 
decision. The auditor will find there are 
possible options. Maybe I will use tools 
my neighbor already has. Maybe I will 

use his tools for most of the effort and buy 
something specialized for the rest, but I 
will not really know until I have finished 
designing the house. NP

Norman Marks, CPA, is the Vice President, 
Governance, Risk, and Compliance (GRC) 
at SAP’s Business Objects division. He 
is the author of the two most downloaded 
IIA products: A Guide for Management to 
Sarbanes-Oxley Section 404, and A Meth-
odology for Defining the Scope for Sarbanes-
Oxley Section 404 of IT General Controls 
(GAIT). He may be reached at 408-921-1120 
or norman.marks@SAP.com.

do better and must continue to work 
to address the changing needs of our 
community.  

Today’s economic times have 
resulted in our members reaching 
out for professional development 
and educational program offerings 
via remote learning opportunities 
such as teleconferences, webinars 
and publications. And, with training 
and travel budgets for many of our 
organizations being slashed or frozen this 
past year…our members see the value 
in AHIA providing local and regional 
educational activities.

As we healthcare internal audit and 
compliance professionals continue our 
journey through these tumultuous times, 
AHIA is delighted that you have chosen 
this organization for your professional 
growth and development. AHIA is proud 
to stand beside and support you. 

Next time I’ll share with you the how 
we’ve translated our member’s needs 
and expectations into strategic goals for 
AHIA. But until then, spread the word of 
AHIA’s benefits to your colleagues. Our 
association is composed of professionals 
who share their wealth of knowledge and 
experiences; and your association is here 
to share the excellent ideas and knowledge 
of colleagues from across the land. 

Grow and maintain your professional 
networks, sharpen your skills and benefit 
from the great learning experiences 
we offer….STRENGTHEN YOUR 
COMMUNITY!

Debbie Radke 
2010 Chair, AHIA

the Reason AHIA Exists — continued 
from page 3


