
W
ithout adequate access controls in place, 
reliability of most other controls that have 
been put in place to protect information 
system content will be minimal. Output 

from an information system will be of suspect value if data 
confidentiality, integrity and availability (CIA) cannot be 
assured.

Logical access controls
Accessing an organization’s computers begins by granting 
login access to users, which is called initial permission. The 
process usually consists of the authorized user entering a 
user ID and password that the system verifies.

To ensure that only authorized users are able to log in to 
the computer, the organization must require use of strong 
passwords. This requirement should be enforced through 
the application of proper settings that include password 
history, maximum and minimum password age, minimum 
password length and password complexity requirements. 
Account lockout settings must be implemented in 
association with these requirements.

Password history
As the auditor, you should ensure that the password history 
requirement is enforced, so users do not repeatedly use 
a small pool of passwords. The password history setting 
requires users to choose new passwords on a regular basis. 
The requirement dictates how many previous passwords are 
remembered by the system.

For example, if the requirement is configured to remember 
10 passwords, a user cannot re-use a password again until 
10 other passwords have been used. Their first password 
will be prohibited from re-use until the eleventh time the 
password is changed.

Password age
The maximum password age requirement establishes the 
minimum length of time that has to pass before the user is 
required to change their password. The goal of the minimum 
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password age is to prevent users from immediately 
changing their new passwords, thereby circumventing the 
password history setting.

Password length
The minimum password length is an important 
consideration because a modern PC using current password 
cracking software can crack a complex six-character 
password in seconds, a seven-character password in less 
than an hour and an eight-character password in about a 
day. A nine-character password can take about 80 days.

Password complexity
The length setting for complex passwords requires 
users to create passwords that contain numerals, special 
symbols, and upper- and lowercase letters. This setting 
also disallows a user from using the login account or user’s 
name in the password.

Lockout
An account lockout feature will disable the user’s account 
after a specified number of consecutive failed login 
attempts. The disablement can be configured to remain for a 
set time period, such as 10 minutes or until a system support 
person manually re-enables the account.

Current password cracking 
software can crack a complex 
six-character password in 
seconds and a seven-character 
password in less than an hour.

The setting used generally depends on three factors: the 
number of users, the support resources available, and the 
importance of the data or system. If there are large number 

of users and limited support resources available, a set 
timeout period with a required support override should be 
used to bypass the waiting period. A best practice is to re-
authenticate a user before enabling or resetting passwords.

In a Windows environment, these settings are configured 
using the Group Policy Management Editor (gpmc.msc) tool 
found in the Active Directory. This tool is very powerful, and 
many organizations limit access to it to ensure changes to 
system settings are not inadvertently made.

The requirements discussed for logical access are automated 
controls. For example, Microsoft Active Directory is a service 
that most organizations use. It allows central administration 
and control over many IT systems in an organization.

When auditing password group policy settings you will need 
to meet with the system support person. You will want to see 
this person start the Group Policy Management Editor and 
create a screen print of the password policy to verify settings 
on password history, maximum and minimum password 
age, minimum password length and password complexity 
requirements. To see if the account lockout settings are 
configured, it is advisable to obtain a screen print of the 
lockout policy that is just below the password policy.

System and application access controls
After password settings have been reviewed, you need 
to examine the type of access users have been granted. 
Things become more complex at this level, because the 
review includes not only system access, but application 
access as well.

There are two main methods for assigning user rights:

 • Individual rights assignment

 • Role-Based Access Control (RBAC)

Unlike the password review process, you will only want to 
review generalities in the system and application access 
control process, since each system and application can be 
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highly complex and differ greatly from other systems and 
applications.

Individual rights assignment
Individual rights assignment is the process where rights are 
assigned based solely on management’s request for each 
individual user, with no formal configuration consideration 
given to the user’s job description or position. The rights 
can be based on those assigned by management to users in 
similar positions and rights can be granted or removed  
at any time by management request.

Individual rights assignments 
can become confusing and 
difficult to map.

If the organization is comprised of only a few users, or the 
systems or applications are not complex, this method may 
be satisfactory. However, individual rights assignments can 
become confusing and difficult to map when there are a large 
number of users or if the environment is complex. Additionally, 
confirming correct rights assignment or finding instances of 
incorrect assignment with respect to separation of duties is 
more difficult when user rights are granted using this method.

Role-Based Access Control (RBAC)
Individual rights assignment has mostly been replaced by 
the RBAC model. In an RBAC configuration, each defined 
user role has a set of access rights assigned to it. For 
example, all data entry personnel would have the same 
access rights. Granting these rights is simplified by just 
informing IT of the user’s assigned role (e.g., data entry). 
Most operating systems accept this model, such as Microsoft 
Windows and many versions of Linux and UNIX.

When auditing RBAC, it is important that you determine 
if management continues to use individualized role 
assignment. You can check the roles assigned to users 
against the job descriptions defined by management. 
Additionally, you can check each user’s rights assignments 
against those users who have the same role.

When the RBAC model is used, there is a concern that users 
will share IDs. Users might do this so they can perform 
required tasks when a person with those assigned rights 
is not currently available. You should test to determine 
whether this is taking place.

For instance, check vacation schedules and sick times and 
compare those absences to the system or application 

login log. In today’s work environment, people can access 
systems remotely by various means, such as mobile devices. 
Therefore, any preliminary testing results will require follow-
up to determine the validity of your findings.

Administrative access
Administrator accounts are used to make major changes 
to the system and applications. These accounts have the 
ability to access all data in the system, and can use all 
features of the application, as well as perform any required 
administrative or corrective action.

When auditing either systems or applications, it is very 
important to document who has administrator access, and if 
any one user has possession of this account. Ideally, no user 
should be assigned full administrator rights to the system or 
applications. The administrator account should be controlled 
and used only when necessary. The administrator account is 
so powerful that if a person commits a small user error while 
logged in, it could cause significant issues.

Systems and applications can also have generic and system-
created accounts. Generic accounts can be preconfigured 
to allow ease of configuration to the new system and 
application. It is very important after the system has been 
configured that all generic accounts are disabled and the 
password changed, if allowed.

System-created accounts are those used by the system to 
perform system-related tasks, such as monitoring memory 
usage. System accounts should be monitored by the 
administrators of the system, since these accounts can be 
compromised, and they allow a great level of access to 
your system.

Ideally, no user should be 
assigned full administrator 

rights to the system or 
applications.

The IT department should document and track the use of 
administrator accounts, keep a listing of all generic accounts, 
and monitor tracking logs of the system accounts. It is 
advisable to review this documentation during your audit.

Physical access controls
Physical security is the next component of a systems access 
audit. Two areas need to be reviewed: the data center 
and the user work areas. Both of these can be reviewed 
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by performing a walkthrough of the respective area. 
Your walkthrough should be consistent with the size and 
complexity of the environment.

Data center
The data center is where most servers, networking 
equipment and other shared IT resources are located. It is 
important that physical access to this equipment be secured. 
IT machinery such as servers and routers can be damaged in 
a few minutes if the wrong person gains physical access to 
these resources.

Data on hard drives should be 
encrypted to protect the data 
from nonauthorized access.

Access to the data center must be controlled and monitored. 
At a minimum, the data center should be located in a 
physically isolated area, with limited access, preferably with 
only one entrance. The entry door should be locked at all 
times and only designated people should have the ability to 
enter. A log of all persons who enter the data center should 
be kept.

Locks controlling access to the data center can consist 
of key locks, card access locks, combination locks or 
biometrically controlled locks. If keys are used, an accurate 
count of the keys must be kept and the keys should be 
numbered. Staff should sign for their assigned keys with 
the understanding that keys to the data center cannot 
be shared or copied. Management should check keys 
periodically to ensure they are accounted for. The outcome 
of the key check should be documented.

Card access locks to data centers based on RFID technology 
are a common security construct. Users are given an 
employee access card with an imbedded RFID chip. Locks 
are configured to unlock via a central system that gives 
access to the areas required.

A record should be kept of the cards that have been issued 
giving access to the data center. Staff should sign for these 
cards, with the documented understanding that they 
are never to share the card. Some card lock systems have 
software that logs access. During an audit, you should check 
the card lock log and verify the entries in the system against 
the staff’s scheduled work times.

Combination-based locks are configured using a 
combination number or button sequence. Staff should be 

required to confirm their understanding that they are never 
to share this combination with anyone.

Management should ensure the combination is changed 
periodically to ensure security. Additionally, this 
combination should be changed when someone no longer 
needs access to the area or leaves the organization. This 
approach can be considered slightly more secure than the 
key or card access locks, because there is no object to be lost 
that gives access to the environment.

Biometric locks are considered the most secure of the locking 
mechanisms because they are based on the physical individual, 
such as finger or palm prints. These locks are coupled to the 
individual and will only unlock for the individual.

Even though no key, card or code is given, the user should 
still sign an acknowledgement of their responsibilities. The 
lock system should have users removed from configuration 
when they no longer need access to the data center or leave 
the organization.

All individuals should sign a log when entering and exiting 
the data center. This log should consist of the person’s name, 
and the time entering and leaving the data center. If persons 
who do not have access need entry, their sign-in should 
include their reason for being there and the name of the 
person assigned to monitor them.

See if it is possible to disable USB 
access to unapproved devices.

Logins are tracked to learn who had access to the data 
center and when. If there are any issues, such as missing 
or damaged equipment or missing data, manual logs or 
reports, management can then track who accessed the data 
center, when and why.

Laptops
Laptops are more difficult to manage because of their mobile 
capability. As such, they are prone to being lost or stolen, 
and should be locked or monitored when not in use. You can 
determine whether laptops are being locked or secured by 
performing a walkthrough of areas where they are used.

The data on hard drives should be encrypted to protect the 
data from nonauthorized access. There are many products 
available, such as BitLocker (Windows Only), Dell Data 
Protection Encryption, PGP (Windows/Apple), and File 
Vault (Apple only). Your audit should ensure the local drive 
(usually the C: drive) is encrypted.
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Desktops
Desktop computers present lower risk profiles, since they 
are not as easy to remove from an area. Additionally, 
they do not require data to be stored on their local 
drives, since they should always be connected to the 
organization’s network and can use assigned server 
storage to store their data.

The appraisal of controls 
involving access to computer 
resources is one of the most 
important tasks in auditing 
information systems.

A visual check for unauthorized devices can be performed 
during a walkthrough. During the visual check, you want 
to look for unauthorized devices attached to the computer, 
such as personal storage devices and phones. Additionally, 
a check for data capture hardware should be made, to see 
if USB key loggers are attached. When possible, check with 
IT staff and management to see if it is possible to disable 
USB access to unapproved devices with the use of security 
software or system policy configuration.

Conclusion
Access controls are available for defining and assigning the 
level of information security access granted to computer 
resources. These controls include system login, systems 
and application rights assignments and physical access to 
computers and servers. Most of these controls are managed 
by the IT department.

The appraisal of controls involving access to computer 
resources is one of the most important tasks in auditing 
information systems. Other controls implemented to 
protect data and information in your information systems 
will be of minimal reliability without adequate access 
controls. An important first step in ensuring data CIA is 
the thorough audit of your information system’s access 
controls. NP

Ensure laptops are properly encrypted

r BitLocker

1. Open the Control Panel.

2. Open the “System and Security” category.

3. View BitLocker Drive Encryption.

4. Will show if active.

r Dell Data Protection Encryption

1. Open the Control Panel.

2. Open the “System and Security” category.

3. View Dell Data Protection Encryption.

4. Will show if active.

r PGP (Win/Mac OS)

1. Windows

 ◦ Open PGP Desktop.

 ◦ At the top, from the View menu, select PGP 

Disk.

 ◦ Select Encrypt whole disk.

 ◦ If your disk is encrypted, to the right of the disk 

description, you will see a blue padlock icon, 

and at the upper right corner of the window, a 

decrypt button.

 ◦ If you do not see these, then the disk is not 

encrypted.

2. Mac OS

 ◦ Open PGP Desktop (or just PGP).

 ◦ On the left side of the window, select PGP Disk.

 ◦ Click Encrypt a Disk.

 ◦ If you have the ability to encrypt the hard 

drive, then it is not currently encrypted.

r File Vault (Mac OS)

a. Can be done locally or remotely.

b. Open a command prompt window.

c. Type “sudo fdesetup status”:

 ◦ FileVault is On

 ◦ FileVault is Off
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